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The term ‘‘participate’’ also includes 
engaging in any other activities in re-
lation to such organizations or in fur-
therance of the objectives of such orga-
nizations when such activities are det-
rimental to good order, discipline, or 
mission accomplishment. 

PART 701—AVAILABILITY OF DE-
PARTMENT OF THE NAVY 
RECORDS AND PUBLICATION OF 
DEPARTMENT OF THE NAVY 
DOCUMENTS AFFECTING THE 
PUBLIC 

Subpart A—Department of the Navy Free-
dom of Information Act (FOIA) Pro-
gram 

Sec. 
701.1 Purpose. 
701.2 Navy FOIA website/FOIA handbook. 
701.3 Applicability. 
701.4 Responsibility and authority. 
701.5 Policy. 
701.6 Reading rooms. 
701.7 Relationship between the FOIA and 

PA. 
701.8 Processing FOIA requests. 
701.9 Referrals. 
701.10 Processing requests received from 

governmental officials. 
701.11 Processing specific kinds of records. 
701.12 FOIA appeals/litigation. 

Subpart B—FOIA Definitions and Terms 

701.13 5 U.S.C. 552(a)(1) materials. 
701.14 5 U.S.C. 552(a)(2) materials. 
701.15 5 U.S.C. 552(a)(3) materials. 
701.16 Administrative appeal. 
701.17 Affirmative information disclosure. 
701.18 Agency record. 
701.19 Appellate authority. 
701.20 Discretionary disclosure. 
701.21 Electronic record. 
701.22 Exclusions. 
701.23 Executive Order 12958. 
701.24 Federal agency. 
701.25 5 U.S.C. 552, Freedom of Information 

Act (FOIA). 
701.26 FOIA exemptions. 
701.27 FOIA fee terms location. 
701.28 FOIA request. 
701.29 Glomar response. 
701.30 Initial Denial Authority (IDA). 
701.31 Mosaic or compilation response. 
701.32 Perfected request. 
701.33 Public domain. 
701.34 Public interest. 
701.35 Reading room. 
701.36 Release authorities. 
701.37 Reverse FOIA. 
701.38 Technical data. 
701.39 Vaughn index. 

Subpart C—FOIA Fees 

701.40 Background. 
701.41 FOIA fee terms. 
701.42 Categories of requesters—applicable 

fees. 
701.43 Fee declarations. 
701.44 Restrictions. 
701.45 Fee assessment. 
701.46 Aggregating requests. 
701.47 FOIA fees must be addressed in re-

sponse letters. 
701.48 Fee waivers. 
701.49 Payment of fees. 
701.50 Effect of the Debt Collection Act of 

1982. 
701.51 Refunds. 
701.52 Computation of fees. 
701.53 FOIA fee schedule. 
701.54 Collection of fees and fee rates for 

technical data. 
701.55 Processing FOIA fee remittances. 

Subpart D—FOIA Exemptions 

701.56 Background. 
701.57 Ground rules. 
701.58 In-depth analysis of FOIA exemp-

tions. 
701.59 A brief explanation of the meaning 

and scope of the nine FOIA exemptions. 

Subpart E—Indexing, Public Inspection, 
and Federal Register Publication of 
Department of the Navy Directives 
and Other Documents Affecting the 
Public 

701.61 Purpose. 
701.62 Scope and applicability. 
701.63 Policy. 
701.64 Publication of adopted regulatory 

documents for the guidance of the public. 
701.65 Availability, public inspection, and 

indexing of other documents affecting 
the public. 

701.66 Publication of proposed regulations 
for public comment. 

701.67 Petitions for issuance, revision, or 
cancellation of regulations affecting the 
public. 

Subpart F—DON Privacy Program 

701.100 Purpose. 
701.101 Privacy program terms and defini-

tions. 
701.102 Online resources. 
701.103 Applicability. 
701.104 Responsibility and authority. 
701.105 Policy. 
701.106 Collecting information about indi-

viduals. 
701.107 Record access. 
701.108 Amendment of records. 
701.109 Privacy Act (PA) appeals. 
701.110 Conditions of disclosure. 
701.111 Disclosure accounting. 
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1 Copies may be obtained if needed from the 
Navy FOIA Website at http:// 
www.ogc.secnav.hq.navy.mil/foia/index.html 

701.112 ‘‘Blanket routine uses.’’ 
701.113 PA exemptions. 
701.114 PA enforcement actions. 
701.115 Protected personal information 

(PPI). 
701.116 PA systems of records notices over-

view. 
701.117 Changes to PA systems of records. 
701.118 Privacy, IT, and PIAs. 
701.119 Privacy and the web. 
701.120 Processing requests that cite or 

imply PA, Freedom of Information 
(FOIA), or PA/FOIA. 

701.121 Processing ‘‘routine use’’ disclo-
sures. 

701.122 Medical records. 
701.123 PA fees. 
701.124 PA self assessments/inspections. 
701.125 Computer matching program. 

Subpart G—Privacy Act Exemptions 

701.126 Purpose. 
701.127 Exemption for classified records. 
701.128 Exemptions for specific Navy record 

systems. 
701.129 Exemptions for specific Marine 

Corps record systems. 

AUTHORITY: 5 U.S.C. 552. 

SOURCE: 64 FR 49850, Sept. 14, 1999, unless 
otherwise noted. 

Subpart A—Department of the 
Navy Freedom of Information 
Act (FOIA) Program 

§ 701.1 Purpose. 
Subparts A, B, C, and D of this part 

issue policies and procedures for imple-
menting the Freedom of Information 
Act (5 U.S.C. 552), and Department of 
Defense Directives 5400.7 and 5400.7–R 
series 1 ,Department of Defense Free-
dom of Information Act Program, (See 
32 CFR part 286) and promote uni-
formity in the Department of the Navy 
Freedom of Information Act (FOIA) 
Program. 

§ 701.2 Navy FOIA website/FOIA hand-
book. 

(a) The Navy FOIA website (http:// 
www.ogc.secnav.hq.navy. mil/foia/ 
index.html) is an excellent resource for 
requesters and FOIA coordinators. It 
provides connectivity to the Navy’s of-
ficial website, to other FOIA and non/ 

FOIA websites, and to the Navy’s elec-
tronic reading rooms. 

(b) FOIA requesters are encouraged 
to visit the Navy FOIA website prior to 
filing a request. It features a FOIA 
Handbook which provides: guidance on 
how and where to submit requests; 
what’s releasable/what’s not; addresses 
for frequently requested information; 
time limits and addresses for filing ap-
peals, etc. FOIA requesters may also 
use the electronic FOIA request form 
on the website to seek access to 
records originated by the Secretary of 
the Navy (SECNAV) or the Chief of 
Naval Operations (CNO). 

§ 701.3 Applicability. 

(a) Subparts A, B, C, and D of this 
part apply throughout the Department 
of the Navy (DON) and take precedence 
over other DON instructions, which 
may serve to supplement it [i.e., Public 
Affairs Regulations, Security Classi-
fication Regulations, Navy Regula-
tions, Marine Corps Orders, etc.]. Fur-
ther, issuance of supplementary in-
structions by DON activities, deemed 
essential to the accommodation of per-
ceived requirements peculiar to those 
activities, may not conflict. 

(b) The FOIA applies to ‘‘records’’ 
maintained by ‘‘agencies’’ within the 
Executive Branch of the Federal gov-
ernment, including the Executive Of-
fice of the President and independent 
regulatory agencies. It states that 
‘‘any person’’ (U.S. citizen; foreigner, 
whether living inside or outside the 
United States; partnerships; corpora-
tions; associations; and foreign and do-
mestic governments) has the right en-
forceable by law, to access Federal 
agency records, except to the extent 
that such records (or portions thereof) 
are protected from disclosure by one or 
more of the nine FOIA exemptions or 
one of three special law enforcement 
exclusions. 

(c) Neither Federal agencies nor fugi-
tives from justice may use the FOIA to 
access agency records. 

(d) The Department of Defense (DoD) 
FOIA directive states that the FOIA 
programs of the U.S. Atlantic Com-
mand and the U.S. Pacific Command 

VerDate Mar<15>2010 14:21 Jul 30, 2012 Jkt 226130 PO 00000 Frm 00056 Fmt 8010 Sfmt 8010 Y:\SGML\226130.XXX 226130er
ow

e 
on

 D
S

K
2V

P
T

V
N

1P
R

O
D

 w
ith

 C
F

R



47 

Department of the Navy, DoD § 701.4 

fall under the jurisdiction of the De-
partment of Defense and not the De-
partment of the Navy. This policy rep-
resents an exception to the policies di-
rected under DoD Directive 5100.3, 
‘‘Support of the Headquarters of Uni-
fied, Specified, and Subordinate Com-
mands.’’ 

§ 701.4 Responsibility and authority. 
(a) The Head, DON PA/FOIA Policy 

Branch [CNO (N09B30)] has been dele-
gated the responsibility for managing 
the DON’s FOIA program, which in-
cludes setting FOIA policy and admin-
istering, supervising, and overseeing 
the execution of the 5 U.S.C. 552 and 
Department of Defense Directives 
5400.7 and 5400.7-R series, Department 
of Defense Freedom of Information Act 
Program (see 32 CFR part 286). 

(1) As principal DON FOIA policy of-
ficial, CNO (N09B30) issues SECNAV In-
struction 5720.42; oversees the adminis-
tration of the DON FOIA program; 
issues and disseminates FOIA policy; 
oversees the Navy FOIA website; rep-
resents the DON at all meetings, sym-
posiums, and conferences that address 
FOIA matters; writes the Navy’s FOIA 
Handbook; serves on FOIA boards and 
committees; serves as principal policy 
advisor and oversight official on all 
FOIA matters; prepares the DON An-
nual FOIA Report for submission to 
the Attorney General; reviews all FOIA 
appeals to determine trends that im-
pact on the DON; reviews all FOIA liti-
gation matters involving the DON and 
apprises the Director, Freedom of In-
formation and Security Review, DoD of 
same; responds to depositions and liti-
gation regarding DON FOIA policy Sec-
retary of the Navy Instruction 5820.8A, 
Release of Information for Litigation 
Purposes and Testimony by DON Per-
sonnel; reviews/analyzes all proposed 
FOIA legislation to determine its im-
pact on the DON; develops a Navy-wide 
FOIA training program and serves as 
training oversight manager; conducts 
staff assistance visits/reviews within 
the DON to ensure compliance with 5 
U.S.C. 552 and this part; reviews all 
SECNAV and Operations Navy instruc-
tions/forms that address FOIA; and 
oversees the processing of FOIA re-
quests received by SECNAV and Chief 
of Naval Operations (CNO), to ensure 

responses are complete, timely, and ac-
curate. Additionally, N09B30 works 
closely with other DoD and DON offi-
cials to ensure they are aware of highly 
visible and/or sensitive FOIA requests 
being processed by the DON. 

(2) SECNAV has delegated Initial De-
nial Authority (IDA) to N09B30 for re-
quests at the Secretariat and OPNAV 
level. 

(b) The Commandant of the Marine 
Corps is delegated responsibility for 
administering and supervising the exe-
cution of this instruction within the 
Marine Corps. To accomplish this task, 
the Director of Administrative Re-
source Management (Code ARAD) 
serves as the FOIA Coordinator for 
Headquarters, U.S. Marine Corps, and 
assists CNO (N09B30) in promoting the 
Department of the Navy FOIA Program 
by issuing a Marine Corps FOIA Hand-
book; utilizing the Marine Corps FOIA 
website to disseminate FOIA informa-
tion; consolidating its activities An-
nual FOIA Reports and submitting it 
to CNO (N09B30); maintaining a current 
list of Marine Corps FOIA coordina-
tors, etc. 

(c) The DON Chief Information Offi-
cer (DONCIO) is responsible for pre-
paring and making publicly available 
upon request an index of all DON major 
information systems and a description 
of major information and record loca-
tor systems maintained by the Depart-
ment of the Navy as required by 5 
U.S.C. 552 and DoD 5400.7–R, ‘‘DoD 
Freedom of Information Act Program.’’ 

(d) FOIA coordinators will: 
(1) Implement and administer a local 

FOIA program under this instruction; 
serve as principal point of contact on 
FOIA matters; issue a command/activ-
ity instruction that implements 
SECNAVINST 5740.42F by reference 
and highlights only those areas unique 
to the command/activity (i.e., des-
ignate the command/activity’s FOIA 
Coordinator and IDA; address internal 
FOIA processing procedures; and ad-
dress command/activity level FOIA re-
porting requirements); receive and 
track FOIA requests to ensure re-
sponses are made in compliance with 5 
U.S.C. 552 and DoD Directives 5400.7 
and 5400.7–R and this part; provide gen-
eral awareness training to command/ 
activity personnel on the provisions of 
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5 U.S.C. 552 and this instruction; col-
lect and compile FOIA statistics and 
submit a consolidated Annual FOIA 
Report to Echelon 2 FOIA coordinator 
for consolidation; provide guidance on 
how to process FOIA requests; and pro-
vide guidance on the scope of FOIA ex-
emptions. 

(2) Additionally, CMC (ARAD) and 
Echelon 2 FOIA coordinators will: 

(i) Ensure that reading room mate-
rials are placed in the activity’s elec-
tronic reading room and that the ac-
tivity’s website is linked to the Navy 
FOIA website and the activity’s read-
ing room is linked to the Navy’s FOIA 
reading room lobby. Documents placed 
in the reading room shall also be in-
dexed as a Government Information 
Locator Service (GILS) record, as this 
will serve as an index of available 
records. 

(ii) Review proposed legislation and 
policy recommendations that impact 
the FOIA and provide comments to 
CNO (N09B30). 

(iii) Review SECNAVINST 5720.42F 
and provide recommended changes/ 
comments to CNO (N09B30). 

(iv) Routinely conduct random staff 
assistance visits/reviews/self-evalua-
tions within the command and lower 
echelon commands to ensure compli-
ance with FOIA. 

(v) Collect and compile command and 
feeder reports for the Annual FOIA Re-
port and provide a consolidated report 
to CNO (N09B30). 

(vi) Maintain a listing of their subor-
dinate activities’ FOIA coordinators to 
include full name, address, and tele-
phone (office and fax) and place on 
their website. 

NOTE TO PARAGRAPH (d)(2)(vi): Do not place 
names of FOIA coordinators who are over-
seas, routinely deployable or in sensitive 
units on the website. Instead just list ‘‘FOIA 
Coordinator’’ 

(vii) Notify CNO (N09B30) of any 
change of name, address, office code 
and zip code, telephone and facsimile 
number, and/or e-mail address of Ech-
elon 2 FOIA Coordinators. 

(viii) Conduct overview training to 
ensure all personnel are knowledgeable 
of the FOIA and its requirements. See 
§ 701.12. 

(ix) Work closely with the activity 
webmaster to ensure that information 

placed on the activity’s website does 
not violate references in paragraphs 
(a), (c) and (f). 

(e) Initial Denial Authorities (IDAs). 
The following officials are delegated to 
serve as Initial Denial Authorities, on 
behalf of SECNAV (see § 701.30 for defi-
nition): 

(1) Under Secretary of the Navy; Dep-
uty Under Secretary of the Navy; As-
sistant Secretaries of the Navy (ASNs) 
and their principal deputy assistants; 
Assistant for Administration 
(SECNAV); Director, Administrative 
Division (SECNAV); Special Assistant 
for Legal and Legislative Affairs 
(SECNAV); Director, Office of Program 
Appraisal (SECNAV); DONCIO; Direc-
tor, Small and Disadvantaged Business 
Utilization (SECNAV); Chief of Infor-
mation (CHINFO); Director, Navy 
International Programs Office; Chief of 
Legislative Affairs; CNO; Vice CNO; Di-
rector, Naval Nuclear Propulsion Pro-
gram (NOON); Director, Navy Staff 
(N09B); Head, DON PA/FOIA Policy 
Branch (N09B30); Director of Naval In-
telligence (N2); Director of Space, In-
formation Warfare, Command and Con-
trol (N6); Director of Navy Test & Eval-
uation & Technology Requirements 
(N091); Surgeon General of the Navy 
(N093); Director of Naval Reserve 
(N095); Oceanographer of the Navy 
(N096); Director of Religious Ministries/ 
Chief of Chaplains of the Navy (N097); 
all Deputy Chiefs of Naval Operations; 
Chief of Naval Personnel; Director, 
Strategic Systems Programs; Chief, 
Bureau of Medicine and Surgery; Direc-
tor, Office of Naval Intelligence; Naval 
Inspector General; Auditor General of 
the Navy; Commanders of the Naval 
Systems Commands; Chief of Naval 
Education and Training; Commander, 
Naval Reserve Force; Chief of Naval 
Research; Director, Naval Criminal In-
vestigative Service; Deputy Com-
mander, Naval Legal Service Com-
mand; Commander, Navy Personnel 
Command; Director, Naval Center of 
Cost Analysis; Commander, Naval Me-
teorology and Oceanography Com-
mand; Director, Naval Historical Cen-
ter; heads of DON staff offices, boards, 
and councils; Program Executive Offi-
cers; and all general officers. 

VerDate Mar<15>2010 14:21 Jul 30, 2012 Jkt 226130 PO 00000 Frm 00058 Fmt 8010 Sfmt 8010 Y:\SGML\226130.XXX 226130er
ow

e 
on

 D
S

K
2V

P
T

V
N

1P
R

O
D

 w
ith

 C
F

R



49 

Department of the Navy, DoD § 701.5 

(2) Within the Marine Corps: CMC 
and his Assistant, Chief of Staff, Dep-
uty Chiefs of Staff; Director, Personnel 
Management Division; Fiscal Director 
of the Marine Corps; Counsel for the 
Commandant; Director of Intelligence; 
Director, Command, Communications 
and Computer Systems Division; Legis-
lative Assistant to the Commandant; 
Director, Judge Advocate Division; In-
spector General of the Marine Corps; 
Director, Manpower, Plans, and Policy 
Division; Head, Freedom of Informa-
tion and Privacy Acts Section, HQMC; 
Director of Public Affairs; Director of 
Marine Corps History and Museums; 
Director, Personnel Procurement Divi-
sion; Director, Morale Support Divi-
sion; Director, Human Resources Divi-
sion; Director of Headquarters Support; 
commanding generals; directors, Ma-
rine Corps districts; commanding offi-
cers, not in the administrative chain of 
command of a commanding general or 
district director. For each official list-
ed above, the deputy or principal as-
sistant is also authorized denial au-
thority. 

(3) JAG and his Deputy and the DON 
General Counsel (DONGC) and his dep-
uties are excluded from this grant of 
authorization, since SECNAV has dele-
gated them to serve as his appellate 
authorities. However, they are author-
ized to designate IDA responsibilities 
to other senior officers/ officials within 
JAG and DONGC. DONGC has dele-
gated IDA responsibilities to the As-
sistant General Counsels and the Asso-
ciate General Counsel (Litigation). 

(4) For the shore establishment and 
operating forces: All officers author-
ized by Article 22, Uniform Code of 
Military Justice (UCMJ) or designated 
in section 0120, Manual of the Judge 
Advocate General (JAGINST 5800.7C) to 
convene general courts-martial. 

(5) IDAs must balance their decision 
to centralize denials for the purpose of 
promoting uniform decisions against 
decentralizing denials to respond to re-
quests within the FOIA time limits. 
Accordingly, the IDAs listed in para-
graphs (e)(1) through (4) are authorized 
to delegate initial denial authority to 
subordinate activities for the purpose 
of streamlining FOIA processing. They 
may also delegate authority to a spe-
cific staff member, assistant, or indi-

viduals acting during their absence if 
this serves the purpose of streamlining 
and/or complying with the time limits 
of FOIA. 

NOTE TO PARAGRAPH (e)(5): Such delega-
tions shall be limited to comply with DoD 
Directive 5400.7, ‘‘DoD Freedom of Informa-
tion Act Program’’. 

(6) Delegations of IDA authority 
should be reflected in the activity’s 
supplementing FOIA instruction or by 
letter, with a copy to CNO (N09B30) or 
CMC (ARAD), as appropriate. 

(f) Release authorities. Release au-
thorities are authorized to grant re-
quests on behalf of the Office of the 
Secretary of the Navy for agency 
records under their possession and con-
trol for which no FOIA exemption ap-
plies; to respond to requesters con-
cerning refinement of their requests; to 
provide fee estimates; and to offer ap-
peal rights for adequacy of search or 
fee estimates to the requester. 

(g) Appellate authorities are ad-
dressed in § 701.12. 

§ 701.5 Policy. 

(a) Compliance with the FOIA. DON 
policy is to comply with the FOIA as 
set forth in the Department of De-
fense’s FOIA Directives 5400.7 and 
5400.7–R, and this instruction in this 
part in both letter and spirit; conduct 
its activities in an open manner con-
sistent with the need for security and 
adherence to other requirements of law 
and regulation; and provide the public 
with the maximum amount of accurate 
and timely information concerning its 
activities. 

(b) Prompt action. DON activities 
shall act promptly on requests when a 
member of the public complies with 
the procedures established in the in-
struction in this part (i.e., files a ‘‘per-
fected request’’) and the request is re-
ceived by the official designated to re-
spond. See § 701.11 for minimum re-
quirements of the FOIA. 

(c) Provide assistance. DON activities 
shall assist requesters in under-
standing and complying with the pro-
cedures established by the instruction 
in this part, ensuring that procedural 
matters do not unnecessarily impede a 
requester from obtaining DON records 
promptly. 

VerDate Mar<15>2010 14:21 Jul 30, 2012 Jkt 226130 PO 00000 Frm 00059 Fmt 8010 Sfmt 8010 Y:\SGML\226130.XXX 226130er
ow

e 
on

 D
S

K
2V

P
T

V
N

1P
R

O
D

 w
ith

 C
F

R



50 

32 CFR Ch. VI (7–1–12 Edition) § 701.5 

(d) Grant access. (1) DON activities 
shall grant access to agency records 
when a member of the public complies 
with the provisions of the instruction 
in this part and there is no FOIA ex-
emption available to withhold the re-
quested information (see subpart D of 
this part). 

(2) In those instances where the re-
quester has not cited FOIA, but the 
records are determined to be releasable 
in their entirety, the request shall be 
honored without requiring the re-
quester to invoke FOIA. 

(e) Create a record. (1) A record must 
exist and be in the possession and con-
trol of the DON at the time of the re-
quest to be considered subject to the 
instruction in this part and the FOIA. 
Accordingly, DON activities need not 
process requests for records which are 
not in existence at the time the re-
quest is received. In other words, re-
questers may not have a ‘‘standing 
FOIA request’’ for release of future 
records. 

(2) There is no obligation to create, 
compile, or obtain a record to satisfy a 
FOIA request. However, this is not to 
be confused with honoring form or for-
mat requests (see § 701.8). A DON activ-
ity, however, may compile a new 
record when so doing would result in a 
more useful response to the requester, 
or be less burdensome to the agency 
than providing existing records, and 
the requester does not object. Cost of 
creating or compiling such a record 
may not be charged to the requester 
unless the fee for creating the record is 
equal to or less than the fee which 
would be charged for providing the ex-
isting record. Fee assessments shall be 
in accordance with subpart C of this 
part. 

(3) With respect to electronic data, 
the issue of whether records are actu-
ally created or merely extracted from 
an existing database is not always 
readily apparent. Consequently, when 
responding to FOIA requests for elec-
tronic data where creation of a record, 
programming, or particular format are 
questionable, DON activities should 
apply a standard of reasonableness. In 
other words, if the capability exists to 
respond to the request, and the effort 
would be a business as usual approach, 
then the request should be processed. 

However, the request need not be proc-
essed when the capability to respond 
does not exist without a significant ex-
penditure of resources, thus not being a 
normal business as usual approach. As 
used in this sense, a significant inter-
ference with the operation of the DON 
activity’s automated information sys-
tem would not be a business as usual 
approach. 

(f) Disclosures—(1) Discretionary Dis-
closures. DON activities shall make dis-
cretionary disclosures whenever disclo-
sure would not foreseeably harm an in-
terest protected by a FOIA exemption. 
A discretionary disclosure is normally 
not appropriate for records clearly ex-
empt under exemptions (b)(1), (b)(3), 
(b)(4), (b)(6), (b)(7)(C) and (b)(7)(F). Ex-
emptions (b)(2), (b)(5), and (b)(7)(A), 
(b)(7)(B), (b)(7)(D) and (b)(7)(E) are dis-
cretionary in nature and DON activi-
ties are encouraged to exercise discre-
tion whenever possible. Exemptions 
(b)(4), (b)(6), and (b)(7)(C) cannot be 
claimed when the requester is the 
‘‘submitter’’ of the information. While 
discretionary disclosures to FOIA re-
questers constitute a waiver of the 
FOIA exemption that may otherwise 
apply, this policy does not create any 
legally enforceable right. 

(2) Public domain. Non-exempt records 
released under FOIA to a member of 
the public are considered to be in the 
public domain. Accordingly, such 
records may also be made available in 
reading rooms, in paper form, as well 
as electronically to facilitate public 
access. 

(3) Limited disclosures. Disclosure of 
records to a properly constituted advi-
sory committee, to Congress, or to 
other Federal agencies does not waive 
a FOIA exemption. 

(4) Unauthorized disclosures. Exempt 
records disclosed without authoriza-
tion by the appropriate DON official do 
not lose their exempt status. 

(5) Official versus personal disclosures. 
While authority may exist to disclose 
records to individuals in their official 
capacity, the provisions of the instruc-
tion in this part apply if the same indi-
vidual seeks the records in a private or 
personal capacity. 
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(6) Distributing information. DON ac-
tivities are encouraged to enhance ac-
cess to information by distributing in-
formation on their own initiative 
through the use of electronic informa-
tion systems, such as the Government 
Information Locator Service (GILS). 

(g) Honor form or format requests. DON 
activities shall provide the record in 
any form or format requested by the 
requester, if the record is readily repro-
ducible in that form or format. DON 
activities shall make reasonable efforts 
to maintain their records in forms or 
formats that are reproducible. In re-
sponding to requests for records, DON 
activities shall make reasonable efforts 
to search for records in electronic form 
or format, except when such efforts 
would significantly interfere with the 
operation of the DON activities’ auto-
mated information system. Such deter-
minations shall be made on a case-by- 
case basis. 

(h) Authenticate documents. Records 
provided under the instruction in this 
part shall be authenticated with an ap-
propriate seal, whenever necessary, to 
fulfill an official Government or other 
legal function. This service, however, is 
in addition to that required under the 
FOIA and is not included in the FOIA 
fee schedule. DON activities may 
charge for the service at a rate of $5.20 
for each authentication. 

§ 701.6 Reading rooms. 
The FOIA requires that (a)(2) records 

created on or after 1 November 1996, be 
made available electronically (starting 
1 November 1997) as well as in hard 
copy, in the FOIA reading room for in-
spection and copying, unless such 
records are published and copies are of-
fered for sale. DoD 5400.7–R, ‘‘DoD 
Freedom of Information Act Program,’’ 
requires that each DoD Component 
provide an appropriate facility or fa-
cilities where the public may inspect 
and copy or have copied the records 
held in their reading rooms. To com-
ply, the Navy FOIA website includes 
links that assist members of the public 
in locating Navy libraries, online docu-
ments, and Navy electronic reading 
rooms maintained by SECNAV/CNO, 
CMC, OGC, JAG and Echelon 2 com-
mands. Although each of these activi-
ties will maintain their own document 

collections on their own servers, the 
Navy FOIA website provides a common 
gateway for all Navy online resources. 
To this end, DON activities shall: 

(a) Establish their reading rooms and 
link them to the Navy FOIA Reading 
Room Lobby which is found on the 
Navy FOIA website. 

(b) Ensure that responsive documents 
held by their subordinate activities are 
also placed in the reading room. 

NOTE TO PARAGRAPH (b): SECNAV/ASN and 
OPNAV offices shall ensure that responsive 
documents are provided to CNO (N09B30) for 
placement in the reading room. 

(c) Ensure that documents placed in 
a reading room are properly excised to 
preclude the release of personal or con-
tractor-submitted information prior to 
being made available to the public. In 
every case, justification for the dele-
tion must be fully explained in writing, 
and the extent of such deletion shall be 
indicated on the record which is made 
publicly available, unless such indica-
tion would harm an interest protected 
by an exemption under which the dele-
tion was made. If technically feasible, 
the extent of the deletion in electronic 
records or any other form of record 
shall be indicated at the place in the 
record where the deletion was made. 
However, a DON activity may publish 
in the FEDERAL REGISTER a description 
of the basis upon which it will delete 
identifying details of particular types 
of records to avoid clearly unwarranted 
invasions of privacy, or competitive 
harm to business submitters. In appro-
priate cases, the DON activity may 
refer to this description rather than 
write a separate justification for each 
deletion. DON activities may remove 
(a)(2)(D) records from their electronic 
reading room when the appropriate of-
ficials determine that access is no 
longer necessary. 

(d) Should a requester submit a FOIA 
request for FOIA-processed (a)(2) 
records, and insist that the request be 
processed, DON activities shall process 
the FOIA request. However, DON ac-
tivities have no obligation to process a 
FOIA request for 5 U.S.C. 552(a)(2)(A), 
(B), and (C) [5 U.S.C. 552] records be-
cause these records are required to be 
made public and not FOIA-processed 
under paragraph (a)(3) of the FOIA. 
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(e) DON activities may share reading 
room facilities if the public is not un-
duly inconvenienced. When appro-
priate, the cost of copying may be im-
posed on the person requesting the ma-
terial in accordance with FOIA fee 
guidelines (see subpart C of this part). 

(f) DON activities shall maintain an 
index of all available documents. A 
general index of FOIA-processed (a)(2) 
records shall be made available to the 
public, both in hard copy and electroni-
cally by 31 December 1999. To comply 
with this requirement, DON activities 
shall establish a GILS record for each 
document it places in a reading room. 
No (a)(2) materials issued or adopted 
after 4 July 1967, that are not indexed 
and either made available or published 
may be relied upon, used or cited as 
precedent against any individual unless 
such individual has actual and timely 
notice of the contents of such mate-
rials. Such materials issued or adopted 
before 4 July 1967, need not be indexed, 
but must be made available upon re-
quest if not exempted under the in-
struction in this part. 

(g) An index and copies of unclassi-
fied Navy instructions, forms, and ad-
dresses for DON activities (i.e., the 
Standard Navy Distribution List 
(SNDL) are located on the Navy Elec-
tronics Directives System (http:// 
neds.nebt.daps.mil/). 

(h) DON material published in the 
FEDERAL REGISTER, such as material 
required to be published by Section 
552(a)(1) of the FOIA, shall be made 
available by JAG in their FOIA reading 
room and electronically to the public. 

(i) Although not required to be made 
available in response to FOIA requests 
or made available in FOIA Reading 
Rooms, ‘‘(a)(1)’’ materials may, when 
feasible, be made available to the pub-
lic in FOIA reading rooms for inspec-
tion and copying, and by electronic 
means. Examples of ‘‘(a)(1)’’ materials 
are: descriptions of an agency’s central 
and field organization, and to the ex-
tent they affect the public, rules of 
procedures, descriptions of forms avail-
able, instruction as to the scope and 
contents of papers, reports, or exami-
nations, and any amendment, revision, 
or report of the aforementioned. 

§ 701.7 Relationship between the FOIA 
and PA. 

Not all requesters are knowledgeable 
of the appropriate statutory authority 
to cite when requesting records. In 
some instances, they may cite neither 
Act, but will imply one or both Acts. 
For these reasons, the following guide-
lines are provided to ensure requesters 
receive the greatest amount of access 
rights under both Acts: 

(a) If the record is required to be re-
leased under the FOIA, the PA does not 
bar its disclosure. Unlike the FOIA, the 
PA applies only to U.S. citizens and 
aliens admitted for permanent resi-
dence. Subpart F of this part imple-
ments the DON’s Privacy Act Program. 

(b) Requesters who seek records 
about themselves contained in a PA 
system of records and who cite or 
imply only the PA, will have their re-
quests processed under the provisions 
of both the PA and the FOIA. If the PA 
system of records is exempt from the 
provisions of 5 U.S.C. 552a(d)(1) and the 
records, or any portion thereof are ex-
empt under the FOIA, the requester 
shall be so advised with the appro-
priate PA and FOIA exemption. Ap-
peals shall be processed under both 
Acts. 

(c) Requesters who seek records 
about themselves that are not con-
tained in a PA system of records and 
who cite or imply the PA will have 
their requests processed under the pro-
visions of the FOIA, since the PA does 
not apply to these records. Appeals 
shall be processed under the FOIA. 

(d) Requesters who seek records 
about themselves that are contained in 
a PA system of records and who cite or 
imply the FOIA or both Acts will have 
their requests processed under the pro-
visions of both the PA and the FOIA. If 
the PA system of records is exempt 
from the provisions of 5 U.S.C. 
552a(d)(1), and the records, or any por-
tion thereof are exempt under the 
FOIA, the requester shall be so advised 
with the appropriate PA and FOIA ex-
emption. Appeals shall be processed 
under both Acts. 

(e) Requesters who seek access to 
agency records that are not part of a 
PA system of records, and who cite or 
imply the PA and FOIA, will have their 
requests processed under FOIA, since 
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the PA does not apply to these records. 
Appeals shall be processed under the 
FOIA. 

(f) Requesters who seek access to 
agency records and who cite or imply 
the FOIA will have their requests and 
appeals processed under the FOIA. 

(g) Requesters shall be advised in 
final responses which Act(s) was (were) 
used, inclusive of appeal rights. 

(h) The time limits for responding to 
the request will be determined based on 
the Act cited. For example, if a re-
quester seeks access under the FOIA 
for his or her personal records which 
are contained in a PA system of 
records, the time limits of the FOIA 
apply. 

(i) Fees will be charged based on the 
kind of records being requested (i.e., 
FOIA fees if agency records are re-
quested; PA fees for requesters who are 
seeking access to information con-
tained in a PA system of record which 
is retrieved by their name and/or per-
sonal identifier). 

§ 701.8 Processing FOIA requests. 
Upon receipt of a FOIA request, DON 

activities shall: 
(a) Review the request to ensure it 

meets the minimum requirements of 
the FOIA to be processed. 

(1) Minimum requirements of a FOIA re-
quest. A request must be in writing; 
cite or imply FOIA; reasonably de-
scribe the records being sought so that 
a knowledgeable official of the agency 
can conduct a search with reasonable 
effort; and if fees are applicable, the re-
quester should include a statement re-
garding willingness to pay all fees or 
those up to a specified amount or re-
quest a waiver or reduction of fees. 

(2) If a request does not meet the 
minimum requirements of the FOIA, 
DON activities shall apprise the re-
quester of the defect and assist him/her 
in perfecting the request. 

NOTE TO PARAGRAPH (a)(2): The statutory 20 
working day time limit applies upon receipt 
of a ‘‘perfected’’ FOIA request. 

(b) When a requester or his/her attor-
ney requests personally identifiable in-
formation in a record, the request may 
require a notarized signature or a 
statement certifying under the penalty 
of perjury that their identity is true 

and correct. Additionally, written con-
sent of the subject of the record is re-
quired for disclosure from a Privacy 
Act System of records, even to the sub-
ject’s attorney. 

(c) Review description of requested 
record(s). (1) The FOIA requester is re-
sponsible for describing the record he/ 
she seeks so that a knowledgeable offi-
cial of the activity can locate the 
record with a reasonable amount of ef-
fort. In order to assist DON activities 
in conducting more timely searches, a 
requester should endeavor to provide as 
much identifying information as pos-
sible. When a DON activity receives a 
request that does not reasonably de-
scribe the requested record, it shall no-
tify the requester of the defect in writ-
ing. The requester should be asked to 
provide the type of information out-
lined in this paragraph. DON activities 
are not obligated to act on the request 
until the requester responds to the 
specificity letter. When practicable, 
DON activities shall offer assistance to 
the requester in identifying the records 
sought and in reformulating the re-
quest to reduce the burden on the agen-
cy in complying with the FOIA. The 
following guidelines are provided to 
deal with generalized requests and are 
based on the principle of reasonable ef-
fort. Descriptive information about a 
record may be divided into two broad 
categories. 

(i) Category I is file-related and in-
cludes information such as type of 
record (for example, memorandum), 
title, index citation, subject area, date 
the record was created, and originator. 

(ii) Category II is event-related and 
includes the circumstances that re-
sulted in the record being created or 
the date and circumstances sur-
rounding the event the record covers. 

(2) Generally, a record is not reason-
ably described unless the description 
contains sufficient Category I informa-
tion to permit the conduct of an orga-
nized, non random search based on the 
DON activity’s filing arrangements and 
existing retrieval systems, or unless 
the record contains sufficient Category 
II information to permit inference of 
the Category I elements needed to con-
duct such a search. 
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(3) The following guidelines deal with 
requests for personal records: Ordi-
narily, when personal identifiers are 
provided solely in connection with a re-
quest for records concerning the re-
quester, only records in Privacy Act 
system of records that can be retrieved 
by personal identifiers need be 
searched. However, if a DON activity 
has reason to believe that records on 
the requester may exist in a record sys-
tem other than a PA system, the DON 
activity shall search the system under 
the provisions of the FOIA. In either 
case, DON activities may request a rea-
sonable description of the records de-
sired before searching for such records 
under the provisions of the FOIA and 
the PA. If the records are required to 
be released under the FOIA, the PA 
does not bar its disclosure. 

(4) The guidelines in paragraph (c)(3) 
notwithstanding, the decision of the 
DON activity concerning reasonable-
ness of description must be based on 
the knowledge of its files. If the de-
scription enables the DON activity per-
sonnel to locate the record with rea-
sonable effort, the description is ade-
quate. The fact that a FOIA request is 
broad or burdensome in its magnitude 
does not, in and of itself, entitle a DON 
activity to deny the request on the 
ground that it does not reasonably de-
scribe the records sought. The key fac-
tor is the ability of the staff to reason-
ably ascertain and locate which records 
are being requested. 

(d) Review request to determine if FOIA 
fees may be applicable. (1) FOIA fee 
issues shall be resolved before a DON 
activity begins processing a FOIA re-
quest. 

(2) FOIA fees shall be at the rates 
prescribed at subpart C of this part. 

(3) If fees are applicable, a requester 
shall be apprised of what category of 
requester he/she has been placed and 
provided a complete breakout of fees to 
include any and all information pro-
vided before fees are assessed (e.g., first 
two hours of search and first 100 pages 
of reproduction have been provided 
without charge.) 

(4) Forms DD 2086 (for FOIA requests) 
and 2086–1 (for FOIA requests for tech-
nical data) serve as an administrative 
record of all costs incurred to process a 
request; actual costs charged to a re-

quester (i.e., search, review, and/or du-
plication and at what salary level and 
the actual time expended); and as input 
to the Annual FOIA Report. Requesters 
may request a copy of the applicable 
form to review the time and costs asso-
ciated with the processing of a request. 

(5) Final response letters shall ad-
dress whether or not fees are applicable 
or have been waived. A detailed expla-
nation of FOIA fees is provided at sub-
part C of this part. 

(e) Control FOIA Request. Each FOIA 
request should be date stamped upon 
receipt; given a case number; and en-
tered into a formal control system to 
track the request from receipt to re-
sponse. Coordinators may wish to con-
spicuously stamp, label, and/or place 
the request into a brightly colored 
folder/cover sheet to ensure it receives 
immediate attention by the action offi-
cer. 

(f) Enter request into multitrack proc-
essing system. When a DON activity has 
a significant number of pending re-
quests that prevents a response deter-
mination being made within 20 working 
days, the requests shall be processed in 
a multitrack processing system, based 
on the date of receipt, the amount of 
work and time involved in processing 
the requests, and whether the request 
qualifies for expedited processing. 

(1) DON activities may establish as 
many queues as they wish, however, at 
a minimum three processing tracks 
shall be established, all based on a 
first-in, first-out concept, and rank or-
dered by the date of receipt of the re-
quest: one track for simple requests, 
one track for complex requests, and 
one track for expedited processing. De-
terminations as to whether a request is 
simple or complex shall be made by 
each DON activity. 

(2) DON activities shall provide a re-
quester whose request does not qualify 
for the fastest queue (except for expe-
dited processing), an opportunity to 
limit in writing by hard copy, fac-
simile, or electronically the scope of 
the request in order to qualify for the 
fastest queue. 

(3) This multitrack processing sys-
tem does not obviate the activity’s re-
sponsibility to exercise due diligence in 
processing requests in the most expedi-
tious manner possible. 
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(4) Referred requests shall be proc-
essed according to the original date re-
ceived by the initial activity and then 
placed in the appropriate queue. 

(5) Establish a separate queue for ex-
pedited processing. A separate queue 
shall be established for requests meet-
ing the test for expedited processing. 
Expedited processing shall be granted 
to a requester after the requester re-
quests such and demonstrates a com-
pelling need for the information. No-
tice of the determination as to whether 
to grant expedited processing in re-
sponse to a requester’s compelling need 
shall be provided to the requester with-
in 10 calendar days after receipt of the 
request in the office which will deter-
mine whether to grant expedited ac-
cess. Once the determination has been 
made to grant expedited processing, 
DON activities shall process the re-
quest as soon as practicable. Actions 
by DON activities to initially deny or 
affirm the initial denial on appeal of a 
request for expedited processing, and 
failure to respond in a timely manner 
shall be subject to judicial review. 

(i) Compelling need means that the 
failure to obtain the records on an ex-
pedited basis could reasonably be ex-
pected to pose an imminent threat to 
the life or physical safety of an indi-
vidual. 

(ii) Compelling need also means that 
the information is urgently needed by 
an individual primarily engaged in dis-
seminating information in order to in-
form the public concerning actual or 
alleged Federal Government activity. 
An individual primarily engaged in dis-
seminating information means a per-
son whose primary activity involves 
publishing or otherwise disseminating 
information to the public. Representa-
tives of the news media would nor-
mally qualify as individuals primarily 
engaged in disseminating information. 
Other persons must demonstrate that 
their primary activity involves pub-
lishing or otherwise disseminating in-
formation to the public. 

(iii) Urgently needed means that the 
information has a particular value that 
will be lost if not disseminated quick-
ly. Ordinarily this means a breaking 
news story of general public interest. 
However, information of historical in-
terest only, or information sought for 

litigation or commercial activities 
would not qualify, nor would a news 
media publication or broadcast dead-
line unrelated to the news breaking na-
ture of the information. 

(iv) A demonstration of compelling 
need by a requester shall be made by a 
statement certified by the requester to 
be true and correct to the best of his/ 
her knowledge. This statement must 
accompany the request in order to be 
considered and responded to within the 
10 calendar days required for decisions 
on expedited access. 

(v) Other reasons that merit expe-
dited processing by DON activities are 
an imminent loss of substantial due 
process rights and humanitarian need. 
A demonstration of imminent loss of 
substantial due process rights shall be 
made by a statement certified by the 
requester to be true and correct to the 
best of his/her knowledge. Humani-
tarian need means that disclosing the 
information will promote the welfare 
and interests of mankind. A dem-
onstration of humanitarian need shall 
also be made by a statement certified 
by the requester to be true and correct 
to the best of his/her knowledge. Both 
of these statements must accompany 
the request in order to be considered 
and responded to within the 10 calendar 
days required for decisions on expe-
dited access. Once the decision has 
been made to expedite the request for 
either of these reasons, the request 
may be processed in the expedited 
processing queue behind those requests 
qualifying for compelling need. 

(6) These same procedures also apply 
to requests for expedited processing of 
administrative appeals. 

(g) Respond to request within FOIA 
time limits. Once an activity receives a 
‘‘perfected’’ FOIA request, it shall in-
form the requester of its decision to 
grant or deny access to the requested 
records within 20 working days. Activi-
ties are not necessarily required to re-
lease records within the 20 working 
days, but access to releasable records 
should be granted promptly thereafter 
and the requester apprised of when he/ 
she may expect to receive a final re-
sponse to his/her request. Naturally, 
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interim releases of documents are en-
couraged if appropriate. Sample re-
sponse letters are provided on the Navy 
FOIA website. 

(1) If a significant number of re-
quests, or the complexity of the re-
quests prevents a final response deter-
mination within the statutory time pe-
riod, DON activities shall advise the re-
quester of this fact, and explain how 
the request will be responded to within 
its multitrack processing system. A 
final response determination is notifi-
cation to the requester that the 
records are released, or will be released 
by a certain date, or the records are de-
nied under the appropriate FOIA ex-
emption(s) or the records cannot be 
provided for one or more of the ‘‘other 
reasons’’ (see § 701.8(n)). Interim re-
sponses acknowledging receipt of the 
request, negotiations with the re-
quester concerning the scope of the re-
quest, the response timeframe, and fee 
agreements are encouraged; however, 
such actions do not constitute a final 
response determination under FOIA. 

(2) Formal extension. In those in-
stances where a DON activity cannot 
respond within the 20 working day time 
limit, the FOIA provides for extension 
of initial time limits for an additional 
10 working days for three specific situ-
ations: the need to search for and col-
lect records from separate offices; the 
need to examine a voluminous amount 
of records required by the request; and 
the need to consult with another agen-
cy or agency component. In such in-
stances, naval activities shall apprise 
requesters in writing of their inability 
to respond within 20 working days and 
advise them of their right to appeal to 
the appellate authority. 

NOTE TO PARAGRAPH (g)(2): Formal exten-
sion letters require IDA signature. 

(3) Informal extension. A recommended 
alternative to taking a formal exten-
sion is to call the requester and nego-
tiate an informal extension of time 
with the requester. The advantages in-
clude the ability to agree on a mutu-
ally acceptable date to respond that ex-
ceeds a formal extension of an addi-
tional 10 working days, and the letter 
of confirmation does not require the 
signature of an IDA. Additionally, it 
does not impact on the additional days 

the appellate authority may take when 
responding to a FOIA appeal. 

(h) Conduct a search for responsive 
records. (1) Conduct a search for respon-
sive records, keeping in mind a test for 
reasonableness (i.e., file disposition re-
quirements set forth in SECNAVINST 
5212.5D, ‘‘Navy and Marine Corps 
Records Disposal Manual’’). This in-
cludes making a manual search for 
records as well as an electronic search 
for records. Do not assume that be-
cause a document is old, it does not 
exist. Rather, ensure that all possible 
avenues are considered before making 
a determination that no record could 
be found (i.e., such as determining if 
the record was transferred to a federal 
records center for holding). 

(2) Requesters can appeal ‘‘adequacy 
of search.’’ To preclude unnecessary 
appeals, you are encouraged to detail 
your response letter to reflect the 
search undertaken so the requester un-
derstands the process. It is particularly 
helpful to address the records disposal 
requirements set forth in 
SECNAVINST 5212.5D, ‘‘Navy and Ma-
rine Corps Records Disposal Manual’’ 
for the records being sought. 

(i) Review documents for release. Once 
documents have been located, the 
originator or activity having posses-
sion and control is responsible for re-
viewing them for release and coordi-
nating with other activities/agencies 
having an interest. The following pro-
cedures should be followed: 

(1) Sort documents by originator and 
make necessary referrals (see § 701.9). 

(2) Documents for which the activity 
has possession and control should be 
reviewed for release. If the review offi-
cial determines that all or part of the 
documents requested require denial, 
and the head of the activity is an IDA, 
he/she shall respond directly to the re-
quester. If, however, the activity head 
is not an IDA, then the request, a copy 
of the responsive documents 
(unexcised), proposed redacted copy of 
the documents, and a detailed expla-
nation regarding their release must be 
referred to the IDA for a final release 
determination and the requester shall 
be notified in writing of the transfer. 

(3) Documents for which the activity 
does not have possession and control, 
but has an interest, should be referred 
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to the originator along with any rec-
ommendations regarding release (see 
§ 701.9). 

(j) Process non-responsive information 
in responsive documents. DON activities 
shall interpret FOIA requests liberally 
when determining which records are re-
sponsive to the requests, and may re-
lease non-responsive information. How-
ever, should DON activities desire to 
withhold non-responsive information, 
the following steps shall be accom-
plished: 

(1) Consult with the requester, and 
ask if the requester views the informa-
tion as responsive, and if not, seek the 
requester’s concurrence to deletion of 
non-responsive information without a 
FOIA exemption. Reflect this concur-
rence in the response letter. 

(2) If the responsive record is unclas-
sified and the requester does not agree 
to deletion of non-responsive informa-
tion without a FOIA exemption, re-
lease all non-responsive and responsive 
information which is not exempt. For 
non-responsive information that is ex-
empt, notify the requester that even if 
the information were determined re-
sponsive, it would likely be exempted 
(state the appropriate exemption(s).) 
Advise the requester of the right to re-
quest this information under a sepa-
rate FOIA request. The separate re-
quest shall be placed in the same loca-
tion within the processing queue as the 
original request. 

(3) If the responsive record is classi-
fied, and the requester does not agree 
to deletion of non-responsive informa-
tion without a FOIA exemption, re-
lease all unclassified responsive and 
non-responsive information which is 
not exempt. If the non-responsive in-
formation is exempt, follow the proce-
dures provided. The classified, non-re-
sponsive information need not be re-
viewed for declassification at this 
point. Advise the requester than even if 
the classified information were deter-
mined responsive, it would likely be 
exempt under 5 U.S.C. 552 (b)(1) and 
other exemptions if appropriate. Advise 
the requester of the right to request 
this information under a separate 
FOIA request. The separate request 
shall be placed in the same location 
within the processing queue as the 
original request. 

(k) Withholding/excising information. 
(1) DON records may only be withheld 
if they qualify for exemption under one 
or more of the nine FOIA exemptions/ 
three exclusions and it is determined 
that a foreseeable harm to an interest 
protected by those exemptions would 
result if the information is released. 
There are nine FOIA exemptions. See 
subpart D of this part for the scope of 
each exemption. 

(2) Although a FOIA exemption may 
apply, DON activities are encouraged 
to consider discretionary disclosures of 
information when an exemption per-
mits such disclosure (see § 701.5(f).) 

(3) Excising documents. The excision of 
information within a document should 
be made so that the requester can read-
ily identify the amount of information 
being withheld and the reason for the 
withholding. Accordingly, ensure that 
any deletion of information is brack-
eted and all applicable exemptions list-
ed. In those instances, where multiple 
pages of documents are determined to 
be exempt from disclosure in their en-
tirety, indicate the number of pages 
being denied and the basis for the de-
nial. 

(l) Reasonably segregable information. 
DON activities must release all ‘‘rea-
sonably segregable information’’ when 
the meaning of these portions is not 
distorted by deletion of the denied por-
tions, and when it reasonably can be 
assumed that a skillful and knowledge-
able person could not reasonably recon-
struct excised information. When a 
record is denied in whole, the response 
to the requester will specifically state 
that it is not reasonable to segregate 
portions of the record for release. 

(m) Making a discretionary disclosure. 
A discretionary disclosure to one re-
quester may preclude the withholding 
of similar information under a FOIA 
exemption if subsequently requested by 
the same individual or someone else. 
The following suggested language 
should be included with the discre-
tionary disclosure of any record that 
could be subject to withholding: ‘‘The 
information you requested is subject to 
being withheld under section (b)(l) of 
the FOIA. The disclosure of this mate-
rial to you by the DON is discretionary 
and does not constitute a waiver of our 
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right to claim this exemption for simi-
lar records in the future.’’ 

(n) Other reasons. There are 10 rea-
sons for not complying with a request 
for a record under FOIA: 

(1) No record. The DON activity con-
ducts a reasonable search of files and 
fails to identify records responsive to 
the request. 

NOTE TO PARAGRAPH (n)(1): Requester must 
be advised that he/she may appeal the ade-
quacy of search and provided appeal rights. 
Response letter does not require signature 
by IDA. 

(2) Referral. The request is referred to 
another DoD/DON activity or to an-
other executive branch agency for their 
action. 

NOTE TO PARAGRAPH (n)(2): Referral does 
not need to be signed by IDA. 

(3) Request withdrawn. The requester 
withdraws request. 

NOTE TO PARAGRAPH (n)(3): Response letter 
does not require signature by IDA. 

(4) Fee-related reason. Requester is un-
willing to pay fees associated with the 
request; is past due in payment of fees 
from a previous request; or disagrees 
with the fee estimate. 

NOTE TO PARAGRAPH (n)(4): Requester must 
be advised that he/she may appeal the fee es-
timate. Response letter does not require sig-
nature by IDA. 

(5) Records not reasonably described. A 
record has not been described with suf-
ficient particularity to enable the DON 
activity to locate it by conducting a 
reasonable search. 

NOTE TO PARAGRAPH (n)(5): Response letter 
does not require signature by IDA. 

(6) Not a proper FOIA request for some 
other reason. When the requester fails 
unreasonably to comply with proce-
dural requirements, other than those 
fee-related issues described in para-
graph (n)(4), imposed by the instruc-
tion in this part and/or other published 
rules or directives. 

NOTE TO PARAGRAPH (n)(6): Response letter 
does not require signature by IDA. 

(7) Not an agency record. When the re-
quester is provided a response indi-
cating that the requested information 
was ‘‘not an agency record’’ within the 

meaning of the FOIA and the instruc-
tion in this part. 

NOTE TO PARAGRAPH (n)(7): Response letter 
does not require signature by IDA. 

(8) Duplicate request. When a request 
is duplicative of another request which 
has already been completed or cur-
rently in process from the same re-
quester. 

NOTE TO PARAGRAPH (n)(8): Response letter 
does not require signature by IDA. 

(9) Other (specify). When a FOIA re-
quest cannot be processed because the 
requester does not comply with pub-
lished rules, other than for those rea-
sons described in paragraphs (n) (1) 
through (8). DON activities must docu-
ment the specific discrepancy. 

NOTE TO PARAGRAPH (n)(9): Response letter 
does not require signature by IDA. 

(10) Denial of request. The record is 
denied in whole or in part in accord-
ance with procedures set forth in 5 
U.S.C. 552, DoD 5400.7–R, and the in-
struction in this part. 

NOTE TO PARAGRAPH (n)(10): The requester 
is advised that he/she may appeal the deter-
mination and response letter must be signed 
by IDA. 

(o) Writing a response letter. FOIA re-
sponse letters should contain the fol-
lowing information: 

(1) The date of the request; when it 
was received; if records were not lo-
cated, where the search was conducted 
and what the records disposal require-
ments are for those records. 

(2) Cut-off dates. Normally, DON ac-
tivities shall consider the date of re-
ceipt of a FOIA request as the cut-off 
date for a records search. Where a DON 
activity employs a particular cut-off 
date, however, it should give notice of 
that date in the response letter to the 
requester. 

(3) If a request is denied in whole or 
in part, the denial response letter 
should cite the exemption(s) claimed; if 
possible, delineate the kinds of infor-
mation withheld (i.e., social security 
numbers, date of birth, home addresses, 
etc.) as this may satisfy the requester 
and thus eliminate an appeal; provide 
appeal rights, and be signed by an IDA. 
However, there is no requirement that 
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the response contain the same docu-
mentation necessary for litigation (i.e., 
FOIA requesters are not entitled to a 
Vaughn index (see definition in § 701.39 
during the administrative process). 

(4) The fees charged or waived; if fees 
were charged, what category was the 
requester placed in and provide a 
breakout of the fees charged (i.e., the 
first 2 hours of search were waived and 
so you are being charged for the re-
maining 4 hours of search at $25 per 
hour, or $100; the first 100 pages of re-
production were waived and the re-
maining 400 pages being provided were 
charged at $.15 per page, resulting in 
$60 in reproduction fees, for a total of 
$160). These figures are derived from 
Form DD 2086 (FOIA Fees) or Form DD 
2086–1 (Technical Data Fees). 

(5) Sample response letters are pro-
vided on the Navy FOIA website. 

(p) Press responses. Ensure responses 
being made to the press are cleared 
through public affairs channels. 

(q) Special mail services. DON activi-
ties are authorized to use registered 
mail, certified mail, certificates of 
mailing and return receipts. However, 
their use should be limited to instances 
where it appears advisable to establish 
proof of dispatch or receipt of FOIA 
correspondence. 

§ 701.9 Referrals. 

(a) The DoD/DON FOIA referral pol-
icy is based upon the concept of the 
originator of a record making a release 
determination on its information. If a 
DON activity receives a request for 
records originated by another DoD/ 
DON activity, it should contact the ac-
tivity to determine if it also received 
the request, and if not, obtain concur-
rence to refer the request. In either sit-
uation, the requester shall be advised 
of the action taken, unless exempt in-
formation would be revealed. 

(b) While referrals to originators of 
information result in obtaining the 
best possible decision on release of the 
information, the policy does not re-
lieve DON activities from the responsi-
bility of making a release decision on a 
record should the requester object to 
referral of the request and the record. 
Should this situation occur, DON ac-
tivities should coordinate with the 

originator of the information prior to 
making a release determination. 

(c) A request received by a DON ac-
tivity having no records responsive to 
a request shall be referred routinely to 
another DoD/DON activity, if the other 
activity has reason to believe it has 
the requested record. Prior to notifying 
a requester of a referral to another 
DoD/DON activity, the DON activity 
receiving the initial request shall con-
sult with the other DoD/DON activity 
to determine if that activity’s associa-
tion with the material is exempt. If the 
association is exempt, the activity re-
ceiving the initial request will protect 
the association and any exempt infor-
mation without revealing the identity 
of the protected activity. The pro-
tected activity shall be responsible for 
submitting the justifications required 
in any litigation. 

(d) Any DON activity receiving a re-
quest that has been misaddressed shall 
refer the request to the proper address 
and advise the requester. DON activi-
ties making referrals of requests or 
records shall include with the referral, 
a point of contact by name, a telephone 
number (commercial and DSN), and an 
e-mail address (if available). 

(e) A DON activity shall refer a FOIA 
request for a record that it holds but 
was originated by another Executive 
Branch agency, to them for a release 
determination and direct response to 
the requester. The requester shall be 
informed of the referral, unless it has 
been determined that notification 
would reveal exempt information. Re-
ferred records shall only be identified 
to the extent consistent with security 
requirements. 

(f) A DON activity may refer a re-
quest for a record that it originated to 
another activity or agency when the 
activity or agency has a valid interest 
in the record, or the record was created 
for the use of the other agency or ac-
tivity. In such situations, provide the 
record and a release recommendation 
on the record with the referral action. 
DON activities should include a point 
of contact and telephone number in the 
referral letter. If that organization is 
to respond directly to the requester, 
apprise the requester of the referral. 

VerDate Mar<15>2010 14:21 Jul 30, 2012 Jkt 226130 PO 00000 Frm 00069 Fmt 8010 Sfmt 8010 Y:\SGML\226130.XXX 226130er
ow

e 
on

 D
S

K
2V

P
T

V
N

1P
R

O
D

 w
ith

 C
F

R



60 

32 CFR Ch. VI (7–1–12 Edition) § 701.10 

(g) Within the DON/DoD, a DON ac-
tivity shall ordinarily refer a FOIA re-
quest and a copy of the record it holds, 
but that was originated by another 
DON/DoD activity or that contains sub-
stantial information obtained from 
that activity, to that activity for di-
rect response, after direct coordination 
and obtaining concurrence from the ac-
tivity. The requester shall be notified 
of such referral. In any case, DON ac-
tivities shall not release or deny such 
records without prior consultation 
with the activity, except as provided in 
paragraph (c) of this section. 

(h) Activities receiving a referred re-
quest shall place it in the appropriate 
processing queue based on the date it 
was initially received by the referring 
activity/agency. 

(i) Agencies outside the DON that are 
subject to the FOIA. (1) A DON activity 
may refer a FOIA request for any 
record that originated in an agency 
outside the DON or that is based on in-
formation obtained from an outside 
agency to the agency for direct re-
sponse to the requester after coordina-
tion with the outside agency, if that 
agency is subject to FOIA. Otherwise, 
the DON activity must respond to the 
request. 

NOTE: DON activities shall not refer docu-
ments originated by entities outside the Ex-
ecutive Branch of Government (e.g., Con-
gress, State and local government agencies, 
police departments, private citizen cor-
respondence, etc.), to them for action and di-
rect response to the requester, since they are 
not subject to the FOIA. 

(2) A DON activity shall refer to the 
agency that provided the record any 
FOIA request for investigative, intel-
ligence, or any other type of records 
that are on loan to the DON for a spe-
cific purpose, if the records are re-
stricted from further release and so 
marked. However, if for investigative 
or intelligence purposes, the outside 
agency desires anonymity, a DON ac-
tivity may only respond directly to the 
requester after coordination with the 
outside agency. 

§ 701.10 Processing requests received 
from governmental officials. 

(a) Members of Congress. Many con-
stituents seek access to information 
through their Member of Congress. 

Members of Congress who seek access 
to records on behalf of their con-
stituent are provided the same infor-
mation that the constituent would be 
entitled to receive. There is no need to 
verify that the individual has author-
ized the release of his/her record to the 
Congressional member, since the Pri-
vacy Act’s ‘‘blanket routine use’’ for 
Congressional inquiries applies. 

(b) Privileged release to U.S. Govern-
ment officials. DON records may be au-
thenticated and released to U.S. Gov-
ernment officials if they are requesting 
them in their official capacity on be-
half of Federal governmental bodies, 
whether legislative, executive, admin-
istrative, or judicial. To ensure ade-
quate protection of these documents, 
DON activities shall inform officials 
receiving records under the provisions 
of this paragraph that those records 
are exempt from public release under 
FOIA. DON activities shall also mark 
the records as ‘‘Privileged’’ and ‘‘Ex-
empt from Public Disclosure’’ and an-
notate any special handling instruc-
tions on the records. Because such re-
leases are not made under the provi-
sions of the FOIA, they do not impact 
on future decisions to release/deny re-
quests for the same records to other re-
questers. Examples of privileged re-
leases are: 

(1) In response to a request from a 
Committee or Subcommittee of Con-
gress, or to either House sitting as a 
whole. 

(2) To the Federal Courts, whenever 
ordered by officers of the court as nec-
essary for the proper administration of 
justice. 

(3) To other Federal agencies, both 
executive and administrative, as deter-
mined by the head of a DON activity or 
designee. 

(c) State or local government officials. 
Requests from State or local govern-
ment officials for DON records are 
treated the same as any other re-
quester. 

(d) Non-FOIA requests from foreign 
governments. Requests from foreign 
governments that do not invoke the 
FOIA shall be referred to the appro-
priate foreign disclosure channels and 
the requester so notified. See § 701.11(c) 
regarding processing FOIA requests 
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from foreign governments and/or their 
officials. 

§ 701.11 Processing specific kinds of 
records. 

DON activities that possess copies or 
receive requests for the following kinds 
of records shall promptly forward the 
requests to the officials named in this 
section and if appropriate apprise the 
requester of the referral: 

(a) Classified records. Executive Order 
12958 governs the classification of 
records. 

(1) Glomar response. In the instance 
where a DON activity receives a re-
quest for records whose existence or 
nonexistence is itself classifiable, the 
DON activity shall refuse to confirm or 
deny the existence or non-existence of 
the records. This response is only effec-
tive as long as it is given consistently. 
If it were to be known that an agency 
gave a ‘‘Glomar’’ response only when 
records do exist and gave a ‘‘no 
records’’ response otherwise, then the 
purpose of this approach would be de-
feated. A Glomar response is a denial 
and exemption (b)(1) is cited and appeal 
rights are provided to the requester. 

(2) Processing classified documents 
originated by another activity. DON 
activities shall refer the request and 
copies of the classified documents to 
the originating activity for processing. 
If the originating activity simply com-
piled the classified portions of the doc-
ument from other sources, it shall 
refer, as necessary, those portions to 
the original classifying authority for 
their review and release determination 
and apprise that authority of any rec-
ommendations they have regarding re-
lease. If the classification authority for 
the information cannot be determined, 
then the originator of the compiled 
document has the responsibility for 
making the final determination. 
Records shall be identified consistent 
with security requirements. Only after 
consultation and approval from the 
originating activity, shall the re-
quester be apprised of the referral. In 
most cases, the originating activity 
will make a determination and respond 
directly to the requester. In those in-
stances where the originating activity 
determines a Glomar response is appro-

priate, the referring agency shall deny 
the request. 

(b) Courts-martial records of trial. The 
release/denial authority for these 
records is the Office of the Judge Advo-
cate General (Code 20), Washington 
Navy Yard, Building 111, Washington, 
DC 20374–1111. Promptly refer the re-
quest and/or documents to this activity 
and apprise the requester of the refer-
ral. 

(c) Foreign requests/information. (1) 
FOIA requests received from foreign 
governments/foreign government offi-
cials should be processed as follows: 

(i) When a DON activity receives a 
FOIA request for a record in which an 
affected DoD/DON activity has a sub-
stantial interest in the subject matter, 
or the DON activity receives a FOIA 
request from a foreign government, a 
foreign citizen, or an individual or en-
tity with a foreign address, the DON 
activity receiving the request shall 
provide a copy of the request to the af-
fected DON activity. 

(ii) Upon receiving the request, the 
affected activity shall review the re-
quest for host nation relations, coordi-
nate with Department of State as ap-
propriate, and if necessary, provide a 
copy of the request to the appropriate 
foreign disclosure office for review. 
Upon request by the affected activity, 
the DON activity receiving the initial 
request shall provide a copy of releas-
able records to the affected activity. 
The affected activity may further re-
lease the records to its host nation 
after coordination with Department of 
State if release is in the best interest 
of the United States Government. If 
the record is released to the host na-
tion government, the affected DON ac-
tivity shall notify the DON activity 
which initially received the request of 
the release to the host nation. 

(iii) Such processing must be done 
expeditiously so as not to impede the 
processing of the FOIA request by the 
DON activity that initially received 
the request. 

(2) Non-U.S. Government Records 
(i.e., records originated by multi-
national organizations such as the 
North Atlantic Treaty Organization 
(NATO), the North American Air De-
fense (NORAD) and foreign govern-
ments) which are under the possession 

VerDate Mar<15>2010 14:21 Jul 30, 2012 Jkt 226130 PO 00000 Frm 00071 Fmt 8010 Sfmt 8010 Y:\SGML\226130.XXX 226130er
ow

e 
on

 D
S

K
2V

P
T

V
N

1P
R

O
D

 w
ith

 C
F

R



62 

32 CFR Ch. VI (7–1–12 Edition) § 701.11 

and control of DON shall be coordi-
nated prior to a final release deter-
mination being made. Coordination 
with foreign governments shall be 
made through the Department of 
State. 

(d) Government Accounting Office 
(GAO) documents. (1) On occasion, the 
DON receives FOIA requests for GAO 
documents containing DON informa-
tion, either directly from requesters or 
as referrals from GAO. Since the GAO 
is outside of the Executive Branch and 
therefore not subject to FOIA, all FOIA 
requests for GAO documents con-
taining DON information will be proc-
essed by the DON under the provisions 
of the FOIA. 

(2) In those instances when a re-
quester seeks a copy of an unclassified 
GAO report, DON activities may ap-
prise the requester of its availability 
from the Director, GAO Distribution 
Center, ATTN: DHISF, P.O. Box 6015, 
Gaithersburg, MD 20877–1450 under the 
cash sales program. 

(e) Judge Advocate General Manual 
(JAGMAN) investigative records. These 
records are no longer centrally proc-
essed. Accordingly, requests for inves-
tigations should be directed to the fol-
lowing officials: 

(1) JAGMAN Investigations con-
ducted prior to 1 Jul 95—to the Judge 
Advocate General (Code 35), Wash-
ington Navy Yard, Suite 3000, 1322 Pat-
terson Avenue, SE, Washington, DC 
20374–5066. 

(2) Command Investigation—to the 
command that conducted the inves-
tigation. 

(3) Litigation-Report Investigation— 
to the Judge Advocate General (Code 
35), Washington Navy Yard, Suite 3000, 
1322 Patterson Avenue, SE, Wash-
ington, DC 20374–5066. 

(4) Court or Board of Inquiry—to the 
Echelon 2 commander over the com-
mand that convened the investigation. 

(f) Mailing lists. Numerous FOIA re-
quests are received for mailing lists of 
home addresses or duty addresses of 
DON personnel. Processing of such re-
quests is as follows: 

(1) Home addresses are normally not 
releasable without the consent of the 
individuals concerned. This includes 
lists of home addresses and military 
quarters’ addresses without the occu-

pant’s name (i.e., exemption (b)(6) ap-
plies). 

(2) Disclosure of lists of names and 
duty addresses or duty telephone num-
bers of persons assigned to units that 
are stationed in foreign territories, 
routinely deployable, or sensitive, has 
also been held by the courts to con-
stitute a clearly unwarranted invasion 
of personal privacy and must be with-
held from disclosure under 5 U.S.C. 
552(b)(6). General officers and public af-
fairs officers information is releasable. 
Specifically, disclosure of such infor-
mation poses a security threat to those 
service members because it reveals in-
formation about their degree of in-
volvement in military actions in sup-
port of national policy, the type of 
Navy and/or Marine Corps units to 
which they are attached, and their 
presence or absence from households. 
Release of such information aids in the 
targeting of service members and their 
families by terrorists or other persons 
opposed to implementation of national 
policy. Only an extraordinary public 
interest in disclosure of this informa-
tion can outweigh the need and respon-
sibility of the DON to protect the tran-
quility and safety of service members 
and their families who repeatedly have 
been subjected to harassment, threats, 
and physical injury. Units covered by 
this policy are: 

(i) Those located outside of the 50 
States, District of Columbia, Common-
wealth of Puerto Rico, Guam, U.S. Vir-
gin Islands, and American Samoa. 

(ii) Routinely deployable units— 
Those units that normally deploy from 
homeport or permanent station on a 
periodic or rotating basis to meet oper-
ational requirements or participate in 
scheduled exercises. This includes rou-
tinely deployable ships, aviation 
squadrons, operational staffs, and all 
units of the Fleet Marine Force (FMF). 
Routinely deployable units do not in-
clude ships undergoing extensive yard 
work or those whose primary mission 
is support of training, e.g., yard craft 
and auxiliary aircraft landing training 
ships. 

(iii) Units engaged in sensitive oper-
ations. Those primarily involved in 
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training for or conduct of covert, clan-
destine, or classified missions, includ-
ing units primarily involved in col-
lecting, handling, disposing, or storing 
of classified information and materials. 
This also includes units engaged in 
training or advising foreign personnel. 
Examples of units covered by this ex-
emption are nuclear power training fa-
cilities, SEAL Teams, Security Group 
Commands, Weapons Stations, and 
Communications Stations. 

(3) Except as otherwise provided, lists 
containing names and duty addresses 
of DON personnel, both military and ci-
vilian, who are assigned to units in the 
Continental United States (CONUS) 
and U.S. territories shall be released 
regardless of who has initiated the re-
quest. 

(4) Exceptions to this policy must be 
coordinated with CNO (N09B30) or CMC 
(ARAD) prior to responding to re-
quests, including those from Members 
of Congress. The policy in paragraphs 
(f) (1) through (3) should be considered 
when weighing the releasability of the 
address or telephone number of a spe-
cifically named individual. 

(5) DON activities are reminded that 
e-mail addresses that identify an indi-
vidual who is routinely deployable, 
overseas, or assigned to a sensitive 
unit should not be made available. Ad-
ditionally, organizational charts for 
these kinds of units and activities that 
identify specific members should not 
be placed on the Internet. 

(g) Medical quality assurance docu-
ments. The Chief, Bureau of Medicine 
and Surgery (BUMED) is the release/de-
nial authority for all naval medical 
quality assurance documents as defined 
by Title 10, United States Code, Sec-
tion 1102. Requests for medical quality 
assurance documents shall be promptly 
referred to BUMED and the requester 
notified of the referral. 

(h) Mishap investigation reports 
(MIRs). The Commander, Naval Safety 
Center (NAVSAFECEN) is the release/ 
denial authority for all requests for 
mishap investigations or documents 
which contain mishap information. All 
requests or documents located which 
apply shall be promptly referred to the 
Commander, Naval Safety Center, Code 
503, 375 A Street, Norfolk, VA 23511–4399 
for action. Telephonic liaison with 

NAVSAFECEN is encouraged. The re-
quester shall be notified of the referral. 

(i) National Security Council (NSC)/ 
White House. (1) DON activities that re-
ceive requests for records of NSC, the 
White House, or the White House/Mili-
tary Office (WHMO) shall process the 
requests. 

(2) DON records in which the NSC or 
the White House has a concurrent re-
viewing interest, and NSC, White 
House, or WHMO records discovered in 
DON activity files, shall be forwarded 
to CNO (N09B30), 2000 Navy Pentagon, 
Washington, DC 20350–2000. N09B30, in 
turn, will coordinate the request di-
rectly with DFOISR, so DFOISR can 
coordinate the request with NSC, 
White House, or WHMO. After coordi-
nation, the records will be returned to 
the DON activity for their direct re-
sponse to the requester. During the in-
terim, DON activities should notify the 
requester that they are coordinating 
their request and a response will there-
fore be delayed. 

(j) Naval attache documents/informa-
tion. The Director, Defense Intelligence 
Agency (DIA) has the responsibility for 
reviewing for release/denial any naval 
attache-originated documents/informa-
tion. Accordingly, FOIA requests for 
naval attache documents or copies of 
the documents located in DON files or 
referred in error to a DON activity 
shall be promptly referred to the Chief, 
Freedom of Information Act Staff, De-
fense Intelligence Agency (SVI–1), 
Washington, DC 20340–5100 for action 
and direct response to the requester. 
Ensure that the requester is notified in 
writing of the transfer to DIA. 

(k) Naval Audit Service reports. The 
Director, Naval Audit Service is the re-
lease/denial authority for their reports. 
All requests or documents located 
which apply shall be promptly referred 
to the Director, Naval Audit Service, 
5611 Columbia Pike, NASSIF Building, 
Falls Church, VA 22041–5080 for action. 
The requester shall be notified of the 
referral. 

(l) Naval Criminal Investigative Service 
(NCIS) reports. The Director, NCIS is 
the release/denial authority for all 
NCIS reports/information. All requests 
for and copies of NCIS reports located 
in DON activity files shall be promptly 
referred to the Director, NCIS (Code 

VerDate Mar<15>2010 14:21 Jul 30, 2012 Jkt 226130 PO 00000 Frm 00073 Fmt 8010 Sfmt 8010 Y:\SGML\226130.XXX 226130er
ow

e 
on

 D
S

K
2V

P
T

V
N

1P
R

O
D

 w
ith

 C
F

R



64 

32 CFR Ch. VI (7–1–12 Edition) § 701.11 

OOJF), Washington Navy Yard, Build-
ing 111, 716 Sicard Street, SE, Wash-
ington, DC 20388–5380 for action and, if 
appropriate, the requester so notified. 
Telephonic liaison with NCIS Head-
quarters is strongly encouraged. 

(m) Naval Inspector General 
(NAVINSGEN) reports. (1) NAVINSGEN 
is the release/denial authority for all 
investigations and inspections con-
ducted by or at the direction of 
NAVINSGEN and for any records held 
by any command that relate to Navy 
hotline complaints that have been re-
ferred to the NAVINSGEN. Accord-
ingly, such actions shall be promptly 
referred to the Naval Inspector General 
(Code OOL), Building 200, Room 100, 
Washington Navy Yard, 901 M Street, 
SE, Washington, DC 20374–5006 for ac-
tion and, if appropriate, the requester 
so notified. 

(2) Requests for local command in-
spector general reports which have not 
been referred to NAVINSGEN should be 
processed by the command that con-
ducted the investigation and 
NAVINSGEN advised as necessary. 

(3) The Deputy Naval Inspector Gen-
eral for Marine Corps Matters 
(DNIGMC) is the release/denial author-
ity for all investigations conducted by 
the DNIGMC. Requests for local Marine 
Corps command Inspector General re-
ports shall be coordinated with the 
DNIGMC. 

(n) Naval Nuclear Propulsion Informa-
tion (NNPI). The Director, Naval Nu-
clear Propulsion Program (CNO 
(NOONB)/NAVSEA (08)) is the release/ 
denial authority for all information 
and requests concerning NNPI. Naval 
activities receiving such requests are 
responsible for searching their files for 
responsive records. If no documents are 
located, the naval activity shall re-
spond to the requester and provide CNO 
(NOONB) with a copy of the request 
and response. If documents are located, 
the naval activity shall refer the re-
quest, responsive documents, and a rec-
ommendation regarding release to the 
Director, Naval Nuclear Propulsion 
Program (NOONB), 2000 Navy Pen-
tagon, Washington, DC 20350–2000, who 
will make the final release determina-
tion to the requester, after coordi-
nating the release through DoD activi-
ties. 

(o) Naval Telecommunications Proce-
dures (NTP) publications. The Com-
mander, Naval Computer and Tele-
communications Command is the re-
lease/denial authority for NTP publica-
tions. All requests or documents lo-
cated which apply shall be promptly re-
ferred to the Commander, Naval Com-
puter and Telecommunications Com-
mand (Code NOOJ), 4401 Massachusetts 
Avenue, NW, Washington, DC 20394–5460 
for action and direct response to the 
requester. 

(p) News media requests. (1) Respond 
promptly to requests received from 
news media representatives through 
public information channels, if the in-
formation is releasable under FOIA. 
This eliminates the requirement to in-
voke FOIA and may result in timely 
information being made available to 
the public. 

(2) In those instances where records/ 
information are not releasable, either 
in whole or in part, or are not cur-
rently available for a release consider-
ation, Public Affairs Officers shall 
promptly advise the requester of where 
and how to submit a FOIA request. 

(3) DON activities receiving and proc-
essing requests from members of the 
press shall ensure that responses are 
cleared through their public affairs 
channels. 

(q) Records originated by other govern-
ment agencies. (1) A DON activity may 
refer a FOIA request for any record 
that originated in an agency outside 
the DON or that is based on informa-
tion obtained from an outside agency 
to the cognizant agency for direct re-
sponse to the requester after coordina-
tion with the outside agency, if that 
agency is subject to FOIA. Otherwise, 
the DON activity must respond to the 
request. 

(2) A DON activity shall refer to the 
agency that provided the record any 
FOIA request for investigative, intel-
ligence, or any other type of records 
that are on loan to the DON for a spe-
cific purpose, if the records are re-
stricted from further release and so 
marked. However, if for investigative 
or intelligence purposes, the outside 
agency desires anonymity, a DON ac-
tivity may only respond directly to the 
requester after coordination with the 
outside agency. 
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(r) Submitter documents. (1) When a re-
quest is received for a record con-
taining confidential commercial infor-
mation that was submitted to the Gov-
ernment, the requirements of Execu-
tive Order 12600 shall apply. Specifi-
cally, the submitter shall be notified of 
the request (telephonically, by letter, 
or by facsimile) and afforded a reason-
able amount of time (anywhere from 2 
weeks to a month depending on the cir-
cumstances) to present any objections 
concerning release, unless it is clear 
there can be no valid basis for objec-
tion. For example, the record was pro-
vided with actual or presumptive 
knowledge of the submitter that it 
would be made available to the public 
upon request. 

(2) The DON activity will evaluate 
any objections and negotiate with the 
submitter as necessary. When a sub-
stantial issue has been raised, the DON 
activity may seek additional informa-
tion from the submitter and afford the 
submitter and requester reasonable op-
portunities to present their arguments 
in legal and substantive issues prior to 
making an agency determination. 

(3) The final decision to disclose in-
formation claimed to be exempt under 
exemption (b)(4) shall be made by an 
official at least equivalent in rank to 
the IDA and the submitter advised that 
he or she may seek a restraining order 
or take court action to prevent the re-
lease. The submitter is given 10 days to 
take action. 

(4) Should the submitter take such 
action, the requester will be notified 
and no action will be taken on the re-
quest until the outcome of the court 
action is known. 

(s) Technical Documents Controlled 
by Distribution Statements B, C, D, E, 
F, or X shall be referred to the control-
ling DoD office for review and release 
determination. 

§ 701.12 FOIA appeals/litigation. 
(a) Appellate authorities. SECNAV has 

delegated his appellate authority to 
the JAG and the DONGC to act on mat-
ters under their cognizance. Their re-
sponsibilities include adjudicating ap-
peals made to SECNAV on: denials of 
requests for copies of DON records or 
portions thereof; disapproval of a fee 
category claim by a requester; dis-

approval of a request to waive or re-
duce fees; disputes regarding fee esti-
mates; reviewing determinations not to 
grant expedited access to agency 
records, and reviewing ‘‘no record’’ de-
terminations when the requester con-
siders such responses adverse in na-
ture. They have the authority to re-
lease or withhold records, or portions 
thereof; to waive or reduce fees; and to 
act as required by SECNAV for appeals 
under 5 U.S.C. 552 and this instruction. 
The JAG has further delegated this ap-
pellate authority to the Assistant 
Judge Advocate General (Civil Law). 
The DONGC has further delegated this 
appellate authority to the Principal 
Deputy General Counsel, the Deputy 
General Counsel, and the Associate 
General Counsel (Management). 

(1) In their capacity, appellate au-
thorities will serve as principal points 
of contact on DON FOIA appeals and 
litigation; receive and track FOIA ap-
peals and ensure responses are made in 
compliance with 5 U.S.C. 552, DoD 
5400.7 and 5400.7–R, and the instruction 
in this part; complete responsive por-
tions of the Annual FOIA Report that 
addresses actions on appeals and litiga-
tion costs during the fiscal year and 
submit to CNO (N09B30); provide CNO 
(N09B30) with a copy of all appeal de-
terminations as they are issued; and 
keep CNO (N09B30) informed in writing 
of all FOIA lawsuits as they are filed 
against the DON. Appellate authorities 
shall facsimile a copy of the complaint 
to CNO (N09B30) for review and provide 
updates to CNO (N09B30) to review and 
disseminate to DFOISR. 

(2) OGC’s cognizance: Legal advice 
and services to SECNAV and the Civil-
ian Executive Assistants on all matters 
affecting DON; legal services in subor-
dinate commands, organizations, and 
activities in the areas of business and 
commercial law, real and personal 
property law, intellectual property 
law, fiscal law, civilian personnel and 
labor law, environmental law, and in 
coordination with the JAG, such other 
legal services as may be required to 
support the mission of the Navy and 
the Marine Corps, or the discharge of 
the General Counsel’s responsibilities; 
and conducting litigation involving the 
areas enumerated above and oversight 
of all litigation affecting the DON. 
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(3) JAG’s cognizance: In addition to 
military law, all matters except those 
falling under the cognizance of the 
DONGC. 

(b) Appellants may file an appeal if 
they have been denied information in 
whole or in part; have been denied a 
waiver or reduction of fees; have been 
denied/have not received a response 
within 20 working days; or received a 
‘‘no record’’ response or wish to chal-
lenge the ‘‘adequacy of a search’’ that 
was made. Appeal procedures also 
apply to the disapproval of a fee cat-
egory claim by a requester, disputes re-
garding fee estimates, review of an ex-
pedited basis determination not to 
grant expedited access to agency 
records, or any determination found to 
be adverse in nature by the requester. 

(c) Action by the appellate authority. 
(1) Upon receipt, JAG (34) or Assistant 
to the General Counsel (FOIA) will 
promptly notify the IDA of the appeal. 
In turn, the IDA will provide the appel-
late authority with the following docu-
ments so that a determination can be 
made: a copy of the request, responsive 
documents both excised and unexcised, 
a copy of the denial letter, and sup-
porting rationale for continued with-
holding. IDAs shall respond to the ap-
pellate authority within 10 working 
days. 

(2) Final determinations on appeals 
normally shall be made within 20 work-
ing days after receipt. When the appel-
late authority has a significant number 
of appeals preventing a response deter-
mination within 20 working days, the 
appeals shall be processed in a multi-
track processing system based, at a 
minimum, on the three processing 
tracks established for initial requests. 

(3) If the appeal is received by the 
wrong appellate authority, the time 
limits do not take effect until it is re-
ceived by the right one. If, however, 
the time limit for responding cannot be 
met, the appellate authority shall ad-
vise the appellant that he/she may con-
sider his/her administrative remedies 
exhausted. However, he/she may await 
a substantive response without 
prejudicing his/her right of judicial 
remedy. Nonetheless, the appellate au-
thority will continue to process the 
case expeditiously, whether or not the 
appellant seeks a court order for re-

lease of records. In such cases, a copy 
of the response will be provided to the 
Department of Justice (DOJ). 

(d) Addresses for filing appeals. (1) 
General Counsel of the Navy, 720 
Kennon Street, SE, Room 214, Wash-
ington Navy Yard, Washington, DC 
20374–5012, or 

(2) Judge Advocate General, Wash-
ington Navy Yard, 1322 Patterson Ave-
nue, SE, Suite 3000, Washington, DC 
20374–5066. 

(e) Appeal letter requirements. The ap-
pellant shall file a written appeal with 
the cognizant appellate authority (i.e., 
DONGC or JAG). The appeal should in-
clude a copy of the DON response letter 
and supporting rationale on why the 
appeal should be granted. 

(f) Consultation/coordination. (1) The 
Special Assistant for Naval Investiga-
tive Matters and Security (CNO (N09N)) 
may be consulted to resolve inconsist-
encies or disputes involving classified 
records. 

(2) Direct liaison with officials with-
in DON and other interested Federal 
agencies is authorized at the discretion 
of the appellate authority, who also co-
ordinates with appropriate DoD and 
DOJ officials. 

(3) SECNAV, appropriate Assistant or 
Deputy Assistant Secretaries, and CNO 
(N09B30) shall be consulted and kept 
advised of cases with unusual implica-
tions. CHINFO shall be consulted and 
kept advised on cases involving public 
affairs implications. 

(4) Final refusal involving issues not 
previously resolved or that the DON 
appellate authority knows to be incon-
sistent with rulings of other DoD com-
ponents ordinarily should not be made 
before consultation with the DoD Of-
fice of General Counsel (OGC). 

(5) Tentative decisions to deny 
records that raise new and significant 
legal issues of potential significance to 
other agencies of the Government shall 
be provided to the DoD OGC. 

(g) Copies of final appeal determina-
tions. Appellate authorities shall pro-
vide copies of final appeal determina-
tions to the activity affected and to 
CNO (N09B30) as appeals are decided. 

(h) Denying an appeal. The appellate 
authority must render his/her decision 
in writing with a full explanation as to 
why the appeal is being denied along 
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with a detailed explanation of the basis 
for refusal with regard to the applica-
ble statutory exemption(s) invoked. 
With regard to denials involving classi-
fied information, the final refusal 
should explain that a declassification 
review was undertaken and based on 
the governing Executive Order and im-
plementing security classification 
guides (identify the guides), the infor-
mation cannot be released and that in-
formation being denied does not con-
tain meaningful portions that are rea-
sonably segregable. In all instances, 
the final denial letter shall contain the 
name and position title of the official 
responsible for the denial and advise 
the requester of the right to seek judi-
cial review. 

(i) Granting an appeal. The appellate 
authority must render his/her decision 
in writing. When an appellate author-
ity makes a determination to release 
all or a portion of records withheld by 
an IDA, a copy of the releasable 
records should be promptly forwarded 
to the requester after compliance with 
any procedural requirements, such as 
payment of fees. 

(j) Processing appeals made under PA 
and FOIA. When denials have been 
made under the provisions of PA and 
FOIA, and the denied information is 
contained in a PA system of records, 
the appeal shall be processed under 
both PA and FOIA. If the denied infor-
mation is not maintained in a PA sys-
tem of records, the appeal shall be 
processed under FOIA. 

(k) Response letters. (1) When an ap-
pellate authority makes a final deter-
mination to release all or portion of 
records withheld by an IDA, a written 
response and a copy of the records so 
released should be forwarded promptly 
to the requester after compliance with 
any preliminary procedural require-
ments, such as payment of fees. 

(2) Final refusal of an appeal must be 
made in writing by the appellate au-
thority or by a designated representa-
tive. The response at a minimum shall 
include the following: 

(i) The basis for the refusal shall be 
explained to the requester in writing, 
both with regard to the applicable stat-
utory exemption or exemptions in-
voked under the provisions of the 
FOIA, and with respect to other issues 

appealed for which an adverse deter-
mination was made. 

(ii) When the final refusal is based in 
whole or in part on a security classi-
fication, the explanation shall include 
a determination that the record meets 
the cited criteria and rationale of the 
governing Executive Order, and that 
this determination is based on a declas-
sification review, with the explanation 
of how that review confirmed the con-
tinuing validity of the security classi-
fication. 

(iii) The final denial shall include the 
name and title or position of the offi-
cial responsible for the denial. 

(iv) In the case of appeals for total 
denial of records, the response shall ad-
vise the requester that the information 
being denied does not contain meaning-
ful portions that are reasonably seg-
regable. 

(v) When the denial is based upon an 
exemption (b)(3) statute, the response, 
in addition to citing the statute relied 
upon to deny the information, shall 
state whether a court has upheld the 
decision to withhold the information 
under the statute, and shall contain a 
concise description of the scope of the 
information withheld. 

(vi) The response shall advise the re-
quester of the right to judicial review. 

(l) Time limits/requirements. (1) A FOIA 
appeal has been received by a DON ac-
tivity when it reaches the appellate au-
thority having jurisdiction. Mis-
directed appeals should be referred ex-
peditiously to the proper appellate au-
thority. 

(2) The requester shall be advised to 
file an appeal so that it is postmarked 
no later than 60 calendar days after the 
date of the initial denial letter. If no 
appeal is received, or if the appeal is 
postmarked after the conclusion of the 
60 day period, the case may be consid-
ered closed. However, exceptions may 
be considered on a case-by-case basis. 

(3) In cases where the requester is 
provided several incremental deter-
minations for a single request, the 
time for the appeal shall not begin 
until the date of the final response. Re-
quests and responsive records that are 
denied shall be retained for a period of 
6 years to meet the statute of limita-
tions requirement. 
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(4) Final determinations on appeals 
normally shall be made within 20 work-
ing days after receipt. When a DON ap-
pellate authority has a significant 
number of appeals preventing a re-
sponse determination within 20 work-
ing days, the appeals shall be processed 
in a multitrack processing system, 
based at a minimum on the three proc-
essing tracks established for initial re-
quests. (See § 701.8(f)). 

(5) If additional time is needed due to 
unusual circumstances, the final deci-
sion may be delayed for the number of 
working days (not to exceed 10) that 
were not used as additional time for re-
sponding to the initial request. 

(6) If a determination cannot be made 
and the requester notified within 20 
working days, the appellate authority 
shall acknowledge to the requester, in 
writing, the date of receipt of the ap-
peal, the circumstances surrounding 
the delay, and the anticipated date for 
substantive response. Requesters shall 
be advised that, if the delay exceeds 
the statutory extension provision or is 
for reasons other than the unusual cir-
cumstances, they may consider their 
administrative remedies exhausted. 
They may, however, without 
prejudicing their right of judicial rem-
edy, await a substantive response. The 
appellate authority shall continue to 
process the case expeditiously. 

(m) FOIA litigation. The appellate au-
thority is responsible for providing 
CNO (N09B30) with a copy of any FOIA 
litigation filed against the DON and 
any subsequent status of the case. CNO 
(N09B30) will, in turn, forward a copy of 
the complaint to DFOISR for their re-
view. 

Subpart B—FOIA Definitions and 
Terms 

§ 701.13 5 U.S.C. 552(a)(1) materials. 
Section (a)(1) of the FOIA requires 

publication in the FEDERAL REGISTER 
of descriptions of agency organizations, 
functions, substantive rules, and state-
ments of general policy. 

§ 701.14 5 U.S.C. 552(a)(2) materials. 
Section (a)(2) of the FOIA requires 

that certain materials routinely be 
made available for public inspection 
and copying. The (a)(2) materials are 

commonly referred to as ‘‘reading 
room’’ materials and are required to be 
indexed to facilitate public inspection. 
(a)(2) materials consist of: 

(a) 5 U.S.C. 552(a)(2)(A) records. Final 
opinions, including concurring and dis-
senting opinions, and orders made in 
the adjudication of cases, as defined in 
5 U.S.C. 551, that may be cited, used, or 
relied upon as precedents in future ad-
judications. 

(b) 5 U.S.C. 552(a)(2)(B) records. State-
ments of policy and interpretations 
that have been adopted by the agency 
and are not published in the FEDERAL 
REGISTER. 

(c) 5 U.S.C. 552(a)(2)(C) records. Ad-
ministrative staff manuals and instruc-
tions, or portions thereof, that estab-
lish DON policy or interpretations of 
policy that affect a member of the pub-
lic. This provision does not apply to in-
structions for employees on tactics and 
techniques to be used in performing 
their duties, or to instructions relating 
only to the internal management of 
the DON activity. Examples of manuals 
and instructions not normally made 
available are: 

(1) Those issued for audit, investiga-
tion, and inspection purposes, or those 
that prescribe operational tactics, 
standards of performance, or criteria 
for defense, prosecution, or settlement 
of cases. 

(2) Operations and maintenance 
manuals and technical information 
concerning munitions, equipment, sys-
tems, and foreign intelligence oper-
ations. 

(d) 5 U.S.C. 552(a)(2)(D) records. Those 
(a)(2) records, which because of the na-
ture of the subject matter, have be-
come or are likely to become the sub-
ject of subsequent requests for substan-
tially the same records. These records 
are referred to as FOIA-processed (a)(2) 
records. DON activities shall decide on 
a case-by-case basis whether records 
fall into this category based on the fol-
lowing factors: previous experience of 
the DON activity with similar records; 
particular circumstances of the records 
involved, including their nature and 
the type of information contained in 
them; and/or the identity and number 
of requesters and whether there is 
widespread press, historic, or commer-
cial interest in the records. 
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(1) This provision is intended for situ-
ations where public access in a timely 
manner is important and it is not in-
tended to apply where there may be a 
limited number of requests over a short 
period of time from a few requesters. 
DON activities may remove the records 
from this access medium when the ap-
propriate officials determine that ac-
cess is no longer necessary. 

(2) Should a requester submit a FOIA 
request for FOIA-processed (a)(2) 
records and insist that the request be 
processed under FOIA, DON activities 
shall process the FOIA request. How-
ever, DON activities have no obligation 
to process a FOIA request for (a)(2)(A), 
(B) and (C) records because these 
records are required to be made public 
and not FOIA-processed under para-
graph (a)(3) of the FOIA. 

(e) However, agency records that are 
withheld under FOIA from public dis-
closure, based on one or more of the 
FOIA exemptions, do not qualify as 
(a)(2) materials and need not be pub-
lished in the FEDERAL REGISTER or 
made available in a library reading 
room. 

§ 701.15 5 U.S.C. 552(a)(3) materials. 
Agency records which are processed 

for release under the provisions of the 
FOIA. 

§ 701.16 Administrative appeal. 
A request made by a FOIA requester 

asking the appellate authority (JAG or 
OGC) to reverse a decision to: withhold 
all or part of a requested record; deny 
a fee category claim by a requester; 
deny a request for expedited processing 
due to demonstrated compelling need; 
deny a request for a waiver or reduc-
tion of fees; deny a request to review 
an initial fee estimate; and confirm 
that no records were located during the 
initial search. FOIA requesters may 
also appeal a non-response to a FOIA 
request within the statutory time lim-
its. 

§ 701.17 Affirmative information dis-
closure. 

This is where a DON activity makes 
records available to the public on its 
own initiative. In such instance, the 
DON activity has determined in ad-
vance that a certain type of records or 

information is likely to be of such in-
terest to members of the public, and 
that it can be disclosed without con-
cern for any FOIA exemption sensi-
tivity. Affirmative disclosures can be 
of mutual benefit to both the DON and 
the members of the public who are in-
terested in obtaining access to such in-
formation. 

§ 701.18 Agency record. 

Agency records are either created or 
obtained by an agency and under agen-
cy control at the time of the FOIA re-
quest. Agency records are stored as 
various kinds of media, such as: 

(a) Products of data compilation (all 
books, maps, photographs, machine 
readable materials, inclusive of those 
in electronic form or format, or other 
documentary materials), regardless of 
physical form or characteristics, made 
or received by an agency of the United 
States Government under Federal law 
in connection with the transaction of 
public business and in Department of 
the Navy possession and control at the 
time the FOIA request is made. 

(b) Care should be taken not to ex-
clude records from being considered 
agency records, unless they fall within 
one of the following categories: 

(1) Objects or articles, such as struc-
tures, furniture, paintings, three-di-
mensional models, vehicles, equipment, 
parts of aircraft, ships, etc., whatever 
their historical value or value as evi-
dence. 

(2) Anything that is not a tangible or 
documentary record, such as an indi-
vidual’s memory or oral communica-
tion. 

(3) Personal records of an individual 
not subject to agency creation or re-
tention requirements, created and 
maintained primarily for the conven-
ience of an agency employee, and not 
distributed to other agency employees 
for their official use. Personal papers 
fall into three categories: those created 
before entering Government service; 
private materials brought into, cre-
ated, or received in the office that were 
not created or received in the course of 
transacting Government business, and 
work-related personal papers that are 
not used in the transaction of Govern-
ment business. 
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(4) A record must exist and be in the 
possession and control of the DON at 
the time of the request to be consid-
ered subject to this instruction and the 
FOIA. There is no obligation to create, 
compile, or obtain a record to satisfy a 
FOIA request. 

(5) Hard copy or electronic records, 
which are subject to FOIA requests 
under 5 U.S.C. 552(a)(3), and which are 
available to the public through an es-
tablished distribution system, or 
through the FEDERAL REGISTER, the 
National Technical Information Serv-
ice, or the Internet, normally need not 
be processed under the provisions of 
the FOIA. If a request is received for 
such information, DON activities shall 
provide the requester with guidance, 
inclusive of any written notice to the 
public, on how to obtain the informa-
tion. However, if the requester insists 
that the request be processed under the 
FOIA, then process the request under 
FOIA. 

§ 701.19 Appellate authority. 
SECNAV has delegated the OGC and 

JAG to review administrative appeals 
of denials of FOIA requests on his be-
half and prepare agency paperwork for 
use by the DOJ in defending a FOIA 
lawsuit. JAG is further authorized to 
delegate this authority to a designated 
Assistant JAG. The authority of OGC 
is further delegated to the Principal 
Deputy General Counsel, the Deputy 
General Counsel, and the Associate 
General Counsel (Management). 

§ 701.20 Discretionary disclosure. 
The decision to release information 

that could qualify for withholding 
under a FOIA exemption, but upon re-
view the determination has been made 
that there is no foreseeable harm to 
the Government for releasing such in-
formation. Discretionary disclosures do 
not apply to exemptions (b)(1), (b)(3), 
(b)(4), (b)(6) and (b)(7)(C). 

§ 701.21 Electronic record. 
Records (including e-mail) which are 

created, stored, and retrieved by elec-
tronic means. 

§ 701.22 Exclusions. 
The FOIA contains three exclusions 

(c)(1), (c)(2) and (c)(3) which expressly 

authorize Federal law enforcement 
agencies for especially sensitive 
records under certain specified cir-
cumstances to treat the records as not 
subject to the requirements of the 
FOIA. 

§ 701.23 Executive Order 12958. 
Revoked Executive Order 12356 on Oc-

tober 14, 1995 and is the basis for claim-
ing that information is currently and 
properly classified under (b)(1) exemp-
tion of the FOIA. It sets forth new re-
quirements for classifying and declas-
sifying documents. It recognizes both 
the right of the public to be informed 
about the activities of its government 
and the need to protect national secu-
rity information from unauthorized or 
untimely disclosure. 

§ 701.24 Federal agency. 
A Federal agency is any executive de-

partment, military department, Gov-
ernment corporation, Government-con-
trolled corporation, or other establish-
ment in the executive branch of the 
Government (including the Executive 
Office of the President), or any inde-
pendent regulatory agency. 

§ 701.25 5 U.S.C. 552, Freedom of Infor-
mation Act (FOIA). 

An access statute that pertains to 
agency records of the Executive Branch 
of the Federal Government, including 
the Executive Office of the President 
and independent regulatory agencies. 

NOTE TO § 701.25: Records maintained by 
State governments, municipal corporations, 
by the courts, by Congress, or by companies 
and private citizens do not fall under this 
Federal statute. 

§ 701.26 FOIA exemptions. 
There are nine exemptions that iden-

tify certain kinds of records/informa-
tion that qualify for withholding under 
FOIA. See subpart D of this part for a 
detailed explanation of each exemp-
tion. 

§ 701.27 FOIA fee terms location. 
The FOIA fee terms can be found in 

subpart C of this part. 

§ 701.28 FOIA request. 
A written request for DON records, 

made by ‘‘any person’’ including a 
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member of the public (U.S. or foreign 
citizen/entity), an organization, or a 
business, but not including a Federal 
agency or a fugitive from the law that 
either explicitly or implicitly invokes 
the FOIA by citing DoD FOIA regula-
tions or the instruction in this part. 
FOIA requests can be made for any 
purpose whatsoever, with no showing 
of relevancy required. Because the pur-
pose for which records are sought has 
no bearing on the merits of the re-
quest, FOIA requesters do not have to 
explain or justify their requests. Writ-
ten requests may be received by postal 
service or other commercial delivery 
means, by facsimile or electronically. 

§ 701.29 Glomar response. 

Refusal by the agency to either con-
firm or deny the existence or non-exist-
ence of records responsive to a FOIA 
request. See exemptions (b)(1), (b)(6), 
and (b)(7)(C) at subpart D of this part. 

§ 701.30 Initial Denial Authority (IDA). 

SECNAV has delegated authority to 
a limited number of officials to act on 
his behalf to withhold records under 
their cognizance that are requested 
under the FOIA for one or more of the 
nine categories of records exempt from 
mandatory disclosure; to deny a fee 
category claim by a requester; to deny 
a request for expedited processing due 
to demonstrated compelling need; to 
deny or grant a request for waiver or 
reduction of fees when the information 
sought relates to matters within their 
respective geographical areas of re-
sponsibility or chain of command; fees; 
to review a fee estimate; and to con-
firm that no records were located in re-
sponse to a request. IDAs may also 
grant access to requests. 

§ 701.31 Mosaic or compilation re-
sponse. 

The concept that apparently harm-
less pieces of information when assem-
bled together could reveal a damaging 
picture. See exemption (b)(1) at sub-
part D of this part. 

§ 701.32 Perfected request. 

A request which meets the minimum 
requirements of the FOIA to be proc-
essed and is received by the DON activ-

ity having possession and control over 
the documents/information. 

§ 701.33 Public domain. 

Agency records released under the 
provisions of FOIA and the instruction 
in this part to a member of the public. 

§ 701.34 Public interest. 

The interest in obtaining official in-
formation that sheds light on a DON 
activity’s performance of its statutory 
duties because the information falls 
within the statutory purpose of the 
FOIA to inform citizens what their 
government is doing. That statutory 
purpose, however, is not fostered by 
disclosure of information about private 
citizens accumulated in various gov-
ernmental files that reveals nothing 
about an agency’s or official’s own con-
duct. 

§ 701.35 Reading room. 

Location where (a)(2) materials are 
made available for public inspection 
and copying. 

§ 701.36 Release authorities. 

Commanding officers and heads of 
Navy and Marine Corps shore activities 
or their designees are authorized to 
grant requests on behalf of SECNAV 
for agency records under their posses-
sion and control for which no FOIA ex-
emption applies. As necessary, they 
will coordinate releases with other offi-
cials who may have an interest in the 
releasability of the record. 

§ 701.37 Reverse FOIA. 

When the ‘‘submitter’’ of informa-
tion, usually a corporation or other 
business entity, that has supplied the 
agency with data on its policies, oper-
ations and products, seeks to prevent 
the agency that collected the informa-
tion from revealing the data to a third 
party in response to the latter’s FOIA 
request. 

§ 701.38 Technical data. 

Recorded information, regardless of 
form or method of the recording, of a 
scientific or technical nature (includ-
ing computer software documentation). 
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§ 701.39 Vaughn index. 

Itemized index, correlating each 
withheld document (or portion) with a 
specific FOIA exemption(s) and the rel-
evant part of the agency’s nondisclo-
sure justification. The index may con-
tain such information as: date of docu-
ment; originator; subject/title of docu-
ment; total number of pages reviewed; 
number of pages of reasonably seg-
regable information released; number 
of pages denied; exemption(s) claimed; 
justification for withholding; etc. FOIA 
requesters are not entitled to a Vaughn 
index during the administrative proc-
ess. 

Subpart C—FOIA Fees 

§ 701.40 Background. 

(a) The DON follows the uniform fee 
schedule developed by DoD and estab-
lished to conform with the Office of 
Management and Budget’s (OMB’s) 
Uniform Freedom of Information Act 
Fee Schedule and Guidelines. 

(b) Fees reflect direct costs for 
search; review (in the case of commer-
cial requesters); and duplication of doc-
uments, collection of which is per-
mitted by the FOIA. They are neither 
intended to imply that fees must be 
charged in connection with providing 
information to the public in the rou-
tine course of business, nor are they 
meant as a substitute for any other 
schedule of fees, which does not super-
sede the collection of fees under the 
FOIA. 

(c) FOIA fees do not supersede fees 
chargeable under a statute specifically 
providing for setting the level of fees 
for particular types of records. For ex-
ample, 5 U.S.C. 552 (a)(4)(A)(vi) enables 
a Government agency such as the Gov-
ernment Printing Office (GPO) or the 
National Technical Information Serv-
ice (NTIS), to set and collect fees. DON 
activities should ensure that when doc-
uments that would be responsive to a 
request are maintained for distribution 
by agencies operating statutory-based 
fee schedule programs, such as GPO or 
NTIS, they inform requesters of the 
steps necessary to obtain records from 
those sources. 

§ 701.41 FOIA fee terms. 
(a) Direct costs means those expendi-

tures a DON activity actually makes in 
searching for, reviewing (in the case of 
commercial requesters), and dupli-
cating documents to respond to a FOIA 
request. Direct costs include, for exam-
ple, the salary of the employee per-
forming the work (the basic rate of pay 
for the employee plus 16 percent of that 
rate to cover benefits), and the costs of 
operating duplicating machinery. 
These factors have been included in the 
fee rates prescribed in this subpart. 
Not included in direct costs are over-
head expenses such as costs of space, 
heating or lighting the facility in 
which the records are stored. 

(b) Duplication refers to the process of 
making a copy of a document in re-
sponse to a FOIA request. Such copies 
can take the form of paper copy, micro-
fiche, audiovisual, or machine readable 
documentation (e.g., magnetic tape or 
disc), among others. Every effort will 
be made to ensure that the copy pro-
vided is in a form that is reasonably 
usable, the requester shall be notified 
that the copy provided is the best 
available, and that the activity’s mas-
ter copy shall be made available for re-
view upon appointment. For duplica-
tion of computer tapes and audiovisual, 
the actual cost, including the opera-
tor’s time, shall be charged. In prac-
tice, if a DON activity estimates that 
assessable duplication charges are like-
ly to exceed $25.00, it shall notify the 
requester of the estimate, unless the 
requester has indicated in advance his 
or her willingness to pay fees as high 
as those anticipated. Such a notice 
shall offer a requester the opportunity 
to confer with activity personnel with 
the object of reformulating the request 
to meet his or her needs at a lower 
cost. 

(c) Review refers to the process of ex-
amining documents located in response 
to a FOIA request to determine wheth-
er one or more of the statutory exemp-
tions permit withholding. It also in-
cludes processing the documents for 
disclosure, such as excising them for 
release. Review does not include the 
time spent resolving general legal or 
policy issues regarding the application 
of exemptions. It should be noted that 
charges for commercial requesters may 

VerDate Mar<15>2010 14:21 Jul 30, 2012 Jkt 226130 PO 00000 Frm 00082 Fmt 8010 Sfmt 8010 Y:\SGML\226130.XXX 226130er
ow

e 
on

 D
S

K
2V

P
T

V
N

1P
R

O
D

 w
ith

 C
F

R



73 

Department of the Navy, DoD § 701.42 

be assessed only for the initial review. 
DON activities may not charge for re-
views required at the administrative 
appeal level of an exemption already 
applied. However, records or portions 
of records withheld in full under an ex-
emption that is subsequently deter-
mined not to apply may be reviewed 
again to determine the applicability of 
other exemptions not previously con-
sidered. The costs for such a subse-
quent review would be properly assess-
able. 

(d) Search refers to time spent look-
ing, both manually and electronically, 
for material that is responsive to a re-
quest. Search also includes a page-by- 
page or line-by-line identification (if 
necessary) of material in the record to 
determine if it, or portions thereof are 
responsive to the request. DON activi-
ties should ensure that searches are 
done in the most efficient and least ex-
pensive manner so as to minimize costs 
for both the activity and the requester. 
For example, activities should not en-
gage in line-by-line searches when du-
plicating an entire document known to 
contain responsive information would 
prove to be the less expensive and 
quicker method of complying with the 
request. Time spent reviewing docu-
ments in order to determine whether to 
apply one or more of the statutory ex-
emptions is not search time, but review 
time. 

(1) DON activities may charge for 
time spent searching for records, even 
if that search fails to locate records re-
sponsive to the request. 

(2) DON activities may also charge 
search and review (in the case of com-
mercial requesters) time if records lo-
cated are determined to be exempt 
from disclosure. 

(3) In practice, if the DON activity 
estimates that search charges are like-
ly to exceed $25.00, it shall notify the 
requester of the estimated amount of 
fees, unless the requester has indicated 
in advance his or her willingness to pay 
fees as high as those anticipated. Such 
a notice shall offer the requester the 
opportunity to confer with activity 
personnel with the object of reformu-
lating the request to meet his or her 
needs at a lower cost. 

§ 701.42 Categories of requesters—ap-
plicable fees. 

(a) Commercial requesters refers to a 
request from, or on behalf of one who 
seeks information for a use or purpose 
that furthers the commercial, trade, or 
profit interest of the requester or the 
person on whose behalf the request is 
made. In determining whether a re-
quester properly belongs in this cat-
egory, DON activities must determine 
the use to which a requester will put 
the documents requested. More over, 
where an activity has reasonable cause 
to doubt the use to which a requester 
will put the records sought, or where 
that use is not clear from the request 
itself, it should seek additional clari-
fication before assigning the request to 
a specific category. 

(1) Fees shall be limited to reason-
able standard charges for document 
search, review and duplication when 
records are requested for commercial 
use. Requesters must reasonably de-
scribe the records sought. 

(2) When DON activities receive a re-
quest for documents for commercial 
use, they should assess charges which 
recover the full direct costs of search-
ing for, reviewing for release, and du-
plicating the records sought. Commer-
cial requesters (unlike other request-
ers) are not entitled to 2 hours of free 
search time, nor 100 free pages of repro-
duction of documents. Moreover, com-
mercial requesters are not normally 
entitled to a waiver or reduction of fees 
based upon an assertion that disclosure 
would be in the public interest. How-
ever, because use is the exclusive de-
termining criteria, it is possible to en-
vision a commercial enterprise making 
a request that is not for commercial 
use. It is also possible that a non-profit 
organization could make a request that 
is for commercial use. Such situations 
must be addressed on a case-by-case 
basis. 

(b) Educational Institution refers to 
a pre-school, a public or private ele-
mentary or secondary school, an insti-
tution of graduate high education, an 
institution of undergraduate higher 
education, an institution of profes-
sional education, and an institution of 
vocational education, which operates a 
program or programs of scholarly re-
search. 
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(1) Fees shall be limited to only rea-
sonable standard charges for document 
duplication (excluding charges for the 
first 100 pages) when the request is 
made by an educational institution 
whose purpose is scholarly research. 
Requesters must reasonably describe 
the records sought. 

(2) Requesters must show that the re-
quest is being made under the auspices 
of a qualifying institution and that the 
records are not sought for commercial 
use, but in furtherance of scholarly re-
search. 

(3) Fees shall be waived or reduced in 
the public interest if criteria of § 701.58 
have been met. 

(c) Non-commercial Scientific Insti-
tution refers to an institution that is 
not operated on a ‘‘commercial’’ basis 
and that is operated solely for the pur-
pose of conducting scientific research, 
the results of which are not intended to 
promote any particular product or in-
dustry. 

(1) Fees shall be limited to only rea-
sonable standard charges for document 
duplication (excluding the first 100 
pages) when the request is made by a 
non-commercial scientific institution 
whose purpose is scientific research. 
Requesters must reasonably describe 
the records sought. 

(2) Requesters must show that the re-
quest is being made under the auspices 
of a qualifying institution and that the 
records are not sought for commercial 
use, but in furtherance of or scientific 
research. 

(d) Representative of the news media. 
(1) Refers to any person actively gath-
ering news for an entity that is orga-
nized and operated to publish or broad-
cast news to the public. The term 
‘‘news’’ means information that is 
about current events or that would be 
of current interest to the public. Exam-
ples of news media entities include tel-
evision or radio stations broadcasting 
to the public at large, and publishers of 
periodicals (but only in those instances 
when they can qualify as disseminators 
of ‘‘news’’) who make their products 
available for purchase or subscription 
by the general public. These examples 
are not meant to be all-inclusive. 
Moreover, as traditional methods of 
news delivery evolve (e.g., electronic 
dissemination of newspapers through 

telecommunications services), such al-
ternative media would be included in 
this category. In the case of ‘‘free-
lance’’ journalists, they may be re-
garded as working for a news organiza-
tion if they can demonstrate a solid 
basis for expecting publication through 
that organization, even though not ac-
tually employed by it. A publication 
contract would be the clearest proof, 
but DON activities may also look to 
the past publication record of a re-
quester in making this determination. 

(2) To be eligible for inclusion in this 
category, a requester must meet the 
criteria established in paragraph (d)(1), 
and his or her request must not be 
made for commercial use. A request for 
records supporting the news dissemina-
tion function of the requester shall not 
be considered to be a request that is for 
a commercial use. For example, a docu-
ment request by a newspaper for 
records relating to the investigation of 
a defendant in a current criminal trial 
of public interest could be presumed to 
be a request from an entity eligible for 
inclusion in this category, and entitled 
to records at the cost of reproduction 
alone (excluding charges for the first 
100 pages). 

(3) Representative of the news media 
does not include private libraries, pri-
vate repositories of Government 
records, information vendors, data bro-
kers or similar marketers of informa-
tion whether to industries and busi-
nesses, or other entities. 

(4) Fees shall be limited to only rea-
sonable standard charges for document 
duplication (excluding charges for the 
first 100 pages) when the request is 
made by a representative of the news 
media. Requesters must reasonably de-
scribe the records sought. Fees shall be 
waived or reduced if the fee waiver cri-
teria have been met. 

(e) All other requesters. DON activi-
ties shall charge requesters who do not 
fit into any of the categories described 
in paragraph (a) through (d) fees which 
recover the full direct cost of searching 
for and duplicating records, except that 
the first 2 hours of search time and the 
first 100 pages of duplication shall be 
furnished without charge. Requesters 
must reasonably describe the records 
sought. Requests from subjects about 
themselves will continue to be treated 
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under the fee provisions of the Privacy 
Act of 1974, which permit fees only for 
duplication. DON activities are re-
minded that this category of requester 
may also be eligible for a waiver or re-
duction of fees if disclosure of the in-
formation is in the public interest. 

§ 701.43 Fee declarations. 
Requesters should submit a fee dec-

laration appropriate for the categories 
in paragraphs (a) through (c) of this 
section, if fees are expected to exceed 
the minimum fee threshold of $15.00. 

(a) Commercial. Requesters should 
indicate a willingness to pay all search, 
review and duplication costs. 

(b) Educational or noncommercial 
scientific institution or news media. 
Requesters should indicate a willing-
ness to pay duplication charges in ex-
cess of 100 pages if more than 100 pages 
of records are desired. 

(c) All others. Requesters should in-
dicate a willingness to pay assessable 
search and duplication costs if more 
than 2 hours of search effort or 100 
pages of records are desired. 

(d) If the conditions in paragraphs (a) 
through (c) are not met, then the re-
quest need not be processed and the re-
quester shall be so informed. 

§ 701.44 Restrictions. 
(a) No fees may be charged by any 

DON activity if the costs of routine 
collection and processing of the fee are 
likely to equal or exceed the amount of 
the fee. With the exception of request-
ers seeking documents for a commer-
cial use, activities shall provide the 
first 2 hours of search time, and the 
first 100 pages of duplication without 
charge. For example, for a request 
(other than one from a commercial re-
quester) that involved 2 hours and 10 
minutes of search time, and resulted in 
105 pages of documents, an activity 
would determine the cost of only 10 
minutes of search time, and only five 
pages of reproduction. If this proc-
essing cost was equal to, or less than, 
the cost to the activity for billing the 
requester and processing the fee col-
lected, no charges would result. 

(b) Requesters receiving the first 2 
hours of search and the first 100 pages 
of duplication without charge are enti-
tled to such only once per request. Con-

sequently, if a DON activity, after 
completing its portion of a request, 
finds it necessary to refer the request 
to a subordinate office, another DON 
activity, or another Federal agency to 
action their portion of the request, the 
referring activity shall inform the re-
cipient of the referral of the expended 
amount of search time and duplication 
cost to date. 

(c) The elements to be considered in 
determining the ‘‘cost of collecting a 
fee’’ are the administrative costs to the 
DON activity of receiving and record-
ing a remittance, and processing the 
fee for deposit in the Department of 
Treasury’s special account. The cost to 
the Department of Treasury to handle 
such remittance is negligible and shall 
not be considered in activity deter-
minations. 

(d) For the purposes of the restric-
tions in this section, the word ‘‘pages’’ 
refers to paper copies of a standard 
size, which will normally be ‘‘81⁄2×11’’ or 
‘‘11×14.’’ Thus, requesters would not be 
entitled to 100 microfiche or 100 com-
puter disks, for example. A microfiche 
containing the equivalent of 100 pages 
or 100 pages of computer printout how-
ever, might meet the terms of the re-
striction. 

(e) In the case of computer searches, 
the first 2 free hours will be determined 
against the salary scale of the indi-
vidual operating the computer for the 
purposes of the search. As an example, 
when the direct costs of the computer 
central processing unit, input-output 
devices, and memory capacity equal 
$24.00 (2 hours of equivalent search at 
the clerical level), amounts of com-
puter costs in excess of that amount 
are chargeable as computer search 
time. In the event the direct operating 
cost of the hardware configuration can-
not be determined, computer search 
shall be based on the salary scale of the 
operator executing the computer 
search. 

§ 701.45 Fee assessment. 

(a) Fees may not be used to discour-
age requesters, and to this end, FOIA 
fees are limited to standard charges for 
direct document search, review (in the 
case of commercial requesters) and du-
plication. 
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(b) In order to be as responsive as 
possible to FOIA requests while mini-
mizing unwarranted costs to the tax-
payer, DON activities shall analyze 
each request to determine the category 
of the requester. If the activity’s deter-
mination regarding the category of the 
requester is different than that claimed 
by the requester, the activity shall: 

(1) Notify the requester to provide 
additional justification to warrant the 
category claimed, and that a search for 
responsive records will not be initiated 
until agreement has been attained rel-
ative to the category of the requester. 
Absent further category justification 
from the requester, and within a rea-
sonable period of time (i.e., 30 calendar 
days), the DON activity shall render a 
final category determination, and no-
tify the requester of such determina-
tion, to include normal administrative 
appeal rights of the determination. 

(2) Advise the requester that, not-
withstanding any appeal, a search for 
responsive records will not be initiated 
until the requester indicates a willing-
ness to pay assessable costs appro-
priate for the category determined by 
the activity. 

(c) Estimate of fees. DON activities 
must be prepared to provide an esti-
mate of assessable fees if desired by the 
requester. While it is recognized that 
search situations will vary among ac-
tivities, and that an estimate is often 
difficult to obtain prior to an actual 
search, requesters who desire estimates 
are entitled to such before committing 
to a willingness to pay. Should the ac-
tivity’s actual costs exceed the amount 
of the estimate or the amount agreed 
to by the requester, the amount in ex-
cess of the estimate or the requester’s 
agreed amount shall not be charged 
without the requester’s agreement. 

(d) Advance payment of fees. DON ac-
tivities may not require advance pay-
ment of any fee (i.e., before work is 
commenced or continued on a request) 
unless the requester has failed to pay 
fees in a timely fashion (i.e., 30 cal-
endar days from the date of the as-
sessed billing in writing), or the activ-
ity has determined that the fee will ex-
ceed $250.00. 

(e) When a DON activity estimates or 
determines that allowable charges that 
a requester may be required to pay are 

likely to exceed $250.00, the activity 
shall notify the requester of the likely 
cost and obtain satisfactory assurance 
of full payment where the requester 
has a history of prompt payments, or 
require an advance payment of an 
amount up to the full estimated 
charges in the case of requesters with 
no payment history. 

(f) Where a requester has previously 
failed to pay a fee charged in a timely 
fashion (i.e., within 30 calendar days 
from the date of the billing), the DON 
activity may require the requester to 
pay the full amount owed, plus any ap-
plicable interest, or demonstrate that 
he or she has paid the fee, and to make 
an advance payment of the full amount 
of the estimated fee before the DON ac-
tivity begins to process a new or pend-
ing request from the requester. Inter-
est will be at the rate prescribed by 31 
U.S.C. 3737 and confirmed with respec-
tive finance and accounting offices. 

(g) After all the work is completed on 
a request, and the documents are ready 
for release, DON activities may require 
payment before forwarding the docu-
ments, particularly for those request-
ers who have no payment history, or 
for those requesters who have failed to 
previously pay a fee in a timely fashion 
(i.e., within 30 calendar days from the 
date of the billing). 

(h) DON activities may charge for 
time spent searching for records, even 
if that search fails to locate records re-
sponsive to the request. DON activities 
may also charge search and review (in 
the case of commercial requesters) 
time if records located are determined 
to be exempt from disclosure. In prac-
tice, if the DON activity estimates that 
search charges are likely to exceed 
$25.00, it shall notify the requester of 
the estimated amount of fees, unless 
the requester has indicated in advance 
his or her willingness to pay fees as 
high as those anticipated. Such a no-
tice shall offer the requester the oppor-
tunity to confer with activity per-
sonnel with the object of reformulating 
the request to meet his or her needs at 
a lower cost. 

§ 701.46 Aggregating requests. 
Except for requests that are for a 

commercial use, a DON activity may 
not charge for the first 2 hours of 
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search time or for the first 100 pages of 
reproduction. However, a requester 
may not file multiple requests at the 
same time, each seeking portions of a 
document or documents, solely in order 
to avoid payment of fees. When an ac-
tivity reasonably believes that a re-
quester or, on rare occasions, a group 
of requesters acting in concert, is at-
tempting to break a request down into 
a series of requests for the purpose of 
avoiding the assessment of fees, the ac-
tivity may aggregate any such requests 
and charge accordingly. One element to 
be considered in determining whether a 
belief would be reasonable is the time 
period in which the requests have oc-
curred. For example, it would be rea-
sonable to presume that multiple re-
quests of this type made within a 30- 
day period had been made to avoid fees. 
For requests made over a longer period 
however, such a presumption becomes 
harder to sustain and activities should 
have a solid basis for determining that 
aggregation is warranted in such cases. 
DON activities are cautioned that be-
fore aggregating requests from more 
than one requester, they must have a 
concrete basis on which to conclude 
that the requesters are acting in con-
cert and are acting specifically to 
avoid payment of fees. In no case may 
an activity aggregate multiple requests 
on unrelated subjects. 

§ 701.47 FOIA fees must be addressed 
in response letters. 

DON activities shall ensure that re-
questers receive a complete breakout 
of all fees which are charged and ap-
prised of the ‘‘Category’’ in which they 
have been placed. For example: ‘‘We 
are treating you as an ‘All Other Re-
quester.’ As such, you are entitled to 2 
free hours of search and 100 pages of re-
production, prior to any fees being as-
sessed. We have expended an additional 
2 hours of search at $25.00 per hour and 
an additional 100 pages of reproduction, 
for a total fee of $65.00.’’ 

§ 701.48 Fee waivers. 
Documents shall be furnished with-

out charge, or at a charge reduced 
below fees assessed to the categories of 
requesters, when the DON activity de-
termines that waiver or reduction of 
the fees is in the public interest be-

cause furnishing the information is 
likely to contribute significantly to 
public understanding of the operations 
or activities of the DON/DoD and is not 
primarily in the commercial interest of 
the requester. When assessable costs 
for a FOIA request total $15.00 or less, 
fees shall be waived automatically for 
all requesters, regardless of category. 
Decisions to waive or reduce fees that 
exceed the automatic waiver threshold 
shall be made on a case-by-case basis, 
consistent with the following factors: 

(a) Disclosure of the information ‘‘is 
in the public interest because it is like-
ly to contribute significantly to public 
understanding of the operations or ac-
tivities of the Government.’’ 

(b) The subject of the request. DON 
activities should analyze whether the 
subject matter of the request involves 
issues that will significantly con-
tribute to the public understanding of 
the operations or activities of the DON/ 
DoD. Requests for records in the pos-
session of the DON which were origi-
nated by non-government organiza-
tions and are sought for their intrinsic 
content, rather than informative value, 
will likely not contribute to public un-
derstanding of the operations or activi-
ties of the DON/DoD. An example of 
such records might be press clippings, 
magazine articles, or records for-
warding a particular opinion or con-
cern from a member of the public re-
garding a DON/DoD activity. Similarly, 
disclosures of records of considerable 
age may or may not bear directly on 
the current activities of the DON/DoD, 
however, the age of a particular record 
shall not be the sole criteria for deny-
ing relative significance under this fac-
tor. It is possible to envisage an in-
formative issue concerning the current 
activities of the DON/DoD, based upon 
historical documentation. Requests of 
this nature must be closely reviewed 
consistent with the requester’s stated 
purpose for desiring the records and 
the potential for public understanding 
of the operations and activities of the 
DON/DoD. 

(c) The informative value of the in-
formation to be disclosed. This factor 
requires a close analysis of the sub-
stantive contents of a record, or por-
tion of the record, to determine wheth-
er disclosure is meaningful, and shall 
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inform the public on the operations or 
activities of the DON. While the sub-
ject of a request may contain informa-
tion that concerns operations or activi-
ties of the DON, it may not always hold 
great potential for contributing to a 
meaningful understanding of these op-
erations or activities. An example of 
such would be a previously released 
record that has been heavily redacted, 
the balance of which may contain only 
random words, fragmented sentences, 
or paragraph headings. A determina-
tion as to whether a record in this situ-
ation will contribute to the public un-
derstanding of the operations or activi-
ties of the DON must be approached 
with caution and carefully weighed 
against the arguments offered by the 
requester. Another example is informa-
tion already known to be in the public 
domain. Disclosure of duplicative or 
nearly identical information already 
existing in the public domain may add 
no meaningful new information con-
cerning the operations and activities of 
the DON. 

(d) The contribution to an under-
standing of the subject by the general 
public likely to result from disclosure. 
The key element in determining the 
applicability of this factor is whether 
disclosure will inform, or have the po-
tential to inform, the public rather 
than simply the individual requester or 
small segment of interested persons. 
The identity of the requester is essen-
tial in this situation in order to deter-
mine whether such requester has the 
capability and intention to dissemi-
nate the information to the public. 
Mere assertions of plans to author a 
book, researching a particular subject, 
doing doctoral dissertation work, or in-
digence are insufficient without dem-
onstrating the capacity to further dis-
close the information in a manner that 
will be informative to the general pub-
lic. Requesters should be asked to de-
scribe their qualifications, the nature 
of their research, the purpose of the re-
quested information, and their in-
tended means of dissemination to the 
public. 

(e) The significance of the contribu-
tion to public understanding. In apply-
ing this factor, DON activities must 
differentiate the relative significance 
or impact of the disclosure against the 

current level of public knowledge, or 
understanding which exists before the 
disclosure. In other words, will disclo-
sure on a current subject of wide public 
interest be unique in contributing pre-
viously unknown facts, thereby en-
hancing public knowledge, or will it 
basically duplicate what is already 
known by the general public? A deci-
sion regarding significance requires ob-
jective judgment, rather than subjec-
tive determination, and must be ap-
plied carefully to determine whether 
disclosure will likely lead to a signifi-
cant public understanding of the issue. 
DON activities shall not make value 
judgments as to whether the informa-
tion is important enough to be made 
public. 

(f) Disclosure of the information ‘‘is 
not primarily in the commercial inter-
est of the requester.’’ 

(1) The existence and magnitude of a 
commercial interest. If the request is 
determined to be of a commercial in-
terest, DON activities should address 
the magnitude of that interest to de-
termine if the requester’s commercial 
interest is primary, as opposed to any 
secondary personal or non-commercial 
interest. In addition to profit-making 
organizations, individual persons or 
other organizations may have a com-
mercial interest in obtaining certain 
records. Where it is difficult to deter-
mine whether the requester is of a 
commercial nature, DON activities 
may draw inference from the request-
er’s identity and circumstances of the 
request. Activities are reminded that 
in order to apply the commercial 
standards of the FOIA, the requester’s 
commercial benefit must clearly over-
ride any personal or non-profit inter-
est. 

(2) The primary interest in disclo-
sure. Once a requester’s commercial in-
terest has been determined, DON ac-
tivities should then determine if the 
disclosure would be primarily in that 
interest. This requires a balancing test 
between the commercial interest of the 
request against any public benefit to be 
derived as a result of that disclosure. 
Where the public interest is served 
above and beyond that of the request-
er’s commercial interest, a waiver or 
reduction of fees would be appropriate. 
Conversely, even if a significant public 
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interest exists, and the relative com-
mercial interest of the requester is de-
termined to be greater than the public 
interest, then a waiver or reduction of 
fees would be inappropriate. As exam-
ples, news media organizations have a 
commercial interest as business orga-
nizations; however, their inherent role 
of disseminating news to the general 
public can ordinarily be presumed to be 
of a primary interest. Therefore, any 
commercial interest becomes sec-
ondary to the primary interest in serv-
ing the public. Similarly, scholars 
writing books or engaged in other 
forms of academic research may recog-
nize a commercial benefit, either di-
rectly, or indirectly (through the insti-
tution they represent); however, nor-
mally such pursuits are primarily un-
dertaken for educational purposes, and 
the application of a fee charge would 
be inappropriate. Conversely, data bro-
kers or others who merely compile gov-
ernment information for marketing 
can normally be presumed to have an 
interest primarily of a commercial na-
ture. 

(g) The factors and examples used in 
this section are not all inclusive. Each 
fee decision must be considered on a 
case-by-case basis and upon the merits 
of the information provided in each re-
quest. When the element of doubt as to 
whether to charge or waive the fee can-
not be clearly resolved, DON activities 
should rule in favor of the requester. 

(h) The following additional cir-
cumstances describe situations where 
waiver or reduction of fees are most 
likely to be warranted: 

(1) A record is voluntarily created to 
prevent an otherwise burdensome ef-
fort to provide voluminous amounts of 
available records, including additional 
information not requested. 

(2) A previous denial of records is re-
versed in total, or in part, and the as-
sessable costs are not substantial (e.g. 
$15.00–$30.00). 

§ 701.49 Payment of fees. 

(a) Normally, fees will be collected at 
the time of providing the documents to 
the requester when the requester spe-
cifically states that the costs involved 
shall be acceptable or acceptable up to 
a specified limit that covers the antici-

pated costs, and the fees do not exceed 
$250.00. 

(b) However, after all work is com-
pleted on a request, and the documents 
are ready for release, DON activities 
may request payment before for-
warding the documents, particularly 
for those requesters who have no pay-
ment history, or for those requesters 
who have failed previously to pay a fee 
in a timely fashion (i.e., within 30 cal-
endar days from the date of the bill-
ing). 

(c) When a DON activity estimates or 
determines that allowable charges that 
a requester may be required to pay are 
likely to exceed $250.00, the activity 
shall notify the requester of the likely 
cost and obtain satisfactory assurance 
of full payment where the requester 
has a history of prompt payments, or 
require an advance payment of an 
amount up to the full estimated 
charges in the case of requesters with 
no history of payment. 

(d) Advance payment of a fee is also 
applicable when a requester has pre-
viously failed to pay fees in a timely 
fashion (i.e., 30 calendar days) after 
being assessed in writing by the activ-
ity. Further, where a requester has pre-
viously failed to pay a fee charged in a 
timely fashion (i.e., within 30 calendar 
days from the date of the billing), the 
DON activity may require the re-
quester to pay the full amount owed, 
plus any applicable interest, or dem-
onstrate that he or she has paid the 
fee, and to make an advance payment 
of the full amount of the estimated fee 
before the activity begins to process a 
new or pending request from the re-
quester. Interest will be at the rate 
prescribed in 31 U.S.C. 3717 and con-
firmed with respective finance and ac-
counting offices. 

§ 701.50 Effect of the Debt Collection 
Act of 1982. 

The Debt Collection Act of 1982 (Pub. 
L. 97–365) provides for a minimum an-
nual rate of interest to be charged on 
overdue debts owed the Federal Gov-
ernment. DON activities may levy this 
interest penalty for any fees that re-
main outstanding 30 calendar days 
from the date of billing (the first de-
mand notice) to the requester of the 
amount owed. The interest rate shall 
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be as prescribed in 31 U.S.C. 3717. DON 
activities should verify the current in-
terest rate with respective finance and 
accounting offices. After one demand 
letter has been sent and 30 calendar 
days have lapsed with no payment, 
DON activities may submit the debt to 
respective finance and accounting of-
fices for collection. 

§ 701.51 Refunds. 
In the event that a DON activity dis-

covers that it has overcharged a re-
quester or a requester has overpaid, the 
DON activity shall promptly refund the 
charge to the requester by reimburse-
ment methods that are agreeable to 
the requester and the activity. 

§ 701.52 Computation of fees. 
(a) It is imperative that DON activi-

ties compute all fees to ensure accu-
rate reporting in the Annual FOIA Re-
port, but ensure that only applicable 
fees be charged to the requester. For 
example, although we calculate cor-
respondence and preparation costs, 
these fees are not recoupable from the 
requester. 

(b) DD 2086, Record of Freedom of In-
formation (FOI) Processing Cost, 
should be filled out accurately to re-
flect all processing costs, as requesters 
may solicit a copy of that document to 
ensure accurate computation of fees. 
Costs shall be computed on time actu-
ally spent. Neither time-based nor dol-
lar-based minimum charges for search, 
review and duplication are authorized. 

§ 701.53 FOIA fee schedule. 
The following fee schedule shall be 

used to compute the search, review (in 
the case of commercial requesters) and 
duplication costs associated with proc-
essing a given FOIA request. The ap-
propriate fee category of the requester 
shall be applied before computing fees. 

(a) Manual search. 

Type Grade Hourly 
rate 

Clerical ....................... E9/GS8 and below ............ $12.00 
Professional ............... O1–O6/GS9–GS15 ...........

25.00 
Executive ................... O7/GS16/ES1 and above

45.00 

(b) Computer search. Fee assessments 
for computer search consist of two 

parts; individual time (hereafter re-
ferred to as human time) and machine 
time. 

(1) Human time. Human time is all the 
time spent by humans performing the 
necessary tasks to prepare the job for a 
machine to execute the run command. 
If execution of a run requires moni-
toring by a human, that human time 
may be also assessed as computer 
search. The terms ‘‘programmer/oper-
ator’’ shall not be limited to the tradi-
tional programmers or operators. 
Rather, the terms shall be interpreted 
in their broadest sense to incorporate 
any human involved in performing the 
computer job (e.g. technician, adminis-
trative support, operator, programmer, 
database administrator, or action offi-
cer). 

(2) Machine time. Machine time in-
volves only direct costs of the central 
processing unit (CPU), input/output de-
vices, and memory capacity used in the 
actual computer configuration. Only 
this CPU rate shall be charged. No 
other machine-related costs shall be 
charged. In situations where the capa-
bility does not exist to calculate CPU 
time, no machine costs can be passed 
on to the requester. When CPU calcula-
tions are not available, only human 
time costs shall be assessed to request-
ers. Should DON activities lease com-
puters, the services charged by the les-
sor shall not be passed to the requester 
under the FOIA. 

(c) Duplication. 

Type Cost per page 

Pre-Printed material ............... $.02 
Office copy ............................. .15 
Microfiche ............................... .25 
Computer copies (tapes, 

discs or printouts).
Actual cost of duplicating the 

tape, disc or printout (in-
cludes operator’s time and 
cost of the medium). 

(d) Review time (in the case of commer-
cial requesters, only). 

Type Grade Hourly 
rate 

Clerical ....................... E9/GS8 and below ............ $12.00 
Professional ............... O1–O6/GS9–GS15 ...........

25.00 
Executive ................... O7/GS16/ES1 and above

45.00 

(e) Audiovisual documentary materials. 
Search costs are computed as for any 
other record. Duplication cost is the 
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actual direct cost of reproducing the 
material, including the wage of the 
person doing the work. Audiovisual 
materials provided to a requester need 
not be in reproducible format or qual-
ity. 

(f) Other records. Direct search and 
duplication cost for any record not de-
scribed in this section shall be com-
puted in the manner described for 
audiovisual documentary material. 

(g) Costs for special services. Com-
plying with requests for special serv-
ices is at the discretion of the DON ac-
tivity. Neither the FOIA nor its fee 
structure cover these kinds of services. 
Therefore, DON activities may recover 
the costs of special services requested 
by the requester after agreement has 
been obtained in writing from the re-
quester to pay for such fees as certi-
fying that records are true copies, 
sending records by special methods 
such as express mail, etc. 

§ 701.54 Collection of fees and fee rates 
for technical data. 

(a) Technical data, other than tech-
nical data that discloses critical tech-
nology with military or space applica-
tion, if required to be released under 
the FOIA, shall be released after the 
person requesting such technical data 
pays all reasonable costs attributed to 
search, duplication and review of the 
records to be released. Technical data, 
as used in this section, means recorded 
information, regardless of the form or 
method of the recording of a scientific 
or technical nature (including com-
puter software documentation). This 
term does not include computer soft-
ware, or data incidental to contract ad-
ministration, such as financial and/or 
management information. 

(b) DON activities shall retain the 
amounts received by such a release, 
and it shall be merged with and avail-
able for the same purpose and the same 
time period as the appropriation from 
which the costs were incurred in com-
plying with request. All reasonable 
costs as used in this sense are the full 
costs to the Federal Government of 
rendering the service, or fair market 
value of the service, whichever is high-
er. Fair market value shall be deter-
mined in accordance with commercial 
rates in the local geographical area. In 

the absence of a known market value, 
charges shall be based on recovery of 
full costs to the Federal Government. 
The full costs shall include all direct 
and indirect costs to conduct the 
search and to duplicate the records re-
sponsive to the request. This cost is to 
be differentiated from the direct costs 
allowable under information released 
under FOIA. 

(c) Waiver. DON activities shall waive 
the payment of costs required in para-
graph (a) of this section which are 
greater than the costs that would be 
required for release of this same infor-
mation under the FOIA if: 

(1) The request is made by a citizen 
of the United States or a United States 
corporation and such citizen or cor-
poration certifies that the technical 
data requested is required to enable it 
to submit an offer or determine wheth-
er it is capable of submitting an offer 
to provide the product to which the 
technical data relates to the United 
States or a contractor with the United 
States. However, DON activities may 
require the citizen or corporation to 
pay a deposit in an amount equal to 
not more than the cost of complying 
with the request, which will be re-
funded upon submission of an offer by 
the citizen or corporation; 

(2) The release of technical data is re-
quested in order to comply with the 
terms of an international agreement; 
or, 

(3) The DON activity determines in 
accordance with § 701.48 that such a 
waiver is in the interest of the United 
States. 

(d) Fee rates—(1) Manual search. 

Type Grade Hourly 
rate 

Clerical ....................... E9/GS8 and below ............ $13.25 
Clerical (Minimum 

Charge).
............................................ 8.30 

Professional ............... 01 to 06/GS9 to GS15 ...... (**) 
Executive ................... 07/GS16/ES–1 and above (**) 

** Rate to be established at actual hourly rate prior to 
search. A minimum charge will be established at 1⁄2 Minimum 
Charge) 

(2) Computer search is based on the 
total cost of the central processing 
unit, input-output devices, and mem-
ory capacity of the actual computer 
configuration. The wage (based upon 
the scale for manual search) for the 
computer operator and/or programmer 
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determining how to conduct, and sub-
sequently executing the search will be 
recorded as part of the computer 
search. 

(3) Duplication. 

Type Cost 

Aerial photograph, maps, specifications, per-
mits, charts, blueprints, and other technical 
engineering documents .................................. $2.50 

Engineering data (microfilm): 
Aperture cards: 

Silver duplicate negative, per card ..... .75 
When key punched and verified, per 

card .................................................. .85 
Diazo duplicate negative, per card .65 
When key punched and verified, per card .75 

35mm roll film, per frame .................... .50 
16mm roll film, per frame .................... .45 
Paper prints (engineering drawings), 

each ................................................. 1.50 
Paper reprints of microfilm indices, 

each ................................................. .10 

(4) Review time. 

Type Grade Hourly 
rate 

Clerical ....................... E9/GS8 and below ............ $13.25 
Clerical Minimum 

Charge.
E9/GS8 and below ............ 8.30 

Professional ............... 01 to 06/GS9 to GS15 ...... (**) 
Executive ................... 07/GS16/ES1 or higher ..... (**) 

** Rate to be established at actual hourly rate prior to 
search. (A minimum charge will be established at 1⁄2 Minimum 
Charge) 

(5) Other technical data records. 
Charges for any additional services not 
specifically provided in paragraph (d) 
of this section, consistent with Volume 
11A of DoD 7000.14–R (NOTAL) shall be 
made by DON activities at the fol-
lowing rates: 

Minimum charge for office copy up to six im-
ages)—$3.50 

Each additional image—$ .10 
Each typewritten page—$3.50 
Certification and validation with seal, 

each—$5.20 
Hand-drawn plots and sketches, each hour or 

fraction Thereof—$12.00 

§ 701.55 Processing FOIA fee remit-
tances. 

(a) Payments for FOIA charges, less 
fees assessed for technical data or by a 
Working Capital Fund or a Non-Appro-
priated Fund (NAF) activity, shall be 
made payable to the U.S. Treasurer 
and deposited in Receipt Account Num-
ber 172419.1203. 

(b) Payments for fees assessed for 
technical data shall be made payable 
to the DON activity that incurred the 

costs and will be deposited directly 
into the accounting line item from 
which the costs were incurred. 

(c) Payments for fees assessed by 
Working Capital Fund or Non-Appro-
priated Fund (NAF) activities shall be 
made payable to the DON activity and 
deposited directly into their account. 

Subpart D—FOIA Exemptions 

§ 701.56 Background. 

The FOIA is a disclosure statute 
whose goal is an informed citizenry. 
Accordingly, records are considered to 
be releasable, unless they contain in-
formation that qualifies for with-
holding under one or more of the nine 
FOIA exemptions. The exemptions are 
identified as 5 U.S.C. 552 (b)(1) through 
(b)(9). 

§ 701.57 Ground rules. 

(a) Identity of requester. In applying 
exemptions, the identity of the re-
quester and the purpose for which the 
record is sought are irrelevant with the 
exception that an exemption may not 
be invoked where the particular inter-
est to be protected is the requester’s 
interest. However, if the subject of the 
record is the requester for the record 
and the record is contained in a Pri-
vacy Act system of records, it may 
only be denied to the requester if with-
holding is both authorized in systems 
notice and by a FOIA exemption. 

(b) Reasonably segregable. Even 
though a document may contain infor-
mation which qualifies for withholding 
under one or more FOIA exemptions, 
FOIA requires that all ‘‘reasonably seg-
regable’’ information be provided to 
the requester, unless the segregated in-
formation would have no meaning. In 
other words, redaction is not required 
when it would reduce the balance of 
the text to unintelligible gibberish. 

(c) Discretionary release. A discre-
tionary release of a record to one re-
quester shall prevent the withholding 
of the same record under a FOIA ex-
emption if the record is subsequently 
requested by someone else. However, a 
FOIA exemption may be invoked to 
withhold information that is similar or 
related that has been the subject of a 
discretionary release. 
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(d) Initial Denial Authority (IDA) ac-
tions. The decision to withhold infor-
mation in whole or in part based on 
one or more of the FOIA exemptions 
requires the signature of an IDA. See 
listing of IDAs in § 701.4. 

§ 701.58 In-depth analysis of FOIA ex-
emptions. 

An in-depth analysis of the FOIA ex-
emptions is addressed in the DOJ’s an-
nual publication, ‘‘Freedom of Infor-
mation Act Guide & Privacy Act Over-
view.’’ A copy is available on the DOJ’s 
FOIA website (see Navy FOIA website 
at http://www.ogc.secnav.hq.navy.mil/ 
foia/index.html for easy access). 

§ 701.59 A brief explanation of the 
meaning and scope of the nine 
FOIA exemptions. 

(a) 5 U.S.C. 552 (b)(1): Those properly 
and currently classified in the interest 
of national defense or foreign policy, as 
specifically authorized under the cri-
teria established by Executive Order 
and implemented by regulations. 

(1) Although material is not classi-
fied at the time of the FOIA request, a 
classification review may be under-
taken to determine whether the infor-
mation should be classified based on 
the Executive Order on classification 
(i.e., Executive Order 12958) and/or a se-
curity classification guide. The proce-
dures for reclassification are addressed 
in the Executive Order. 

(2) If the information qualifies as ex-
emption (b)(1) information, there is no 
discretion regarding its release. In ad-
dition, this exemption shall be invoked 
when the following situations are ap-
parent: 

(i) Glomar response: The fact of the ex-
istence or nonexistence of a record 
would itself reveal classified informa-
tion. In this situation, DON activities 
shall neither confirm nor deny the ex-
istence or nonexistence of the record 
being requested. A ‘‘refusal to confirm 
or deny’’ response must be used con-
sistently, not only when a record ex-
ists, but also when a record does not 
exist. Otherwise, the pattern of using a 
‘‘no record’’ response when a record 
does not exist, and a ‘‘refusal to con-
firm or deny’’ when a record does exist 
will itself disclose national security in-
formation. 

(ii) Compilation: Compilations of 
items of information that are individ-
ually unclassified may be classified if 
the compiled information reveals addi-
tional association or relationship that 
meets the standard for classification 
under an existing executive order for 
classification and is not otherwise re-
vealed in the individual items of infor-
mation. 

(b) 5 U.S.C. 552 (b)(2): Those related 
solely to the internal personnel rules 
and practices of the DON and its activi-
ties. This exemption is entirely discre-
tionary and has two profiles, high (b)(2) 
and low (b)(2): 

(1) High (b)(2) are records containing 
or constituting statutes, rules, regula-
tions, orders, manuals, directives, in-
structions, and security classification 
guides, the release of which would 
allow circumvention of these records 
thereby substantially hindering the ef-
fective performance of a significant 
function of the DON. For example: 

(i) Those operating rules, guidelines, 
and manuals for DON investigators, in-
spectors, auditors, or examiners that 
must remain privileged in order for the 
DON activity fulfill a legal require-
ment; 

(ii) Personnel and other administra-
tive matters, such as examination 
questions and answers used in training 
courses or in the determination of the 
qualifications of candidates for em-
ployment, entrance on duty, advance-
ment, or promotion; 

(iii) Computer software, the release 
of which would allow circumvention of 
a statute or DON rules, regulations, or-
ders, manuals, directives, or instruc-
tions. In this situation, the use of the 
software must be closely examined to 
ensure a circumvention possibility ex-
ists. 

(2) Discussion of low (b)(2) is provided 
for information only, as DON activities 
may not invoke the low (b)(2). Low 
(b)(2) records are those matters which 
are trivial and housekeeping in nature 
for which there is no legitimate public 
interest or benefit to be gained by re-
lease, and it would constitute an ad-
ministrative burden to process the re-
quest in order to disclose the records. 
Examples include rules of personnel’s 
use of parking facilities or regulation 
of lunch hours, statements of policy as 
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to sick leave, and administrative data 
such as file numbers, mail routing 
stamps, initials, data processing nota-
tions, brief references to previous com-
munications, and other like adminis-
trative markings. 

(c) 5 U.S.C. 552 (b)(3): Those con-
cerning matters that a statute specifi-
cally exempts from disclosure by terms 
that permit no discretion on the issue, 
or in accordance with criteria estab-
lished by that statute for withholding 
or referring to particular types of mat-
ters to be withheld. A few examples of 
(b)(3) statutes are: 

(1) 10 U.S.C. 128, Physical Protection 
of Special Nuclear Material, Limita-
tion on Dissemination of Unclassified 
Information. 

(2) 10 U.S.C. 130, Authority to With-
hold From Public Disclosure Certain 
Technical Data. 

(3) 10 U.S.C. 1102, Confidentiality of 
Medical Quality Assurance Records. 

(4) 10 U.S.C. 2305(g), Protection of 
Contractor Submitted Proposals. 

(5) 12 U.S.C. 3403, Confidentiality of 
Financial Records. 

(6) 18 U.S.C. 798, Communication In-
telligence. 

(7) 35 U.S.C. 181–188, Patent Secrecy— 
any records containing information re-
lating to inventions that are the sub-
ject of patent applications on which 
Patent Secrecy Orders have been 
issued. 

(8) 35 U.S.C. 205, Confidentiality of 
Inventions Information. 

(9) 41 U.S.C. 423, Procurement Integ-
rity. 

(10) 42 U.S.C. 2162, Restricted Data 
and Formerly Restricted Data. 

(11) 50 U.S.C. 403 (d)(3), Protection of 
Intelligence Sources and Methods. 

(d) 5 U.S.C. 552 (b)(4): Those con-
taining trade secrets or commercial or 
financial information that a DON ac-
tivity receives from a person or organi-
zation outside the Government with 
the understanding that the informa-
tion or record will be retained on a 
privileged or confidential basis in ac-
cordance with the customary handling 
of such records. Records within the ex-
emption must contain trade secrets, or 
commercial or financial records, the 
disclosure of which is likely to cause 
substantial harm to the competitive 
position of the source providing the in-

formation; impair the Government’s 
ability to obtain necessary information 
in the future; or impair some other le-
gitimate Government interest. Com-
mercial or financial information sub-
mitted on a voluntary basis, absent 
any exercised authority prescribing 
criteria for submission is protected 
without any requirement to show com-
petitive harm. If the information quali-
fies as exemption (b)(4) information, 
there is no discretion in its release. Ex-
amples include: 

(1) Commercial or financial informa-
tion received in confidence in connec-
tion with loans, bids, contracts, or pro-
posals set forth in or incorporated by 
reference in a contract entered into be-
tween the DON activity and the offeror 
that submitted the proposal, as well as 
other information received in con-
fidence or privileged, such as trade se-
crets, inventions, discoveries, or other 
proprietary data. Additionally, when 
the provisions of 10 U.S.C. 2305(g) and 
41 U.S.C. 423 are met, certain propri-
etary and source selection information 
may be withheld under exemption 
(b)(3). 

(2) Statistical data and commercial 
or financial information concerning 
contract performance, income, profits, 
losses, and expenditures, if offered and 
received in confidence from a con-
tractor or potential contractor. 

(3) Personal statements given in the 
course of inspections, investigations, 
or audits, when such statements are re-
ceived in confidence from the indi-
vidual and retained in confidence be-
cause they reveal trade secrets or com-
mercial or financial information nor-
mally considered confidential or privi-
leged. 

(4) Financial data provided in con-
fidence by private employers in con-
nection with locality wage surveys 
that are used to fix and adjust pay 
schedules applicable to the prevailing 
wage rate of employees within the 
DON. 

(5) Scientific and manufacturing 
processes or developments concerning 
technical or scientific data or other in-
formation submitted with an applica-
tion for a research grant, or with a re-
port while research is in progress. 

(6) Technical or scientific data devel-
oped by a contractor or subcontractor 
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exclusively at private expense, and 
technical or scientific data developed 
in part with Federal funds and in part 
at private expense, wherein the con-
tractor or subcontractor has retained 
legitimate proprietary interests in 
such data in accordance with 10 U.S.C. 
2320–2321 and DoD Federal Acquisition 
Regulation Supplement (DFARS), 
chapter 2 of 48 CFR, subparts 227.71 and 
227.72. Technical data developed exclu-
sively with Federal funds may be with-
held under Exemption (b)(3) if it meets 
the criteria of 10 U.S.C. 130 and DoD Di-
rective 5230.25 of 6 November 1984. 

(7) Computer software which is copy-
righted under the Copyright Act of 1976 
(17 U.S.C. 106), the disclosure of which 
would have an adverse impact on the 
potential market value of a copy-
righted work. 

(8) Proprietary information sub-
mitted strictly on a voluntary basis, 
absent any exercised authority pre-
scribing criteria for submission. Exam-
ples of exercised authorities pre-
scribing criteria for submission are 
statutes, Executive Orders, regula-
tions, invitations for bids, requests for 
proposals, and contracts. Submission of 
information under these authorities is 
not voluntary. 

(e) 5 U.S.C. 552(b)(5): Those con-
taining information considered privi-
leged in litigation, primarily under the 
deliberative process privilege. For ex-
ample: internal advice, recommenda-
tions, and subjective evaluations, as 
contrasted with factual matters, that 
are reflected in deliberative records 
pertaining to the decision-making 
process of an agency, whether within 
or among agencies or within or among 
DON activities. In order to meet the 
test of this exemption, the record must 
be both deliberative in nature, as well 
as part of a decision-making process. 
Merely being an internal record is in-
sufficient basis for withholding under 
this exemption. Also potentially ex-
empted are records pertaining to the 
attorney-client privilege and the attor-
ney work-product privilege. This ex-
emption is entirely discretionary. Ex-
amples of the deliberative process in-
clude: 

(1) The nonfactual portions of staff 
papers, to include after-action reports, 
lessons learned, and situation reports 

containing staff evaluations, advice, 
opinions, or suggestions. 

(2) Advice, suggestions, or evalua-
tions prepared on behalf of the DON by 
individual consultants or by boards, 
committees, councils, groups, panels, 
conferences, commissions, task forces, 
or other similar groups that are formed 
for the purpose of obtaining advice and 
recommendations. 

(3) Those non-factual portions of 
evaluations by DON personnel of con-
tractors and their products. 

(4) Information of a speculative, ten-
tative, or evaluative nature or such 
matters as proposed plans to procure, 
lease or otherwise acquire and dispose 
of materials, real estate, facilities or 
functions, when such information 
would provide undue or unfair competi-
tive advantage to private personal in-
terests or would impede legitimate 
government functions. 

(5) Trade secret or other confidential 
research development, or commercial 
information owned by the Government, 
where premature release is likely to af-
fect the Government’s negotiating po-
sition or other commercial interest. 

(6) Those portions of official reports 
of inspection, reports of the Inspector 
Generals, audits, investigations, or sur-
veys pertaining to safety, security, or 
the internal management, administra-
tion, or operation of one or more DON 
activities, when these records have tra-
ditionally been treated by the courts as 
privileged against disclosure in litiga-
tion. 

(7) Planning, programming, and 
budgetary information that is involved 
in the defense planning and resource 
allocation process. 

(8) If any such intra- or inter-agency 
record or reasonably segregable portion 
of such record hypothetically would be 
made available routinely through the 
discovery process in the course of liti-
gation with the agency, then it should 
not be withheld under the FOIA. If, 
however, the information hypo-
thetically would not be released at all, 
or would only be released in a par-
ticular case during civil discovery 
where a party’s particularized showing 
of need might override a privilege, then 
the record may be withheld. Discovery 
is the formal process by which litigants 
obtain information from each other for 
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use in the litigation. Consult with legal 
counsel to determine whether exemp-
tion 5 material would be routinely 
made available through the discovery 
process. 

(9) Intra- or inter-agency memoranda 
or letters that are factual, or those 
reasonably segregable portions that are 
factual, are routinely made available 
through discovery, and shall be made 
available to a requester, unless the fac-
tual material is otherwise exempt from 
release, inextricably intertwined with 
the exempt information, so fragmented 
as to be uninformative, or so redundant 
of information already available to the 
requester as to provide no new sub-
stantive information. 

(10) A direction or order from a supe-
rior to a subordinate, though contained 
in an internal communication, gen-
erally cannot be withheld from a re-
quester if it constitutes policy guid-
ance or a decision, as distinguished 
from a discussion of preliminary mat-
ters or a request for information or ad-
vice that would compromise the deci-
sion-making process. 

(11) An internal communication con-
cerning a decision that subsequently 
has been made a matter of public 
record must be made available to a re-
quester when the rationale for the deci-
sion is expressly adopted or incor-
porated by reference in the record con-
taining the decision. 

(f) 5 U.S.C. 552(b)(6): Information in 
personnel and medical files, as well as 
similar personal information in other 
files, that, if disclosed to a requester, 
other than the person about whom the 
information is about, would result in a 
clearly unwarranted invasion of per-
sonal privacy. Release of information 
about an individual contained in a Pri-
vacy Act System of records that would 
constitute a clearly unwarranted inva-
sion of privacy is prohibited, and could 
subject the releaser to civil and crimi-
nal penalties. If the information quali-
fies as exemption (b)(6) information, 
there is no discretion in its release. Ex-
amples of other files containing per-
sonal information similar to that con-
tained in personnel and medical files 
include: 

(1) Those compiled to evaluate or ad-
judicate the suitability of candidates 
for civilian employment or member-

ship in the Armed Forces, and the eli-
gibility of individuals (civilian, mili-
tary, or contractor employees) for se-
curity clearances, or for access to par-
ticularly sensitive classified informa-
tion. 

(2) Files containing reports, records, 
and other material pertaining to per-
sonnel matters in which administrative 
action, including disciplinary action, 
may be taken. 

(3) Home addresses, including private 
e-mail addresses, are normally not re-
leasable without the consent of the in-
dividuals concerned. This includes lists 
of home addressees and military quar-
ters’ addressees without the occupant’s 
name. Additionally, the names and 
duty addresses (postal and/or e-mail) of 
DON/DoD military and civilian per-
sonnel who are assigned to units that 
are sensitive, routinely deployable, or 
stationed in foreign territories can 
constitute a clearly unwarranted inva-
sion of personal privacy. 

(4) Privacy interest. A privacy interest 
may exist in personal information even 
though the information has been dis-
closed at some place and time. If per-
sonal information is not freely avail-
able from sources other than the Fed-
eral Government, a privacy interest ex-
ists in its nondisclosure. The fact that 
the Federal Government expended 
funds to prepare, index and maintain 
records on personal information, and 
the fact that a requester invokes FOIA 
to obtain these records indicates the 
information is not freely available. 

(5) Names and duty addresses (postal 
and/or e-mail) published in telephone 
directories, organizational charts, ros-
ters and similar materials for per-
sonnel assigned to units that are sen-
sitive, routinely deployable, or sta-
tioned in foreign territories are 
withholdable under this exemption. 

(6) This exemption shall not be used 
in an attempt to protect the privacy of 
a deceased person, but it may be used 
to protect the privacy of the deceased 
person’s family if disclosure would re-
kindle grief, anguish, pain, embarrass-
ment, or even disruption of peace of 
mind of surviving family members. In 
such situations, balance the surviving 
family members’ privacy against the 
public’s right to know to determine if 
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disclosure is in the public interest. Ad-
ditionally, the deceased’s social secu-
rity number should be withheld since it 
is used by the next of kin to receive 
benefits. Disclosures may be made to 
the immediate next of kin as defined in 
DoD Directive 5154.24 of 28 October 1996 
(NOTAL). 

(7) A clearly unwarranted invasion of 
the privacy of third parties identified 
in a personnel, medical or similar 
record constitutes a basis for deleting 
those reasonably segregable portions of 
that record. When withholding third 
party personal information from the 
subject of the record and the record is 
contained in a Privacy Act system of 
records, consult with legal counsel. 

(8) This exemption also applies when 
the fact of the existence or nonexist-
ence of a responsive record would itself 
reveal personally private information, 
and the public interest in disclosure is 
not sufficient to outweigh the privacy 
interest. In this situation, DON activi-
ties shall neither confirm nor deny the 
existence or nonexistence of the record 
being requested. This is a Glomar re-
sponse, and exemption (b)(6) must be 
cited in the response. Additionally, in 
order to insure personal privacy is not 
violated during referrals, DON activi-
ties shall coordinate with other DON 
activities or Federal agencies before 
referring a record that is exempt under 
the Glomar concept. 

(i) A ‘‘refusal to confirm or deny’’ re-
sponse must be used consistently, not 
only when a record exists, but also 
when a record does not exist. Other-
wise, the pattern of using a ‘‘no 
records’’ response when a record does 
not exist and a ‘‘refusal to confirm or 
deny’’ when a record does exist will 
itself disclose personally private infor-
mation. 

(ii) Refusal to confirm or deny should 
not be used when the person whose per-
sonal privacy is in jeopardy has pro-
vided the requester a waiver of his or 
her privacy rights; the person initiated 
or directly participated in an inves-
tigation that led to the creation of an 
agency record seeks access to that 
record; or the person whose personal 
privacy is in jeopardy is deceased, the 
Agency is aware of that fact, and dis-
closure would not invade the privacy of 
the deceased’s family. 

(g) 5 U.S.C. 552(b)(7). Records or infor-
mation compiled for law enforcement 
purposes; i.e., civil, criminal, or mili-
tary law, including the implementation 
of Executive Orders or regulations 
issued under law. This exemption may 
be invoked to prevent disclosure of 
documents not originally created for, 
but later gathered for law enforcement 
purposes. With the exception of 
(b)(7)(C) and (b)(7)(F), this exemption is 
discretionary. This exemption applies, 
however, only to the extent that pro-
duction of such law enforcement 
records or information could result in 
the following: 

(1) 5 U.S.C. 552(b)(7)(A): Could reason-
ably be expected to interfere with en-
forcement proceedings. 

(2) 5 U.S.C. 552(b)(7)(B): Would de-
prive a person of the right to a fair 
trial or to an impartial adjudication. 

(3) 5 U.S.C. 552(b)(7)(C): Could reason-
ably be expected to constitute an un-
warranted invasion of personal privacy 
of a living person, including surviving 
family members of an individual iden-
tified in such a record. 

(i) This exemption also applies when 
the fact of the existence or nonexist-
ence of a responsive record would itself 
reveal personally private information, 
and the public interest in disclosure is 
not sufficient to outweigh the privacy 
interest. In this situation, Components 
shall neither confirm nor deny the ex-
istence or nonexistence of the record 
being requested. This is a Glomar re-
sponse, and exemption (b)(7)(C) must be 
cited in the response. Additionally, in 
order to insure personal privacy is not 
violated during referrals, DON activi-
ties shall coordinate with other DON/ 
DoD activities or Federal Agencies be-
fore referring a record that is exempt 
under the Glomar concept. A ‘‘refusal 
to confirm or deny’’ response must be 
used consistently, not only when a 
record exists, but also when a record 
does not exist. Otherwise, the pattern 
of using a ‘‘no records’’ response when 
a record does not exist and a ‘‘refusal 
to confirm or deny’’ when a record does 
exist will itself disclose personally pri-
vate information. 

(ii) Refusal to confirm or deny should 
not be used when the person whose per-
sonal privacy is in jeopardy has pro-
vided the requester with a waiver of his 
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or her privacy rights; or the person 
whose personal privacy is in jeopardy 
is deceased, and the activity is aware 
of that fact. 

(4) 5 U.S.C. 552(b)(7)(D): Could reason-
ably be expected to disclose the iden-
tity of a confidential source, including 
a source within the DON; a State, 
local, or foreign agency or authority; 
or any private institution that fur-
nishes the information on a confiden-
tial basis; and could disclose informa-
tion furnished from a confidential 
source and obtained by a criminal law 
enforcement authority in a criminal 
investigation or by an agency con-
ducting a lawful national security in-
telligence investigation. 

(5) 5 U.S.C. 552(b)(7)(E): Would dis-
close techniques and procedures for law 
enforcement investigations or prosecu-
tions, or would disclose guidelines for 
law enforcement investigations or 
prosecutions if such disclosure could 
reasonably be expected to risk cir-
cumvention of the law. 

(6) 5 U.S.C. 552(b)(7)(F): Could reason-
ably be expected to endanger the life or 
physical safety of any individual. 

(7) Some examples of exemption 7 
are: Statements of witnesses and other 
material developed during the course 
of the investigation and all materials 
prepared in connection with related 
Government litigation or adjudicative 
proceedings; the identity of firms or in-
dividuals being investigated for alleged 
irregularities involving contracting 
with the DoD when no indictment has 
been obtained nor any civil action filed 
against them by the United States; in-
formation obtained in confidence, ex-
pressed or implied, in the course of a 
criminal investigation by a criminal 
law enforcement agency or office with-
in a DON activity or a lawful national 
security intelligence investigation con-
ducted by an authorized agency or of-
fice within the DON; national security 
intelligence investigations include 
background security investigations and 
those investigations conducted for the 
purpose of obtaining affirmative or 
counterintelligence information. 

(8) The right of individual litigants 
to investigative records currently 
available by law (such as, the Jencks 
Act, 18 U.S.C. 3500), is not diminished. 

(9) Exclusions. Excluded from the ex-
emption in paragraph (g)(8) are the fol-
lowing two situations applicable to the 
DON: 

(i) Whenever a request is made that 
involves access to records or informa-
tion compiled for law enforcement pur-
poses, and the investigation or pro-
ceeding involves a possible violation of 
criminal law where there is reason to 
believe that the subject of the inves-
tigation or proceeding is unaware of its 
pendency, and the disclosure of the ex-
istence of the records could reasonably 
be expected to interfere with enforce-
ment proceedings, DON activities may, 
during only such times as that cir-
cumstance continues, treat the records 
or information as not subject to the 
FOIA. In such situation, the response 
to the requester will state that no 
records were found. 

(ii) Whenever informant records 
maintained by a criminal law enforce-
ment organization within a DON ac-
tivities under the informant’s name or 
personal identifier are requested by a 
third party using the informant’s name 
or personal identifier, the DON activity 
may treat the records as not subject to 
the FOIA, unless the informant’s sta-
tus as an informant has been officially 
confirmed. If it is determined that the 
records are not subject to 5 U.S.C. 
552(b)(7), the response to the requester 
will state that no records were found. 

(iii) DON activities considering in-
voking an exclusion should first con-
sult with the DOJ’s Office of Informa-
tion and Privacy. 

(h) 5 U.S.C. 552(b)(8): Those contained 
in or related to examination, operation 
or condition reports prepared by, on be-
half of, or for the use of any agency re-
sponsible for the regulation or super-
vision of financial institutions. 

(i) 5 U.S.C. 552(b)(9): Those containing 
geological and geophysical information 
and data (including maps) concerning 
wells. 
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Subpart E—Indexing, Public In-
spection, and Federal Reg-
ister Publication of Depart-
ment of the Navy Directives 
and Other Documents Affect-
ing the Public 

SOURCE: 65 FR 24635, Apr. 27, 2000, unless 
otherwise noted. 

§ 701.61 Purpose. 

This subpart implements 5 U.S.C. 
552(a) (1) and (2) and provisions of De-
partment of Defense Directive 5400.7 
May 13, 1988 (32 CFR part 286, 55 FR 
53104); Department of Defense Directive 
5400.9, December 23, 1974 (32 CFR part 
336, 40 FR 49111); and the Regulations of 
the Administrative Committee of the 
Federal Register (1 CFR chaps. I and II) 
by delineating responsibilities and pre-
scribing requirements, policies, cri-
teria, and procedures applicable to: 

(a) Publishing the following Depart-
ment of the Navy documents in the 
FEDERAL REGISTER: 

(1) Certain classes of regulatory, or-
ganizational policy, substantive, and 
procedural documents required to be 
published for the guidance of the pub-
lic; 

(2) Certain classes of proposed regu-
latory documents required to be pub-
lished for public comment prior to 
issuance; and 

(3) Certain public notices required by 
law or regulation to be published; 

(b) Making available, for public in-
spection and copying, certain classes of 
documents having precedential effect 
on decisions concerning members of 
the public; 

(c) Maintaining current indexes of 
documents having precedential effect 
on decisions concerning members of 
the public, and publishing such indexes 
or making them available by other 
means; 

(d) Receiving and considering peti-
tions of members of the public for the 
issuance, revision, or cancellation of 
regulatory documents of some classes; 
and 

(e) Distributing the FEDERAL REG-
ISTER for official use within the De-
partment of the Navy. 

§ 701.62 Scope and applicability. 
This subpart prescribes actions to be 

executed by, or at the direction of, 
Navy Department (as defined in 
§ 700.104c of this chapter) components 
and specified headquarters activities 
for apprising members of the public of 
Department of the Navy regulations, 
policies, substantive and procedural 
rules, and decisions which may affect 
them, and for enabling members of the 
public to participate in Department of 
the Navy rulemaking processes in mat-
ters of substantial and direct concern 
to the public. This subpart com-
plements subpart A, which implements 
Navy-wide requirements for furnishing 
documents to members of the public 
upon request. That a document may be 
published or indexed and made avail-
able for public inspection and copying 
under this instruction does not affect 
the possible requirement under subpart 
A for producing it for examination, or 
furnishing a copy, in response to a re-
quest made under that subpart. 

§ 701.63 Policy. 
In accordance with the spirit and in-

tent of 5 U.S.C. 552, the public has the 
right to maximum information con-
cerning the organization and functions 
of the Department of the Navy. This 
includes information on the policies 
and the substantive and procedural 
rules used by the Department of the 
Navy in its dealings with the public. In 
accordance with Department of De-
fense policy described in 32 CFR part 
336, 40 FR 4911, moreover, the public is 
encouraged to participate in Depart-
ment of the Navy rulemaking when the 
proposed rule would substantially and 
directly affect the public. 

§ 701.64 Publication of adopted regu-
latory documents for the guidance 
of the public. 

(a) Classes of documents to be pub-
lished. Subject to the provisions of 5 
U.S.C. 552(b) which exempt specified 
matters from requirements for release 
to the public [see subpart B of this 
part], the classes of Department of the 
Navy documents required to be pub-
lished on a current basis in the FED-
ERAL REGISTER are listed below. 

(1) Naval organization and points of 
contact—description of the central and 
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field organization of the Department of 
the Navy and the locations at which, 
the members or employees from whom, 
and the methods whereby, the public 
may obtain information, make submit-
tals or requests, or obtain decisions; 

(2) Methods and procedures for business 
with public—statements of the general 
course and methods by which Depart-
ment of the Navy functions affecting 
members of the public are channeled 
and determined, including the nature 
and requirements of all formal and in-
formal procedures available; 

(3) Procedural rules and forms—rules of 
procedure for functions affecting mem-
bers of the public, descriptions of forms 
available or the places at which forms 
may be obtained, and instructions as to 
the scope and contents of all papers, re-
ports, or examinations required to be 
submitted under such rules of proce-
dures; and 

(4) Substantive rules and policies—sub-
stantive rules of general applicability 
adopted as authorized by law, and 
statements of general policy or inter-
pretations of general applicability for-
mulated and adopted by the Depart-
ment of the Navy. Such rules are com-
monly contained in directives, manu-
als, and memorandums. 

(i) ‘‘General applicability’’ defined. The 
definition prescribed in 1 CFR 1.1 per-
tains to the classes of documents con-
templated in § 701.64(b) (4). 

(ii) Internal personnel rules and inter-
nal practices. In addition to other ex-
emptions listed in 5 U.S.C. 552(b) and 
subpart B of this part, particular at-
tention is directed to the exemption 
pertaining to internal personnel rules 
and internal practices. 

(iii) Local regulations. It is unneces-
sary to publish in the FEDERAL REG-
ISTER a regulation which is essentially 
local in scope or application, such as a 
directive issued by a base commander 
in the implementation of his responsi-
bility and authority under subpart G of 
part 700 of this title for guarding the 
security of the installation or control-
ling the access and conduct of visitors 
or tradesmen. However, such publica-
tion may be authorized under extraor-
dinary circumstances, as determined 
by the Chief of Naval Operations or the 
Commandant of the Marine Corps, as 

appropriate, with the concurrence of 
the Judge Advocate General. 

(iv) Incorporation by reference. With 
the approval of the Director of the Fed-
eral Register given in the limited in-
stances authorized in 1 CFR part 51 and 
32 CFR 336.5(c), the requirement for 
publication in the FEDERAL REGISTER 
may be satisfied by reference in the 
FEDERAL REGISTER to other publica-
tions containing the information which 
must otherwise be published in the 
FEDERAL REGISTER. In general, matters 
eligible for incorporation by reference 
are restricted to materials in the na-
ture of published data, criteria, stand-
ards, specifications, techniques, illus-
trations, or other published informa-
tion which are reasonably available to 
members of the class affected. 

(b) Public inspection. When feasible, 
Department of the Navy and Depart-
ment of Defense documents published 
in the FEDERAL REGISTER should be 
made available for inspection and 
copying, along with available indexes 
of such documents, in the same loca-
tions used for copying of the docu-
ments contemplated in § 701.65. 

§ 701.65 Availability, public inspection, 
and indexing of other documents af-
fecting the public. 

(a) Discussion. Section 552(a) of title 
5, United States Code, requires the De-
partment of the Navy to make avail-
able for public inspection and copying 
documents which have precedential 
significance on those Department of 
the Navy decisions which affect the 
public. These documents must be kept 
readily available for public inspection 
and copying at designated locations, 
unless they are promptly published and 
copies are offered for sale. Addition-
ally, documents issued after July 4, 
1967, are required to be indexed on a 
current basis. These indexes, or supple-
ments thereto, must be published at 
least quarterly in accordance with the 
provisions of this paragraph. In deter-
mining whether a particular document 
is subject to the requirements of this 
paragraph, consideration should be 
given to the statutory purposes and 
legal effect of the provisions. 

(1) Statutory purposes. In general, the 
purpose of the requirement to provide 
members of the public with essential 
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information is to enable them to deal 
effectively and knowledgeably with 
Federal agencies; to apprise members 
of the public of the existence and con-
tents of documents which have poten-
tial legal consequences as precedents 
in administrative determinations 
which may affect them; and to permit 
public examination of the basis for ad-
ministrative actions which affect the 
public. 

(2) Legal effect. If a document is re-
quired to be indexed and made avail-
able under this paragraph, it may not 
be used or asserted as a precedent 
against a member of the public unless 
it was indexed and made available, or 
unless the person against whom it is 
asserted had actual and timely notice 
of its contents. 

(b) Classes of documents affected. (1) 
Subject to the provisions of 5 U.S.C. 
552(b) which exempt specified matters 
from the requirements of public disclo-
sure, the following classes of Depart-
ment of the Navy documents are in-
cluded in the requirements of this 
paragraph: 

(i) Final adjudicative opinions and or-
ders—opinions (including concurring 
and dissenting opinions) which are 
issued as part of the final disposition of 
adjudication proceedings (as defined in 
5 U.S.C. 551) and which may have prece-
dential effect in the disposition of 
other cases affecting members of the 
public; 

(ii) Policy statements and interpreta-
tions—statements of policy and inter-
pretations of less than general applica-
bility (i.e., applicable only to specific 
cases; organizations, or persons), which 
are not required to be published in the 
FEDERAL REGISTER, but which may 
have precedential effect in the disposi-
tion of other cases affecting members 
of the public; 

(iii) Manuals and instructions—admin-
istrative staff manuals, directives, and 
instructions to staff, or portions there-
of, which establish Department of the 
Navy policy or interpretations of pol-
icy that serve as a basis for deter-
mining the rights of members of the 
public with regard to Department of 
the Navy functions. In general, manu-
als and instructions relating only to 
Internal management aspects of prop-
erty or fiscal accounting, personnel ad-

ministration, and most other ‘‘propri-
etary’’ functions of the department are 
not within the scope of this provision. 
This provision also does not apply to 
instructions for employees on methods, 
techniques, and tactics to be used in 
performing their duties; for example: 

(A) Instructions or manuals issued 
for audit, investigation, and inspection 
purposes; 

(B) Those which prescribe oper-
ational tactics; standards of perform-
ance; criteria for defense, prosecution, 
or settlement of cases; or negotiating 
or bargaining techniques, limitations, 
or positions; and 

(C) Operations and maintenance 
manuals and technical information 
concerning munitions, equipment, and 
systems, and foreign intelligence oper-
ations. 

(2) In determining whether a docu-
ment has precedential effect, the pri-
mary test is whether it is intended as 
guidance to be followed either in deci-
sions or evaluations by the issuing 
authority’s subordinates, or by the 
issuing authority itself in the adjudica-
tion or determination of future cases 
involving similar facts or issues. The 
kinds of orders or opinions which clear-
ly have precedential effect are those 
that are intended to operate both as 
final dispositions of the questions in-
volved in the individual cases pre-
sented, and as rules of decision to be 
followed by the issuing authority or its 
subordinates in future cases involving 
similar questions. By contrast, many 
adjudicative orders and opinions issued 
within the Department of the Navy op-
erate only as case-by-case applications 
of policies or interpretations estab-
lished in provisions of manuals or di-
rectives and are not themselves used, 
cited, or relied on as rules of decision 
in future cases. In these instances, the 
underlying manual or directive provi-
sions obviously would have preceden-
tial effect, but the orders and opinions 
themselves would not have. A rec-
ommendation by an official who is not 
authorized to adjudicate, or to issue a 
binding statement of policy or inter-
pretation in a particular matter would 
not have precedential effect though an 
order, opinion, statement of policy, or 
interpretation issued by an authorized 
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official pursuant to such recommenda-
tion might have that effect. 

(c) Deletion of identifying details. (1) 
Although the exemptions from public 
disclosure described in 5 U.S.C. 552 and 
subpart B of this part are applicable to 
documents which are required to be in-
dexed and made available for public in-
spection and copying under this para-
graph, there is no general requirement 
that any segregable portions of par-
tially exempt documents be so indexed 
and made available for public inspec-
tion and copying. As a general rule, a 
record may therefore be held exempt in 
its entirety from the requirements of 
this paragraph if it is determined that 
it contains exempt matter and that it 
is reasonably foreseeable that disclo-
sure would be harmful to an interest 
protected by that exemption. An excep-
tion to this general rule does exist with 
regard to a record which would be ex-
empt only because it contains informa-
tion which, if disclosed, would result in 
a clearly unwarranted invasion of pri-
vacy. 

(2) Where necessary to prevent a 
clearly unwarranted invasion of a per-
son’s privacy, identifying details 
should be deleted from a record which 
is required to be indexed and made 
available for public inspection and 
copying under this paragraph. In every 
such case, the justification for the de-
letion must be fully stated in writing 
in a manner which avoids creating in-
ferences that could be injurious to the 
person whose privacy is involved. Usual 
reasons for deletion of identifying de-
tails include the protection of privacy 
in a person’s business affairs, medical 
matters, or private family matters; hu-
manitarian considerations; and avoid-
ance of embarrassment to a person. 

(d) Publication of indexes—(1) Form of 
indexes. Each index should be arranged 
topically or by descriptive words, so 
that members of the public may be able 
to locate the pertinent documents by 
subject, rather than by case name or 
by a numbering system. 

(2) Time of publication. Each compo-
nent having cognizance of records re-
quired under this paragraph to be in-
dexed shall compile and maintain an 
index of such records on a continually 
current basis. Each such index was re-
quired to initially be published by July 

1, 1975. An updated version of each such 
index, or a current supplement thereto, 
shall be published by an authorized 
method at least annually thereafter. 

(3) Methods of publication. The meth-
ods authorized for publication of the 
indexes contemplated in this paragraph 
are: 

(i) Publication in the FEDERAL REG-
ISTER; 

(ii) Commercial publication, provided 
that such commercial publication is 
readily available to members of the 
public, or will be made available upon 
request, and payment of costs (if this 
method is utilized, information on the 
cost of copies and the address from 
which they may be obtained shall be 
published in the FEDERAL REGISTER); or 

(iii) Furnishing internally repro-
duced copies upon request, at cost not 
to exceed the direct cost of duplication 
in accordance with subpart D of this 
part, provided that it is determined by 
an order published in the FEDERAL 
REGISTER, that the publication of the 
index by methods § 701.65(d) (3) (i) or (ii) 
would be unnecessary or impracticable. 
Such order shall state the cost of cop-
ies and the address from which they 
may be obtained. The Chief of Naval 
Operations (N09B30) is authorized to 
issue such an order in a proper case. 

(4) Public inspection of indexes. In ad-
dition to publication by one of the fore-
going methods, each index will be made 
available for public inspection and 
copying in accordance with § 701.65(e) 
at the locations where Department of 
the Navy records are available for pub-
lic inspection. 

(e) Where records may be inspected. Lo-
cations and times at which Department 
of the Navy records, and indexes there-
of, are available for public inspection 
and copying are shown in § 701.32. 

(f) Cost. Fees for copying services, if 
any, furnished at locations shown in 
§ 701.32 shall be determined in accord-
ance with subpart D of this part. 

(g) Records of the United States Navy- 
Marine Corps Court of Military Review. 
The United States Navy-Marine Corps 
Court of Military Review is deemed to 
be ‘‘a court of the United States’’ with-
in the meaning of 5 U.S.C. 551 and is 
therefore excluded from the require-
ments of 5 U.S.C. 552. Nevertheless, un-
published decisions of the United 
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States Navy-Marine Corps Court of 
Military Review, although not indexed, 
are available for public inspection at 
the location shown in § 701.32(c). 

§ 701.66 Publication of proposed regu-
lations for public comment. 

(a) Discussion. The requirements of 
this section are not imposed by stat-
ute, but are the implementation of 
policies and procedures created admin-
istratively in 32 CFR part 336. In effect, 
the pertinent provisions of 32 CFR part 
336 establish, within the Department of 
Defense and its components, proce-
dures that are analogous to the public 
rulemaking procedures applicable to 
some functions of other Federal agen-
cies under 5 U.S.C. 553. While the ad-
ministrative policy of encouraging the 
maximum practicable public participa-
tion in the Department of the Navy 
rulemaking shall be diligently fol-
lowed, determinations by the Depart-
ment of the Navy as to whether a pro-
posed regulatory requirement origi-
nated by it comes within the purview 
of this paragraph and the cor-
responding provisions of 32 CFR part 
336, and as to whether inviting public 
comment is warranted, shall be conclu-
sive and final. 

(b) Classes of documents affected. Each 
proposed regulation or other document 
of a class described in § 701.64(a) (or a 
proposed revision of an adopted docu-
ment of any of those classes) which 
would ‘‘originate’’ within the Depart-
ment of the Navy a requirement of gen-
eral applicability and future effect for 
implementing, interpreting, or pre-
scribing law or policy, or practice and 
procedure requirements constituting 
authority for prospective actions hav-
ing substantial and direct impact on 
the public, or a significant portion of 
the public, must be evaluated to deter-
mine whether inviting public comment 
prior to issuance is warranted. Docu-
ments that merely implement regula-
tions previously issued by higher naval 
authorities or by the Department of 
Defense will not be deemed to ‘‘origi-
nate’’ requirements within the purview 
of this section. If a proposed document 
is within the purview of this section, 
publication to invite public comment 
will be warranted unless, upon evalua-
tion, it is affirmatively determined 

both that a significant and legitimate 
interest of the Department of the Navy 
or the public will be served by omitting 
such publication for public comment, 
and that the document is subject to 
one or more of the following excep-
tions: 

(1) It pertains to a military or foreign 
affairs function of the United States 
which has been determined under the 
criteria of an Executive Order or stat-
ute to require a security classification 
in the interests of national defense or 
foreign policy; 

(2) It relates to naval management, 
naval military or civilian personnel, or 
public contracts (e.g. Navy Procure-
ment Directives), including non-
appropriated fund contracts; 

(3) It involves interpretative rules, 
general statements of policy, or rules 
of agency organization, procedure, or 
practice; or 

(4) It is determined with regard to 
the document, for good cause, that in-
viting the pubic comment is impracti-
cable, unnecessary, or contrary to the 
public interest. 

(c) Procedures—(1) Normal case. Unless 
the official having cognizance of a pro-
posed regulatory document determines 
under the criteria of § 701.66(b) that in-
viting public comment is not war-
ranted, he or she shall cause it to be 
published in the FEDERAL REGISTER 
with an invitation for the public to 
submit comments in the form of writ-
ten data, views, or arguments during a 
specified period of not less than 30 days 
following the date of publication. An 
opportunity for oral presentation nor-
mally will not be provided, but may be 
provided at the sole discretion of the 
official having cognizance of the pro-
posed directive if he or she deems it to 
be in the best interest of the Depart-
ment of the Navy or the public to do 
so. After careful consideration of all 
relevant matters presented within the 
period specified for public comment, 
the proposed document may be issued 
in final form. After issuance, the 
adopted document, and a preamble ex-
plaining the relationship of the adopt-
ed document to the proposed and the 
nature and effect of public comments, 
shall be published in the FEDERAL REG-
ISTER for guidance of the public. 
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(2) Where public comment is not war-
ranted. The official having cognizance 
of a proposed document within the pur-
view of this paragraph shall, if he or 
she determines that inviting public 
comment concerning the document is 
not warranted under the criteria of 
§ 701.66(b), incorporate that determina-
tion, and the basis therefor, in the doc-
ument when it is issued or submitted 
to a higher authority for issuance. 
After issuance, such document shall be 
published in the FEDERAL REGISTER for 
the guidance of the public, if required 
under § 701.64(b). 

§ 701.67 Petitions for issuance, revi-
sion, or cancellation of regulations 
affecting the public. 

In accordance with the provisions of 
32 CFR part 336, the Department of the 
Navy shall accord any interested per-
son the right to petition in writing, for 
the issuance, revision, or cancellation 
of regulatory document that origi-
nates, or would originate, for the De-
partment of the Navy, a policy, re-
quirement, or procedure which is, or 
would be, within the purview of § 701.66. 
The official having cognizance of the 
particular regulatory document in-
volved, or having cognizance of the 
subject matter of a proposed document, 
shall give full and prompt consider-
ation to any such petition. Such offi-
cial may, at his or her absolute discre-
tion, grant the petitioner an oppor-
tunity to appear, at his or her own ex-
pense, for the purpose of supporting the 
petition, if this is deemed to be com-
patible with orderly conduct of public 
business. The petitioner shall be ad-
vised in writing of the disposition, and 
the reasons for the disposition, of any 
petition within the purview of this sec-
tion. 

Subpart F—DON Privacy Program 

SOURCE: 71 FR 27536, May 11, 2006, unless 
otherwise noted. 

§ 701.100 Purpose. 
Subparts F and G of this part imple-

ment the Privacy Act (5 U.S.C. 552a), 
and the DOD Directives 5400.11 and 
5400.11–R series, DOD Privacy Program 
(see 32 CFR part 310) and provides DON 
policies and procedures to ensure that 

all DON military members and civilian/ 
contractor employees are made fully 
aware of their rights and responsibil-
ities under the provisions of the Pri-
vacy Act (PA); to balance the Govern-
ment’s need to maintain information 
with the obligation to protect individ-
uals against unwarranted invasions of 
their privacy stemming from the 
DON’s collection, maintenance, use, 
and disclosure of Protected Personal 
Information (PPI); and to require pri-
vacy management practices and proce-
dures be employed to evaluate privacy 
risks in publicly accessible DON Web 
sites and unclassified non-national se-
curity information systems. 

(a) Scope. Governs the collection, 
safeguarding, maintenance, use, access, 
amendment, and dissemination of PPI 
kept by DON in PA systems of records. 

(b) Guidance. Provides guidance on 
how to respond to individuals who seek 
access to information in a PA system 
of records that is retrieved by their 
name and/or personal identifier. 

(c) Verify identity. Establishes ways 
to verify the identity of individuals 
who request their records before the 
records are made available to them. 

(d) Online resources. Directs the pub-
lic to the Navy’s PA Online Web site at 
http://www.privacy.navy.mil that defines 
the DON’s PA Program, lists all Navy, 
Marine Corps, and Government-wide 
systems of records and provides guid-
ance on how to gain access to those 
records. 

(e) Rules of conduct. Governs the PA 
rules of conduct for personnel, who will 
be subject to either civil or criminal 
penalties for noncompliance with 5 
U.S.C. 552a. 

(f) Privacy impact assessment (PIA) re-
quirements. Establishes requirements 
for conducting, reviewing, approving, 
and publishing PIAs. 

§ 701.101 Privacy program terms and 
definitions. 

(a) Access. Review or copying a record 
or parts thereof contained in a system 
of records by any individual. 

(b) Agency. For the purposes of dis-
closing records subject to the PA be-
tween or among DOD components, DOD 
is considered a single agency. For all 
other purposes, DON is considered an 
agency within the meaning of PA. 
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(c) Disclosure. The transfer of any 
personal information from a system of 
records by any means of communica-
tion (such as oral, written, electronic, 
mechanical, or actual review), to any 
person, private entity, or Government 
agency, other than the subject of the 
record, the subject’s designated agent 
or the subject’s legal guardian. 

(d) Federal personnel. Officers and em-
ployees of the U.S. Government, mem-
bers of the uniformed services (includ-
ing members of the reserve), individ-
uals or survivors thereof, entitled to 
receive immediate or deferred retire-
ment benefits under any retirement 
program of the U.S. Government (in-
cluding survivor benefits). 

(e) Individual. A living citizen of the 
U.S. or an alien lawfully admitted to 
the U.S. for permanent residence. The 
custodial parent of a minor or the legal 
guardian of any individual also may 
act on behalf of an individual. Members 
of the United States Armed Forces are 
‘‘individuals.’’ Corporations, partner-
ships, sole proprietorships, professional 
groups, businesses, whether incor-
porated or unincorporated, and other 
commercial entities are not ‘‘individ-
uals.’’ 

(f) Individual access. Access to infor-
mation pertaining to the individual by 
the individual or his/her designated 
agent or legal guardian. 

(g) Information in identifiable form 
(IIF). Information in an Information 
Technology (IT) system or online col-
lection that directly identifies an indi-
vidual (e.g., name, address, social secu-
rity number or other identifying code, 
telephone number, e-mail address, etc.) 
or by an agency intends to identify spe-
cific individuals in conjunction with 
other data elements (i.e., indirect iden-
tification that may include a combina-
tion of gender, race, birth date, geo-
graphic indicator, and other 
descriptors). 

(h) Information system. A discrete set 
of information resources organized for 
the collection, processing, mainte-
nance, transmission, and dissemination 
of information. 

(i) Maintain. Includes maintain, col-
lect, use, or disseminate. 

(j) Member of the public. Any indi-
vidual or party acting in a private ca-
pacity. 

(k) Minor. Under this subpart, a 
minor is an individual under 18 years of 
age, who is not a member of the U.S. 
Navy or Marine Corps, or married. 

(l) Official use. Within the context of 
this subpart, this term is used when 
DON officials and employees have a 
demonstrated need for the use of any 
record or the information contained 
therein in the performance of their of-
ficial duties. 

(m) Personal information. Information 
about an individual that identifies, re-
lates, or is unique to, or describes him 
or her (e.g., Social Security Number 
(SSN), age, military rank, civilian 
grade, marital status, race, salary, 
home/office phone numbers, etc.). 

(n) Privacy Act (PA) request. A request 
from an individual for notification as 
to the existence of, access to, or 
amendment of records pertaining to 
that individual. These records must be 
maintained in a system of records. 

(o) Privacy Impact Assessment (PIA). 
An ongoing assessment to evaluate 
adequate practices in balancing pri-
vacy concerns with the security needs 
of an organization. The process is de-
signed to guide owners and developers 
of information systems in assessing 
privacy through the early stages of de-
velopment. The process consists of pri-
vacy training, gathering data from a 
project on privacy issues, identifying 
and resolving the privacy risks, and ap-
proval by a designated privacy rep-
resentative. 

(p) Protected personal information 
(PPI). Any information or characteris-
tics that may be used to distinguish or 
trace an individual’s identity, such as 
their name, SSN, or biometric records. 

(q) Record. Any item, collection, or 
grouping of information, whatever the 
storage media (e.g., paper, electronic, 
etc), about an individual that is main-
tained by a DON activity including, 
but not limited to, the individual’s 
education, financial transactions, and 
medical, criminal, or employment his-
tory, and that contains the individual’s 
name or other identifying particulars 
assigned to the individual, such as a 
finger or voice print or a photograph. 

(r) Review authority. An official 
charged with the responsibility to rule 
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on administrative appeals of initial de-
nials of requests for notification, ac-
cess, or amendment of records. 
SECNAV has delegated review author-
ity to the Assistant Secretary of the 
Navy (Manpower & Reserve Affairs) 
(ASN(M&RA)), General Counsel of the 
DON (GC), and the Judge Advocate 
General of the Navy (JAG). Addition-
ally, the Office of Personnel Manage-
ment (OPM) is the review authority for 
civilian official personnel folders or 
records contained in any other OPM 
record. 

(s) ‘‘Routine use’’ disclosure. A disclo-
sure of a record made outside DOD for 
a purpose that is compatible with the 
purpose for which the record was col-
lected and maintained by DOD. The 
‘‘routine use’’ must have been included 
in the notice for the system of records 
published in the FEDERAL REGISTER. 

(t) Statistical record. A record main-
tained only for statistical research, or 
reporting purposes, and not used in 
whole or in part in making any deter-
mination about a specific individual. 

(u) System manager. An official who 
has overall responsibility for a system 
of records. He/she may serve at any 
level in DON. Systems managers are 
indicated in the published record sys-
tems notices. If more than one official 
is indicated as a system manager, ini-
tial responsibility resides with the 
manager at the appropriate level (i.e., 
for local records, at the local activity). 

(v) System of records. A group of 
records under the control of a DON ac-
tivity from which information is re-
trieved by the individual’s name or by 
some identifying number, symbol, or 
other identifying particular assigned to 
the individual. System notices for all 
PA systems of records must be pub-
lished in the FEDERAL REGISTER and 
are also available for viewing or 
downloading from the Navy’s Privacy 
Act Online Web site at http:// 
www.privacy.navy.mil. 

(w) Web site. A collection of informa-
tion organized into a number of Web 
documents related to a common sub-
ject or set of subjects, including the 
‘‘home page’’ and the linked subordi-
nate information. 

(x) Working day. All days excluding 
Saturday, Sunday, and legal holidays. 

§ 701.102 Online resources. 
(a) Navy PA online Web site (http:// 

www.privacy.navy.mil). This Web site 
supplements this subpart and subpart 
G. It provides a detailed understanding 
of the DON’s PA Program. It contains 
information on Navy and Marine Corps 
systems of records notices; Govern-
ment-wide systems of records notices 
that can be used by DON personnel; and 
identifies Navy and Marine Corps ex-
empt systems of records notices. It in-
cludes: PA policy documents; sample 
training materials; DOD ‘‘Blanket Rou-
tine Uses;’’ a checklist for conducting 
staff assistance visits; a copy of PA 
statute; guidance on how to establish, 
delete, alter, or amend PA systems of 
records notices; and provides updates 
on the DON’s PA Program. 

(b) DON Chief Information Officer 
(DON CIO) Web site (http:// 
www.doncio.navy.mil). This Web site 
provides detailed guidance on PIAs. 

(c) DOD’s PA Web site (http:// 
www.defenselink.mil/privacy). This Web 
site is an excellent resource that con-
tains a listing of all DOD and its com-
ponents’ PA systems of records notices, 
DOD PA directive and regulation, OMB 
Circulars, Defense Privacy Decision 
Memoranda, etc. 

(d) DON Freedom of Information Act 
(FOIA) Web site (http:// 
www.foia.navy.mil). This Web site dis-
cusses the interface between PA and 
FOIA and provides detailed guidance 
on the DON’s FOIA Program. 

§ 701.103 Applicability. 
(a) DON activities. Applies to all DON 

activities that collect, maintain, or 
disseminate PPI. Applies to DON ac-
tivities and to contractors, vendors, 
and other entities that develop, pro-
cure, or use Information Technology 
(IT) systems under contract to DOD/ 
DON, to collect, maintain, or dissemi-
nate IIF from or about members of the 
public. 

(b) Combatant commands. Applies to 
the U.S. Joint Forces Command 
(USJFCOM) and U.S. Pacific Command 
(USPACOM), except for U.S. Forces 
Korea as prescribed by DOD Directive 
5100.3. 

(c) U.S. citizens and legally admitted 
aliens. Applies to living citizens of the 
U.S. or aliens lawfully admitted for 
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permanent legal residence. Requests 
for access to information in a PA sys-
tem of records made by individuals who 
are not U.S. citizens or permanent resi-
dents will be processed under the provi-
sions of the FOIA. 

(d) Federal contractors. Applies to 
Federal contractors by contract or 
other legally binding action, whenever 
a DON contract provides for the oper-
ation, maintenance, or use of records 
contained in a PA system of records to 
accomplish a DON function. 

(1) When a DON activity contracts 
for the operation or maintenance of a 
system of records or a portion of a sys-
tem of records by a contractor, the 
record system or the portion of the 
record system affected are considered 
to be maintained by the DON activity 
and are subject to this subpart and sub-
part G of this part. 

(2) The contractor and its employees 
are considered employees of the DON 
activity for purposes of the sanction 
provisions of the PA during the per-
formance of the contract. 

(3) The Defense Acquisition Regu-
latory (DAR) Council, which oversees 
the implementation of the Federal Ac-
quisition Regulations (FAR) within 
DOD, is responsible for developing the 
specific policies and procedures for so-
liciting, awarding, and administering 
contracts that are subject to this sub-
part and 5 U.S.C. 552a. 

(4) Consistent with the FAR regula-
tions, contracts for the operation of a 
system of records shall identify specifi-
cally the record system and the work 
to be performed, and shall include in 
the solicitation and resulting contract 
the terms as prescribed by the FAR 
(see http://www.privacy.navy.mil (Admin 
Tools)). 

(5) DON activities must furnish PA 
Program guidance to their personnel 
who solicit and award or administer 
Government contracts; inform prospec-
tive contractors of their responsibil-
ities regarding the DON PA Program; 
and establish an internal system of 
contractor performance review to en-
sure compliance with the DON Privacy 
Program. 

(6) This instruction does not apply to 
records of a contractor that are: 

(i) Established and maintained solely 
to assist the contractor in making in-

ternal contractor management deci-
sions, such as records maintained by 
the contractor for use in managing the 
contract; 

(ii) Maintained as internal contractor 
employee records, even when used in 
conjunction with providing goods or 
services to a DON activity; 

(iii) Maintained as training records 
by an educational organization con-
tracted by a DON activity to provide 
training when the records of the con-
tract students are similar to and com-
mingled with training records of other 
students, such as admission forms, 
transcripts, and academic counseling 
and similar records; 

(iv) Maintained by a consumer re-
porting agency to which records have 
been disclosed under 31 U.S.C. 3711; or 

(7) DON activities shall establish con-
tract surveillance programs to ensure 
contractors comply with the proce-
dures established by the DAR Council. 

(8) Disclosing records to a contractor 
for use in performing a contract let by 
a DON activity is considered a disclo-
sure within DON (i.e., based on an offi-
cial need to know). The contractor is 
considered the agent of DON when re-
ceiving and maintaining the records for 
that activity. 

(e) Precedence. In case of a conflict, 
this subpart and subpart G takes prece-
dence over any DON directive that 
deals with the personal privacy and 
rights of individuals regarding their 
personal records, except for disclosure 
of PPI required by 5 U.S.C. 552 and im-
plemented by Secretary of the Navy 
(SECNAVINST) 5720.42F. 

§ 701.104 Responsibility and authority. 

(a) Delegation. The Chief of Naval Op-
erations (CNO) for administering and 
supervising the execution of 5 U.S.C. 
552a, DOD Directive 5400.11 and DOD 
Regulation 5400.11–R. The Director, 
Navy Staff (DNS) will administer this 
program through the Head, DON PA/ 
FOIA Policy Branch (DNS–36) who will 
serve as the Principal PA Program 
Manager for the DON. 

(b) CNO (DNS–36). (1) Develops and 
implements DON policy on the provi-
sions of the PA; serves as principal ad-
visor on all DON PA matters; oversees 
the administration of the DON’s PA 
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program; reviews and resolves PA com-
plaints; maintains the DON’s PA On-
line Web site; develops a Navy-wide PA 
training program and serves as train-
ing oversight manager; establishes, 
maintains, deletes, and approves Navy 
and joint Navy/Marine Corps PA sys-
tems of records notices; compiles re-
ports that address the DON’s PA Pro-
gram to DOD and/or the Office of Man-
agement and Budget (OMB); conducts 
PA reviews as defined in OMB Circular 
A–130; publishes exempt systems of 
records in the CFR; and conducts staff 
assistance visits/program evaluations 
within DON to review compliance with 
5 U.S.C. 552a, this subpart and subpart 
G of this part. 

(2) Serves as PA Coordinator for the 
Secretary of the Navy (SECNAV), Of-
fice of the CNO (OPNAV) and the Naval 
Historical Center (NHC). 

(3) Represents SECNAV on the De-
fense Privacy Board (DPO). Per DOD 
Directive 5400.11, the Board has over-
sight responsibility for implementa-
tion of the DOD Privacy Program. 

(4) Represents SECNAV on the De-
fense Data Integrity Board. Per DOD 
Directive 5400.11, the Board has over-
sight responsibility for reviewing and 
approving all computer matching 
agreements between the DOD and other 
Federal, State, or local government 
agencies, as well as memoranda of un-
derstanding when the match is internal 
to DOD, to ensure that appropriate 
procedural and due process require-
ments have been established before en-
gaging in computer matching activi-
ties. 

(5) Provides input to the DPO on 
OMB’s Federal Information Security 
Management Act (FISMA) Report. 

(6) Coordinates on all PIAs prior to 
the PIA being submitted to DON CIO 
for review and final approval. Makes a 
determination as to whether the new 
IT system constitutes a PA system of 
records. If it does, determines whether 
an existing system covers the collec-
tion or whether a new systems notice 
will have to be written and approved. 
As necessary, assists the DON activity 
in creating and getting a new PA sys-
tem of records notice approved. 

(7) Oversees the administration of 
OPNAV’s PA program. 

(8) Chairs the DON PA Oversight 
Working Group. 

(c) Commandant of the Marine Corps 
(CMC). (1) Administers and supervises 
the execution of this instruction with-
in the Marine Corps and maintains and 
approves Marine Corps PA systems of 
records notices. The Commandant has 
designated CMC (ARSF) as the PA 
manager for the U.S. Marine Corps. 

(2) Oversees the administration of the 
Marine Corps’ PA program; reviews and 
resolves PA complaints; develops a Ma-
rine Corps privacy education, training, 
and awareness program; reviews and 
validates PIAs for Marine Corps infor-
mation systems and submits the vali-
dation to CNO (DNS–36); establishes, 
maintains, deletes, and approves Ma-
rine Corps PA systems of records no-
tices; and conducts staff assistance vis-
its/program evaluations within the Ma-
rine Corps to review compliance with 5 
U.S.C. 552a, this subpart and subpart G 
of this part. 

(3) Serves as the PA Coordinator for 
all Headquarters, U.S. Marine Corps 
components, except for Marine Corps 
Systems Command and the Marine 
Corps Combat Development Command. 

(4) Provides input to CNO (DNS–36) 
for inclusion FISMA Report. 

(5) Serves on the DON PA Oversight 
Working Group. 

(6) Coordinates on all PIAs prior to 
the PIA being submitted to DON CIO 
for review and final approval, making a 
determination as to whether the new 
IT system constitutes a PA system of 
records. If it does, determines whether 
an existing system covers the collec-
tion or whether a new systems notice 
will have to be written and approved. 
As necessary, assists the DON activity 
in creating and getting a new PA sys-
tem of records notice approved. 

(d) DON CIO. (1) Integrates protec-
tion of PPI into the overall DON major 
information system life cycle manage-
ment process as defined in the E-Gov-
ernment Act of 2002 (Pub. L. 107–347). 

(2) Provides guidance for effective as-
sessment and utilization of privacy-re-
lated technologies. 

(3) Provides guidance to DON offi-
cials on the conduct of PIAs (see their 
Web site at http://www.doncio.navy.mil) 
and oversees DON PIA policy and pro-
cedures to ensure PIAs are conducted 
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commensurate with the information 
system being assessed, the sensitivity 
of IIF in that system, and the risk of 
harm for unauthorized release of that 
information. Also, DON CIO reserves 
the right to request that a PIA be com-
pleted on any system that may have 
privacy risks. 

(4) Reviews and approves all PIAs for 
the DON and submits the approved 
PIAs to DOD and OMB according to 
Federal and DOD guidance. 

(5) Serves as the focal point in estab-
lishing and validating DON informa-
tion systems privacy requirements and 
coordinating issues with other DOD 
Military Departments and Federal 
Agencies. 

(6) Develops and coordinates privacy 
policy, procedures, education, training, 
and awareness practices regarding DON 
information systems. 

(7) Compiles and prepares responses 
to either DOD or OMB regarding PIA 
issues. 

(8) Develops and coordinates DON 
web privacy policy, education, training 
and an awareness program in accord-
ance with DON Web privacy require-
ments including annual Web site pri-
vacy posting training with CNO (DNS– 
36). 

(9) Provides guidance toward effec-
tive research and development of pri-
vacy-related technologies. 

(10) Serves as the focal point in es-
tablishing and validating DON Web pri-
vacy requirements and coordinating 
issues with DOD, other Military De-
partments, and other Federal agencies. 

(11) Provides guidance on the use of 
encryption software to protect privacy 
sensitive information. 

(12) Implements DON IT privacy re-
quirements and coordinates IT infor-
mation system requirements that cross 
service boundaries with the Joint 
Staff. 

(13) Provides recommended changes 
to CNO (DNS–36) on policy guidance set 
forth in this instruction regarding IT 
privacy policy and procedures that in-
cludes requirements/guidance for con-
ducting PIAs. 

(14) Provides input to CNO (DNS–36) 
for inclusion in the FISMA Report. 

(15) Serves on the DON PA Oversight 
Working Group. 

(e) The Chief of Information (CHINFO) 
and U.S. Marine Corps Director of Public 
Affairs (DIRPA). CHINFO and DIRPA, 
in accordance with DON CIO guidance 
on Department-wide Information Man-
agement (IM) and IT matters, are re-
sponsible for developing and admin-
istering Navy and Marine Corps Web 
site privacy policies and procedures re-
spectively per SECNAVINST 5720.47B. 
Additionally, CHINFO and DIRPA: 

(1) Maintains master World Wide Web 
(WWW) page to issue new service-spe-
cific Web privacy guidance. CHINFO 
will maintain a master WWW page to 
issue DON guidance and DIRPA will 
link to that page. All significant 
changes to this Web site and/or its lo-
cation will be issued via Naval 
(ALNAV) message. 

(2) Maintains overall cognizance for 
DON and U.S. Marine Corps Web sites 
and Web site content-related questions 
as they pertain to Web site privacy re-
quirements. 

(3) Ensures that public-facing Web 
sites have machine-readable privacy 
policies (i.e., web privacy policies are 
P3P-enabled or automatically readable 
using some other tool). 

(4) Provides input to CNO (DNS–36) 
for inclusion in the FISMA Report. 

(5) Serves on the DON PA Oversight 
Working Group. 

(f) DON PA Oversight Working Group. 
The DON PA Oversight Working Group 
is charged with reviewing and coordi-
nating compliance with DON PA pro-
gram initiatives. CNO (DNS–36) will 
chair this working group, hosting 
meetings as deemed appropriate to dis-
cuss best PA practices, PA issues, 
FISMA reporting and other reporting 
requirements, PA training initiatives, 
etc. At a minimum, membership shall 
consist of CNO (DNS–36), DON CIO, 
CMC (ARSF), CMC (C4I–IA), OJAG 
(Code 13), OGC (PA/FOIA), CMC (JAR), 
CHINFO, and CMC (PA). 

(g) DON activities. Each DON activity 
is responsible for implementing and ad-
ministering a PA program under this 
subpart and subpart G. 

(h) Navy Echelon 2 and 3 Commands 
and Marine Corps Major Subordinate 
Commands. Each Navy Echelon 2 and 3 
Command and Marine Corps Major 
Subordinate Command will designate a 
PA Coordinator to: 

VerDate Mar<15>2010 14:21 Jul 30, 2012 Jkt 226130 PO 00000 Frm 00109 Fmt 8010 Sfmt 8010 Y:\SGML\226130.XXX 226130er
ow

e 
on

 D
S

K
2V

P
T

V
N

1P
R

O
D

 w
ith

 C
F

R



100 

32 CFR Ch. VI (7–1–12 Edition) § 701.104 

(1) Serve as principal point of contact 
on PA matters. 

(2) Advise CNO (DNS–36) promptly of 
the need to establish a new Navy PA 
system of records; amend or alter an 
existing Navy system of records; or, de-
lete a Navy system of records that is 
no longer needed. 

(3) Advise CMC (ARSF) promptly of 
the need to establish a new Marine 
Corps PA system of records; amend or 
alter an existing Marine Corps system 
of records; or, delete a Marine Corps 
system of records that is no longer 
needed. 

(4) Ensure no official files are main-
tained on individuals that are retrieved 
by name or other personal identifier 
without first ensuring that a system of 
records notice exists that permits such 
collection. 

(5) Ensure that PA systems of records 
managers are properly trained on their 
responsibilities for protecting PPI 
being collected and maintained under 
the DON PA Program. 

(6) Provide overview training to ac-
tivity/command personnel on the provi-
sions of this subpart and subpart G. 

(7) Issue an implementing instruction 
which designates the activity’s PA Co-
ordinator, addresses PA records dis-
position, addresses PA processing pro-
cedures, identifies those PA systems of 
records being used by their activity; 
and provide training/guidance to those 
personnel involved with collecting, 
maintaining, disseminating informa-
tion from a PA system of records. 

(8) Review internal directives, forms, 
practices, and procedures, including 
those having PA implications and 
where Statements (PAS) are used or 
PPI is solicited. 

(9) Maintain liaison with records 
management officials (e.g., mainte-
nance and disposal procedures and 
standards, forms, and reports), as ap-
propriate. 

(10) Provide guidance on handling PA 
requests; scope of PA exemptions; and 
the fees, if any, that may be collected. 

(11) Conduct staff assistance visits or 
program evaluations within their com-
mand and lower echelon commands to 
ensure compliance with the PA. 

(12) Work closely with their PA sys-
tems managers to ensure they are 
properly trained with regard to col-

lecting, maintaining, and dissemi-
nating information in a PA system of 
records notice. 

(13) Process PA complaints. 
(14) Ensure protocols are in place to 

avoid instances of loss of PPI. Should a 
loss occur, take immediate action to 
apprise affected individuals of how to 
ensure their identity has not been com-
promised. 

(15) Work closely with their public af-
fairs officer and/or web master to en-
sure that PPI is not placed on public 
Web sites or in public folders. 

(16) Annually conduct reviews of 
their PA systems of records to ensure 
that they are necessary, accurate, and 
complete. 

(17) Provide CNO (DNS–36) or CMC 
(ARSF) respectively, with a complete 
listing of all PA Coordinators under 
their jurisdiction. Such information 
should include activity name, complete 
mailing and E-Mail addresses, office 
code, name of PA Coordinator, and 
commercial, DSN, and FAX telephone 
numbers. 

(18) Review and validate PIAs for 
their information systems and submit 
the validation to CNO (DNS–36) for 
Navy information systems or to HQMC 
(ARSF) for Marine Corps information 
systems. 

(i) DON employees/contractors. DON 
employees/contractors are responsible 
for safeguarding the rights of others 
by: 

(1) Ensuring that PPI contained in a 
system of records, to which they have 
access or are using to conduct official 
business, is protected so that the secu-
rity and confidentiality of the informa-
tion is preserved. 

(2) Not disclosing any information 
contained in a system of records by 
any means of communication to any 
person or agency, except as authorized 
by this instruction or the specific PA 
systems of records notice. 

(3) Not maintaining unpublished offi-
cial files that would fall under the pro-
visions of 5 U.S.C. 552a. 

(4) Safeguarding the privacy of indi-
viduals and confidentiality of PPI con-
tained in a system of records. 

(5) Properly marking all documents 
containing PPI data (e.g., letters, E- 
Mails, message traffic, etc.) as ‘‘FOR 
OFFICIAL USE ONLY—PRIVACY 
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SENSITIVE—Any misuse or unauthor-
ized disclosure can result in both civil 
and criminal penalties.’’ 

(6) Not maintaining privacy-sensitive 
information in public folders. 

(7) Reporting any unauthorized dis-
closure of PPI from a system of records 
to the applicable Privacy Point of Con-
tact (POC) for his/her activity. 

(8) Reporting the maintenance of any 
unauthorized system of records to the 
applicable Privacy POC for his/her ac-
tivity. 

(j) Denial authority. Within DON, the 
head of the activity having cognizance 
over an exempt PA system of record is 
authorized to deny access to that infor-
mation under the exemptions cited in 
the PA systems of records notice. The 
denial authority may also deny re-
quests to amend a system of records or 
to deny notification that a record ex-
ists. As deemed appropriate, the head 
of the activity may further designate 
initial denial authority to an indi-
vidual properly trained on the provi-
sions of the PA and this subpart and 
subpart G of this part. 

(k) Release authority. Within DON, of-
ficials having cognizance over a non- 
exempt PA system of record that is re-
quested by a first party or his/her au-
thorized representative are authorized 
to release records. A release authority 
may also grant requests for notifica-
tion and amendment of systems of 
records. The PA systems manager, who 
is properly trained on the provisions of 
5 U.S.C. 552a, DOD Directive 5400.11 and 
DOD 5400.11–R, may be delegated this 
responsibility. 

(l) Review authority. (1) Assistant Sec-
retary of the Navy (Manpower & Re-
serve Affairs) (ASN(M&RA)) is des-
ignated to act upon requests for admin-
istrative review of initial denials of re-
quests for amendment of records re-
lated to fitness reports and perform-
ance evaluations of military personnel. 

(2) Both the JAG and GC are des-
ignated to act upon requests for admin-
istrative review of initial denials of 
records for notification, access, or 
amendment of records under their cog-
nizance. 

(3) The authority of SECNAV, as the 
head of an agency, to request records 
subject to the PA from an agency ex-
ternal to DOD for civil or criminal law 

enforcement purposes, under (b)(7) of 5 
U.S.C. 552a, is delegated to CMC; the 
Commander, Naval Criminal Investiga-
tive Service; JAG and GC. 

(m) System manager. System man-
agers are responsible for overseeing the 
collection, maintenance, use, and dis-
semination of information from a PA 
system of records and ensuring that all 
personnel who have access to those 
records are aware of their responsibil-
ities for protecting PPI that is being 
collected or maintained. In this capac-
ity, they shall: 

(1) Establish appropriate administra-
tive, technical, and physical safeguards 
to ensure the records in every system 
of records are protected from unau-
thorized alteration, destruction, or dis-
closure. 

(2) Protect the records from reason-
ably anticipated threats or hazards 
that could result in substantial harm, 
embarrassment, inconvenience, or un-
fairness to any individual on whom in-
formation is maintained. 

(3) Work closely with their coordi-
nator to ensure that all personnel who 
have access to a PA system of records 
are properly trained on their respon-
sibilities under the PA. Training mate-
rials may be downloaded from http:// 
www.privacy.navy.mil. 

(4) Ensure that no illegal files are 
maintained. 

NOTE: Official files on individuals that are 
retrieved by name and/or personal identifier 
must be approved and published in the FED-
ERAL REGISTER. 

(5) Review annually each PA system 
of records notice under their cog-
nizance to determine if the records are 
up-to-date and/or used in matching pro-
grams and whether they are in compli-
ance with the OMB Guidelines. Such 
items as organization names, titles, ad-
dresses, etc., frequently change and 
should be reported to CNO (DNS–36) for 
updating and publication in the FED-
ERAL REGISTER. 

(6) Work with IT personnel to iden-
tify any new information systems 
being developed that contain PPI. If a 
PA systems notice does not exist to 
allow for the collection, assist in cre-
ating a new systems notice that per-
mits collection. 

(7) Complete and maintain a PIA for 
those systems that collect, maintain or 
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disseminate IIF, according to DON PIA 
guidance found at http:// 
www.privacy.navy.mil and http:// 
www.doncio.navy.mil. 

(8) Complete and maintain a disclo-
sure accounting form for all disclosures 
made without the consent of the record 
subject, except those made within DOD 
or under FOIA. (See 701.111). 

(9) Ensure that only those DOD/DON 
officials with a ‘‘need to know’’ in the 
official performance of their duties has 
access to information contained in a 
system of records. 

(10) Ensure safeguards are in place to 
protect the privacy of individuals and 
confidentiality of PPI contained in a 
system of records. 

(11) Ensure that records are main-
tained in accordance with the identi-
fied PA systems of records notice. 

(12) Ensure that each newly proposed 
PA system of records notice is evalu-
ated for need and relevancy and con-
firm that no existing PA system of 
records notice covers the proposed col-
lection. 

(13) Stop collecting any category or 
item of information about individuals 
that is no longer justified, and when 
feasible remove the information from 
existing records. 

(14) Ensure that records are kept in 
accordance with retention and disposal 
requirements set forth in 
SECNAVINST 5720.47B. 

(15) Take reasonable steps to ensure 
the accuracy, relevancy, timeliness, 
and completeness of a record before 
disclosing the record to anyone outside 
the Federal Government. 

(16) Identify all systems of records 
that are maintained in whole or in part 
by contractor personnel, ensuring that 
they are properly trained and that they 
are routinely inspected for PA compli-
ance. 

§ 701.105 Policy. 
DON recognizes that the privacy of 

an individual is a personal and funda-
mental right that shall be respected 
and protected and that PPI shall be 
collected, maintained, used, or dis-
closed to ensure that it is relevant and 
necessary to accomplish a lawful DON/ 
DOD purpose required to be accom-
plished by statute or Executive Order 
(E.O.). Accordingly, it is DON policy 

that DON activities shall fully comply 
with 5 U.S.C. 552a, DOD Directive 
5400.11 and DOD 5400.11–R to protect in-
dividuals from unwarranted invasions 
of privacy when information is col-
lected, processed, maintained, or dis-
seminated. To ensure compliance, DON 
activities shall follow the procedures 
listed in this section. 

(a) Collection, maintenance and use. (1) 
Only maintain systems of records that 
have been approved and published in 
the FEDERAL REGISTER. (See http:// 
www.privacy.navy.mil for a list of all 
DOD, Navy, Marine Corps, and compo-
nent systems of records notices, as well 
as, links to Government-wide systems 
that the DON is eligible to use). 

NOTE: CNO (DNS–36) can assist Navy ac-
tivities in identifying existing systems that 
may meet their needs and HQMC (ARSF) can 
assist Marine Corps activities. 

(2) Only collect, maintain, and use 
PPI needed to support a DON function 
or program as authorized by law or 
E.O. and disclose this information only 
as authorized by 5 U.S.C. 552a, this sub-
part and subpart G of this part. In as-
sessing need, DON activities shall con-
sider alternatives such as: truncating 
the SSN by only using the last four 
digits; using information that is not in-
dividually identifiable; using a sam-
pling of certain data for certain indi-
viduals only. Additionally, they shall 
consider the length of time the infor-
mation is needed and the cost of main-
taining the information compared to 
the risks and adverse consequences of 
not maintaining the information. 

(3) Only maintain PPI that is timely, 
accurate, complete, and relevant to the 
purpose for which it was collected. 

(4) DON activities shall not maintain 
records describing how an individual 
exercises his/her rights guaranteed by 
the First Amendment (freedom of reli-
gion; freedom of political beliefs; free-
dom of speech; freedom of the press; 
the right to peaceful assemblage; and 
petition for redress of grievances), un-
less they are: expressly authorized by 
statute; authorized by the individual; 
within the scope of an authorized law 
enforcement activity; or are used for 
the maintenance of certain items of in-
formation relating to religious affili-
ation for members of the naval service 
who are chaplains. 
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NOTE: This should not be construed, how-
ever, as restricting or excluding solicitation 
of information that the individual is willing 
to have in his/her record concerning religious 
preference, particularly that required in 
emergency situations. 

(b) Disposal. Dispose of records from 
systems of records to prevent inad-
vertent disclosure. To this end: 

(1) Disposal methods are considered 
adequate if the records are rendered 
unrecognizable or beyond reconstruc-
tion (e.g., tearing, burning, melting, 
chemical decomposition, burying, 
pulping, pulverizing, shredding, or mu-
tilation). Magnetic media may be 
cleared by completely erasing, over-
writing, or degaussing the tape. 

(2) DON activities may recycle PA 
data. Such recycling must be accom-
plished to ensure that PPI is not com-
promised. Accordingly, the transfer of 
large volumes of records in bulk to an 
authorized disposal activity is not con-
sidered a disclosure of records. 

(3) When disposing of or destroying 
large quantities of records from a sys-
tem of records, DON activities must 
ensure that the records are disposed of 
to preclude easy identification of spe-
cific records. 

(c) Individual access. (1) Allow individ-
uals to have access to and/or copies of 
all or portions of their records to which 
they are entitled. In the case of a legal 
guardian or custodial parent of a 
minor, they have the same rights as 
the individual he/she represents. A 
minor is defined as an individual under 
the age of 18. In the case of members of 
the Armed Forces under the age of 18, 
they are not considered to be minors 
for the purposes of the PA. 

(2) Enter all PA first-party access re-
quests into a tracking system and as-
sign a case file number. (Files should 
comply with DON PA systems of 
records notice NM05211–1, PA Request 
Files and Tracking System at http:// 
www.privacy.navy.mil/notices.) 

(3) Allow individuals to seek amend-
ment of their records when they can 
identify and provide proof that factual 
information contained therein is erro-
neous, untimely, incomplete, or irrele-
vant. While opinions are not subject to 
amendment, individuals who are denied 
access to amending their record may 
have a statement of disagreement 
added to the file. 

(4) Allow individuals to appeal deci-
sions that deny them access to or re-
fusal to amend their records. If a re-
quest to amend their record is denied, 
allow the individual to file a written 
statement of disagreement. 

(d) Posting and use of PA sensitive in-
formation. (1) Do not post PPI on an 
Internet site. Also, limit the posting 
and use of PA sensitive information on 
an Intranet Web site, letter, FAX, e- 
mail, etc. 

(2) When posting or transmitting 
PPI, ensure the following legend is 
posted on the document: ‘‘FOR OFFI-
CIAL USE ONLY—PRIVACY ACT 
SENSITIVE: Any misuse or unauthor-
ized disclosure of this information may 
result in both criminal and civil pen-
alties.’’ 

(e) Safeguarding PPI. DON activities 
shall establish appropriate administra-
tive, technical and physical safeguards 
to ensure that the records in every sys-
tem of records are protected from un-
authorized alteration or disclosure and 
that their confidentiality is protected. 
Protect the records against reasonably 
anticipated threats of hazards that 
could result in substantial harm, em-
barrassment, inconvenience, or unfair-
ness to any individual about whom in-
formation is kept. At a minimum, DON 
activities shall: 

(1) Tailor system safeguards to con-
form to the type of records in the sys-
tem, the sensitivity of the PPI stored, 
the storage medium used, and the num-
ber of records maintained. 

(2) Treat all unclassified records that 
contain PPI that normally would be 
withheld from the public under FOIA 
exemptions (b)(6) and (b)(7)(C) as if 
they were designated ‘‘For Official Use 
Only’’ and safeguard them from unau-
thorized disclosure. 

(3) Ensure that privacy consider-
ations are addressed in the re-
engineering of business processes and 
take proactive steps to ensure compli-
ance with the PA and 5 U.S.C. 552a as 
they move from conducting routine 
business via paper to electronic media. 

(4) Recognize the importance of pro-
tecting the privacy of its members, es-
pecially as it modernizes its collection 
systems. Privacy issues must be ad-
dressed when systems are being devel-
oped, and privacy protections must be 
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integrated into the development life 
cycle of automated systems. This ap-
plies also to contractors, vendors, and 
other entities that develop, procure, or 
use IT systems under contract to DOD/ 
DON, to collect, maintain, or dissemi-
nate IIF from or about members of the 
public (see § 701.115). 

(5) Ensure that adequate safeguards 
are implemented and enforced to pre-
vent misuse, unauthorized disclosure, 
alteration, or destruction of PPI in 
records per 5 U.S.C. 552a, this subpart 
and subpart G of this part. 

§ 701.106 Collecting information about 
individuals. 

(a) Collecting information directly from 
the individual. To the greatest extent 
practicable, collect information for 
systems of records directly from the in-
dividual to whom the record pertains if 
the record may be used to make an ad-
verse determination about the individ-
ual’s rights, benefits, or privileges 
under a Federal program. 

(b) Collecting information about indi-
viduals from third persons. It may not 
always be practical to collect all infor-
mation about an individual directly. 
For example, when verifying informa-
tion through other sources for security 
or employment suitability determina-
tions; seeking other opinions, such as a 
supervisor’s comments on past per-
formance or other evaluations; obtain-
ing the necessary information directly 
from the individual would be excep-
tionally difficult or would result in un-
reasonable costs or delays; or, the indi-
vidual requests or consents to con-
tacting another person to obtain the 
information. 

(c) Soliciting the SSN. (1) It is unlawful 
for any Federal, State, or local govern-
ment agency to deny an individual a 
right, benefit, or privilege provided by 
law because the individual refuses to 
provide his/her SSN. However, this pro-
hibition does not apply if a Federal law 
requires that the SSN be provided, or 
the SSN is required by a law or regula-
tion adopted before January 1, 1975, to 
verify the individual’s identity for a 
system of records established and in 
use before that date. 

(2) Before requesting an individual to 
provide the SSN, the individual must 
be advised whether providing the SSN 

is mandatory or voluntary; by what 
law or other authority the SSN is so-
licited; and what uses will be made of 
the SSN. 

(3) The preceding advice relates only 
to the SSN. If other information about 
the individual is solicited for a system 
of records, a PAS also must be pro-
vided. 

(4) The notice published in the FED-
ERAL REGISTER for each system of 
records containing SSNs solicited from 
individuals must indicate the author-
ity for soliciting the SSNs and whether 
it is mandatory for the individuals to 
provide their SSN. E.O. 9397 requires 
Federal Agencies to use SSNs as nu-
merical identifiers for individuals in 
most Federal records systems. How-
ever, it does not make it mandatory for 
individuals to provide their SSNs. 

(5) When entering military service or 
civilian employment with the DON, in-
dividuals are asked to provide their 
SSNs. In many instances, this becomes 
the individual’s numerical identifier 
and is used to establish personnel, fi-
nancial, medical, and other official 
records (as authorized by E.O. 9397). 
The individuals must be given the noti-
fication described above. Once the indi-
vidual has provided his/her SSN to es-
tablish a record, a notification is not 
required when the SSN is requested 
only for identification or to locate the 
records. 

(6) DON activities are discouraged 
from collecting SSNs when another 
identifier would suffice. In those in-
stances where activities wish to dif-
ferentiate individuals, they may find it 
advantageous to only collect the last 
four digits of the individual’s SSN, 
which is not considered to be privacy 
sensitive. 

(7) If a DON activity requests an indi-
vidual’s SSN even though it is not re-
quired by Federal statute, or is not for 
a system of records in existence and 
operating prior to January 1, 1975, it 
must provide a PAS and make it clear 
that disclosure of the number is vol-
untary. Should the individual refuse to 
disclose his/her SSN, the activity must 
be prepared to identify the individual 
by alternate means. 

(d) Contents of a PAS. (1) When an in-
dividual is requested to furnish PPI for 
possible inclusion in a system of 
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records, a PAS must be provided to the 
individual, regardless of the method 
used to collect the information (e.g., 
forms, personal or telephonic inter-
view, etc). If the information requested 
will not be included in a system of 
records, a PAS is not required. 

(2) The PAS shall include the fol-
lowing: 

(i) The Federal law or E.O. that au-
thorizes collection of information (i.e., 
E.O. 9397 authorizes collection of 
SSNs); 

(ii) Whether or not it is mandatory 
for the individual to provide the re-
quested information. (Note: It is only 
mandatory when a Federal law or E.O. 
of the President specifically imposes a 
requirement to furnish the information 
and provides a penalty for failure to do 
so. If furnishing information is a condi-
tion precedent to granting a benefit or 
privilege voluntarily sought by the in-
dividual, then the individual may de-
cline to provide the information and 
decline the benefit); 

(iii) The principal purposes for col-
lecting the information; 

(iv) The routine uses that will be 
made of the information (e.g., to whom 
and why it will be disclosed outside 
DOD); and 

(v) The possible effects on the indi-
vidual if the requested information is 
not provided. 

(3) The PAS must appear on the form 
used to collect the information or on a 
separate form that can be retained by 
the individual collecting the informa-
tion. If the information is collected by 
a means other than a form completed 
by the individual, i.e., solicited over 
the telephone, the PAS should be read 
to the individual and if requested by 
the individual, a copy sent to him/her. 
There is no requirement that the indi-
vidual sign the PAS. 

(e) Format for a PAS. When forms are 
used to collect information about indi-
viduals for a system of records, the 
PAS shall appear as follows (listed in 
the order of preference): 

(1) Immediately below the title of the 
form; 

(2) Elsewhere on the front page of the 
form (clearly indicating it is the PAS); 

(3) On the back of the form with a no-
tation of its location below the title of 
the form; or, 

(4) On a separate form which the indi-
vidual may keep. 

(f) Using forms issued by non-DOD ac-
tivities. Forms subject to the PA issued 
by other Federal agencies have a PAS 
attached or included. DON activities 
shall ensure that the statement pre-
pared by the originating agency is ade-
quate for the purpose for which the 
form will be used by the DON activity. 
If the PAS provided is inadequate, the 
DON activity concerned shall prepare a 
new statement or a supplement to the 
existing statement before using the 
form. Forms issued by agencies not 
subject to the PA (state, municipal, 
and local agencies) do not contain a 
PAS. Before using a form prepared by 
such agencies to collect PPI subject to 
this subpart and subpart G, an appro-
priate PAS must be added. 

§ 701.107 Record access. 
The access provisions of this subpart 

and subpart G of this part are intended 
for use by individuals about whom 
records are maintained in systems of 
records. Accordingly, only individuals 
seeking first party access to records re-
trieved by their name and/or personal 
identifier from a system of records 
have access under the provisions of 5 
U.S.C. 552a, this subpart and subpart G 
of this part, unless they provide writ-
ten authorization for their representa-
tive to act on their behalf. (See 
§ 701.107(e) regarding access by custo-
dial parents and legal guardians.) 

(a) How to request records. Individuals 
shall address requests for access to 
records retrieved by their name and/or 
personal identifier to the PA systems 
manager or to the office designated in 
the paragraph entitled, ‘‘Record Access 
Procedures.’’ 

(1) DON activities may not require an 
individual to state a reason or justify 
the need to gain access under 5 U.S.C. 
552a, this subpart and subpart G of this 
part. 

(2) However, an individual must com-
ply with the requirements of the PA 
and this instruction in order to seek 
access to records under the provisions 
of 5 U.S.C. 552a, this subpart and sub-
part G of this part. Specifically, indi-
viduals seeking access to records about 
themselves that are maintained in a 
PA system of records must sign their 
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request and provide specific identifying 
data to enable a search for the re-
quested record. Failure to sign the re-
quest or to provide sufficient identi-
fying data to locate the record will re-
sult in the request being returned for 
non-compliance with the ‘‘Record Ac-
cess Procedures’’ cited in the PA sys-
tem of records notice. 

(b) Authorized access. (1) Individuals 
may authorize the release of all or part 
of their records to anyone they choose 
provided they submit a signed author-
ization to that DON activity. Such au-
thorization must specifically state the 
records to which the individual may 
have access. 

(2) Individuals may be accompanied 
by anyone they choose when seeking to 
review their records. In such instance, 
DON activities shall require the indi-
vidual to provide a written authoriza-
tion to allow the record to be discussed 
in front of the other person. 

(c) Failure to comply. First party re-
questers will be granted access to their 
records under the provisions of the PA, 
unless: 

(1) They did not properly identify the 
records being sought; did not sign their 
request; and/or failed to provide suffi-
cient identifying data to locate the re-
quested record(s); 

(2) They are seeking access to infor-
mation in a system of records that is 
exempt from disclosure in whole or in 
part under the provisions of 5 U.S.C. 
552a; 

(3) They are seeking access to infor-
mation that was compiled in anticipa-
tion of a civil action or proceeding (i.e., 
5 U.S.C. 552a(d)(5) applies). The term 
‘‘civil action or proceeding’’ includes 
quasi-judicial and pre-trial judicial 
proceedings, as well as formal litiga-
tion. However, this does not prohibit 
access to records compiled or used for 
purposes other than litigation or to 
records frequently subject to litiga-
tion. The information must have been 
compiled for the primary purpose of 
litigation to be withheld under 5 U.S.C. 
552a(d)(5); or 

(4) They are seeking access to infor-
mation contained in the system that is 
currently and properly classified (see 5 
U.S.C. 552a(k)(1)). 

(d) Blanket requests. Many DON ac-
tivities are unable to respond to 

‘‘blanket’’ requests from individuals 
for access or copies of ‘‘all records per-
taining to them,’’ because they do not 
have a centralized index that would 
allow them to query by name and per-
sonal identifier to identify ‘‘all files.’’ 
Accordingly, it is the requester’s re-
sponsibility to identify the specific PA 
system of records notice for which they 
seek information. To assist the re-
quester in identifying such systems, 
DON activities shall apprise the re-
quester that a listing of all DON PA 
systems of records can be downloaded 
from http://www.privacy.navy.mil and 
that they should identify the specific 
records they are seeking and write di-
rectly to the PA systems manager list-
ed in the notice, following the guidance 
set forth under the section entitled 
‘‘Record Access Procedures’’ of the no-
tice. 

(e) Access by custodial parents and 
legal guardians. The custodial parent of 
any minor, or the legal guardian of any 
individual declared by a court of com-
petent jurisdiction to be incompetent 
due to physical or mental incapacity or 
age, may obtain access to the record of 
the minor or incompetent individual 
under the provisions of the PA, if they 
are acting on behalf of/in the best in-
terest of/for the benefit of the minor or 
incompetent. If the systems manager 
determines that they are not acting on 
behalf of/in the best interest of/for the 
benefit of the minor or incompetent, 
access will not be granted under the 
PA and the request will be processed 
under FOIA (5 U.S.C. 552). See 701.122 
regarding access to medical records. 

(f) Access by a minor or incompetent. 
The right of access of the parent or 
legal guardian is in addition to that of 
the minor or incompetent. Although a 
minor or incompetent has the same 
right of access as any other individual 
under this subpart and subpart G of 
this part, DON activities may wish to 
ascertain whether or not the individual 
is being coerced to obtain records for 
the benefit of another. If so, the activ-
ity may refuse to process the request 
under the provisions of PA. 

(g) Requests from members of Congress. 
Requests received from a Member of 
Congress on behalf of a constituent 
shall be processed under the provisions 
of the PA and this subpart and subpart 
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G of this part if the requester is seek-
ing access to records about the con-
stituent contained in a non-exempt PA 
system of records (i.e., first party re-
quest). Otherwise, the request will be 
processed under the provisions of the 
FOIA (see 5 U.S.C. 552) since the re-
quest is received from a third party 
(i.e., not the record subject). 

(1) The DOD ‘‘Blanket Routine Uses’’ 
enables DON activities to process re-
quests from Members of Congress on 
behalf of their constituents without 
submitting a written authorization 
from the constituent granting author-
ization to act on their behalf. 

(2) In those instances where the DON 
activity wishes to verify that a con-
stituent is seeking assistance from a 
Member of Congress, an oral or written 
statement by a Congressional staff 
member is sufficient to confirm that 
the request was received from the indi-
vidual to whom the record pertains. 

(3) If the constituent inquiry is made 
on behalf of an individual other than 
the record subject (i.e., a third party 
requester), advise the Member of Con-
gress that a written consent from the 
record subject is required before infor-
mation may be disclosed. Do not con-
tact the record subject to obtain con-
sent for the disclosure to the Member 
of Congress, unless specifically re-
quested by the Member of Congress. 

(4) Depending on the sensitivity of 
the information being requested, a 
DON activity may choose to provide 
the record directly to the constituent 
and notify the congressional office that 
this has been done without providing 
the record to the congressional mem-
ber. 

(h) Release of PPI. Release of PPI to 
individuals under the PA and/or this 
subpart or subpart G is not considered 
to be a public release of information. 

(i) Verification of identity. (1) An indi-
vidual shall provide reasonable 
verification of identity before obtain-
ing access to records. In the case of 
seeking to review a record in person, 
identification of the individual can be 
verified by documents they normally 
carry (e.g., identification card, driver’s 
license, or other license, permit/pass). 
DON activities shall not, however, 
deny access to an individual who is the 
subject of the record solely for refusing 

to divulge his/her SSN, unless it is the 
only means of retrieving the record or 
verifying identity. 

(2) DON activities may not insist 
that a requester submit a notarized 
signature to request records. Instead, 
the requester shall be offered the alter-
native of submitting an unsworn dec-
laration that states ‘‘I declare under 
perjury or penalty under the laws of 
the United States of America that the 
foregoing is true and correct.’’ 

(j) Telephonic requests. DON activities 
shall not honor telephonic requests nor 
unsigned E-Mail/FAX/letter requests 
for first party access to a PA system of 
records. 

(k) Denials. (1) An individual may be 
denied access to a record pertaining to 
him/her only if the record was compiled 
in reasonable anticipation of civil ac-
tion; is in a system of records that has 
been exempted from the access provi-
sions of this subpart and subpart G of 
this part under one of the permitted 
exemptions; contains classified infor-
mation that has been exempted from 
the access provision of this instruction 
under the blanket exemption for such 
material claimed for all DOD PA sys-
tems of records; is contained in a sys-
tem of records for which access may be 
denied based on some other federal 
statute. 

(2) Only deny the individual access to 
those portions of the records for which 
the denial of access serves some legiti-
mate governmental purpose. 

(3) Only a designated denial author-
ity may deny access to information 
contained in an exempt PA system of 
records. The denial must be in writing 
and at a minimum include the name, 
title or position and signature of the 
designated denial authority; the date 
of the denial; the specific reason for 
the denial, including specific citation 
to the appropriate sections of the PA 
or other statutes, this instruction, or 
CFR authorizing the denial; notice to 
the individual of his/her right to appeal 
the denial through the component ap-
peal procedure within 60 calendar days; 
and, the title or position and address of 
the PA appeals official for the DON. 

(l) Illegible or incomplete records. DON 
activities may not deny an individual 
access to a record solely because the 
physical condition or format of the 
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record does not make it readily avail-
able (i.e., when the record is in a dete-
riorated state or on magnetic tape). 
DON activities may either prepare an 
extract or recopy the document and 
mark it ‘‘Best Copy Available.’’ 

(m) Personal notes. (1) Certain docu-
ments under the physical control of a 
DON employee and used to assist him/ 
her in performing official functions are 
not considered ‘‘agency records’’ with-
in the meaning of this instruction. Un- 
circulated personal notes and records 
that are not disseminated or circulated 
to any person or organization (e.g., per-
sonal telephone lists or memory aids) 
that are retained or discarded at the 
author’s discretion and over which the 
DON activity does not exercise direct 
control, are not considered ‘‘agency 
records.’’ However, if personnel are of-
ficially directed or encouraged, either 
in writing or orally, to maintain such 
records, they may become ‘‘agency 
records,’’ and may be subject this sub-
part and subpart G of this part. 

(2) The personal uncirculated hand-
written notes of unit leaders, office su-
pervisors, or military supervisory per-
sonnel concerning subordinates are not 
systems of records within the meaning 
of this instruction. Such notes are an 
extension of the individual’s memory. 
These notes, however, must be main-
tained and discarded at the discretion 
of the individual supervisor and not 
circulated to others. Any established 
requirement to maintain such notes 
(such as, written or oral directives, 
regulations, or command policy) make 
these notes ‘‘agency records’’ and they 
then must be made a part of a system 
of records. If the notes are circulated, 
they must be made a part of a system 
of records. Any action that gives per-
sonal notes the appearance of official 
agency records is prohibited, unless the 
notes have been incorporated into a 
system of records. 

(n) Compiled in anticipation of litiga-
tion. An individual is not entitled to 
access information compiled in reason-
able anticipation of a civil action or 
proceeding. Accordingly, deny access 
under 5 U.S.C. 552a(d)(5) and then proc-
ess under FOIA (SECNAVINST 
5740.42F) to determine releasibility. 

§ 701.108 Amendment of records. 
Amendments under this subpart and 

subpart G of this part are limited to 
correcting factual or historical matters 
(i.e., dates and locations of service, par-
ticipation in certain actions of activi-
ties, not matters of opinion (e.g., eval-
uations of work performance and as-
sessments of promotion potential con-
tained in employee evaluations, fitness 
reports, performance appraisals, or 
similar documents)) except when such 
matters of opinion are based solely on 
inaccurate facts and the accuracy of 
those facts has been thoroughly dis-
credited. 

(a) Individual review and correction. 
Individuals are encouraged to make 
periodic reviews of the information 
maintained about them in systems of 
records and to avail themselves of the 
amendment procedures established by 5 
U.S.C. 552a, this subpart and subpart G 
of this part, and other regulations to 
update their records. 

(b) Eligibility. An individual may re-
quest amendment of a record retrieved 
by his/her personal identifier from a 
system of records, unless the: 

(1) System has been exempt from the 
amendment procedure under 5 U.S.C. 
552a and/or 

(2) Record is covered by another pro-
cedure for correction, such as by the 
Board for Correction of Naval Records. 

(c) Amendment requests. Amendment 
requests shall be in writing, except for 
routine administrative changes, such 
as change of address. 

(1) An amendment request must in-
clude: a description of the factual or 
historical information to be amended; 
the reason for the amendment; the 
type of amendment action sought (e.g., 
deletion, correction, or addition); and 
copies of available documentary evi-
dence that support the request. 

(2) The burden of proof rests with the 
individual. The individual must dem-
onstrate the existence of specific evi-
dence establishing the factual or his-
torical inaccuracy, and in the case of 
matters of opinion, must specifically 
discredit the underlying facts. General 
allegations of error are inadequate. 

(3) The individual may be required to 
provide identification to prevent the 
inadvertent or intentional amendment 
of another’s record. 
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(d) Limits on attacking evidence pre-
viously submitted. (1) The amendment 
process is not intended to permit the 
alteration of evidence presented in the 
course of judicial or quasi-judicial pro-
ceedings. Any amendments or changes 
to these records normally are made 
through the specific procedures estab-
lished for the amendment of such 
records. 

(2) Nothing in the amendment proc-
ess is intended or designed to permit a 
collateral attack upon what has al-
ready been the subject of a judicial or 
quasi-judicial determination. However, 
while the individual may not attack 
the accuracy of the judicial or quasi- 
judicial determination under this in-
struction, he/she may challenge the ac-
curacy of the recording of that action. 

(e) Sufficiency of a request to amend. 
DON activities shall consider the fol-
lowing factors when evaluating the suf-
ficiency of a request to amend: the ac-
curacy of the information itself and 
the relevance, timeliness, complete-
ness, and necessity of the recorded in-
formation for accomplishing an as-
signed mission or purpose. 

(f) Time limits. Within 10 working days 
of receiving an amendment request, the 
systems manager shall provide the in-
dividual a written acknowledgement of 
the request. If action on the amend-
ment request is completed within the 
10 working days and the individual is 
so informed, no separate acknowledg-
ment is necessary. The acknowledg-
ment must clearly identify the request 
and advise the individual when to ex-
pect notification of the completed ac-
tion. Only under exceptional cir-
cumstances should more than 30 work-
ing days be required to complete the 
action on an amendment request. 

(g) Granting an amendment request in 
whole or in part. A record must be accu-
rate, relevant, timely, complete, and 
necessary. If the record in its present 
state does not meet each of the cri-
teria, the requester’s request to amend 
the record should be granted to the ex-
tent necessary to meet them. 

(1) Notify the requester. To the extent 
the amendment request is granted, the 
systems manager shall notify the indi-
vidual and make the appropriate 
amendment. 

(2) Notify previous recipients. Notify 
all previous recipients of the informa-
tion (as reflected in the disclosure ac-
counting record) that the amendment 
has been made and provide each a copy 
of the amended record. Recipients who 
are no longer retaining the record need 
not be advised of the amendment. If it 
is known that other naval activities, 
DOD components, or Federal Agencies 
have been provided the information 
that now requires amendment, or if the 
individual requests that these agencies 
be notified, provide the notification of 
amendment even if those activities or 
agencies are not listed on the disclo-
sure accounting form. 

(h) Denying an amendment request. If 
an amendment request is denied in 
whole or in part, promptly notify the 
individual in writing and include the 
following information in the notifica-
tion: 

(1) Those sections of 5 U.S.C. 552a, 
this subpart or subpart G of this part 
upon which the denial is based; 

(2) His/her right to appeal to the head 
of the activity for an independent re-
view of the initial denial; 

(3) The procedures for requesting an 
appeal, including the title and address 
of the official to whom the appeal 
should be sent; and 

(4) Where the individual can receive 
assistance in filing the appeal. 

(i) Requests for amendment of OPM 
records. The records in an OPM Govern-
ment-wide system of records are only 
temporarily in the custody of DON ac-
tivities. See the appropriate OPM Gov-
ernment-wide systems notice at http:// 
www.defenselink.mil/privacy/govwide for 
guidance on how to seek an amend-
ment of information. The custodian 
DON denial authority may deny a re-
quest, but all denials are subject to re-
view by the Assistant Director for 
Workforce Information, Office of Merit 
Systems Oversight and Effectiveness, 
Office of Personnel Management, 1900 E 
Street, NW., Washington, DC 20415. 

(j) Individual’s statement of disagree-
ment. (1) If the review authority refuses 
to amend the record as requested, the 
individual may submit a concise state-
ment of disagreement listing the rea-
sons for disagreeing with the refusal to 
amend. 
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(2) If possible, DON activities shall 
incorporate the statement of disagree-
ment into the record. If that is not pos-
sible, annotate the record to reflect 
that the statement was filed and main-
tain the statement so that it can be 
readily obtained when the disputed in-
formation is used or disclosed. 

(3) Furnish copies of the statement of 
disagreement to all individuals listed 
on the disclosure accounting form (ex-
cept those no longer retaining the 
record), as well as to all other known 
holders of copies of the record. 

(4) Whenever the disputed informa-
tion is disclosed for any purpose, en-
sure that the statement of disagree-
ment is also disclosed. 

(k) Statement of reasons. (1) If the in-
dividual files a statement of disagree-
ment, the DON activity may file a 
statement of reasons containing a con-
cise summary of the activity’s reasons 
for denying the amendment request. 

(2) The statement of reasons shall 
contain only those reasons given to the 
individual by the appellate official and 
shall not contain any comments on the 
individual’s statement of disagree-
ment. 

(3) At the discretion of the DON ac-
tivity, the statement of reasons may be 
disclosed to those individuals, activi-
ties, and agencies that receive the 
statement of disagreement. 

§ 701.109 Privacy Act (PA) appeals. 

(a) How to file an appeal. Individuals 
wishing to appeal a denial of notifica-
tion, access, or amendment of records 
shall follow these guidelines: 

(1) The appeal must be received by 
the cognizant review authority (i.e., 
ASN (M&RA), OJAG, OGC, or OPM) 
within 60 calendar days of the date of 
the response. 

(2) The appeal must be in writing and 
requesters should provide a copy of the 
denial letter and a statement of their 
reasons for seeking review. 

(b) Time of receipt. The time limits for 
responding to an appeal commence 
when the appeal reaches the office of 
the review authority having jurisdic-
tion over the record. Misdirected ap-
peals should be referred expeditiously 
to the proper review authority and the 
requester notified. 

(c) Review authorities. ASN (M&RA), 
JAG, and GC are authorized to adju-
dicate appeals made to SECNAV. JAG 
and GC are further authorized to dele-
gate this authority to a designated As-
sistant JAG or Deputy Assistant JAG 
and the Principal Deputy General 
Counsel or Deputy General Counsel, re-
spectively, under such terms and condi-
tions as they deem appropriate. 

(1) If the record is from a civilian Of-
ficial Personnel Folder or is contained 
on any other OPM forms, send the ap-
peal to the Assistant Director for 
Workforce Information, Personnel Sys-
tems and Oversight Group, Office of 
Personnel Management, 1900 E Street, 
NW., Washington, DC 20415. Records in 
all systems of records maintained in 
accordance with the OPM Government- 
wide systems notices are only in the 
temporary custody of the DON. 

(2) If the record pertains to the em-
ployment of a present or former Navy 
or Marine Corps civilian employee, 
such as Navy or Marine Corps civilian 
personnel records or an employee’s 
grievance or appeal file, send it to the 
General Counsel of the Navy, 1000 Navy 
Pentagon, Washington, DC 20350–1000. 

(3) If the record pertains to a present 
or former military member’s fitness re-
ports or performance evaluations, send 
it to the Assistant Secretary of the 
Navy (Manpower and Reserve Affairs), 
1000 Navy Pentagon, Washington, DC 
20350–1000. 

(4) All other records dealing with 
present or former military members 
should be sent to the Office of the 
Judge Advocate General, 1322 Patter-
son Avenue SE., Suite 3000, Washington 
Navy Yard, DC 20374–5066. 

(d) Appeal procedures. (1) If the appeal 
is granted, the review authority shall 
advise the individual that his/her ap-
peal has been granted and provide ac-
cess to the record being sought. 

(2) If the appeal is denied totally or 
in part, the appellate authority shall 
advise the reason(s) for denying the ap-
peal, citing the appropriate subsections 
of 5 U.S.C. 552a or this subpart and sub-
part G of this part; the date of the ap-
peal determination; the name, title, 
and signature of the appellate author-
ity; and a statement informing the re-
quester of his/her right to seek judicial 
relief in the Federal District Court. 
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(e) Final action, time limits and docu-
mentation. (1) The written appeal notifi-
cation granting or denying access is 
the final naval activity action on the 
initial request for access. 

(2) All appeals shall be processed 
within 30 working days of receipt, un-
less the appellate authority finds that 
an adequate review cannot be com-
pleted within that period. If additional 
time is needed, notify the applicant in 
writing, explaining the reason for the 
delay and when the appeal will be com-
pleted. 

(f) Denial of appeal by activity’s failure 
to act. An individual may consider his/ 
her appeal denied if the appellate au-
thority fails to: 

(1) Take final action on the appeal 
within 30 working days of receipt when 
no extension of time notice was given; 
or 

(2) Take final action within the pe-
riod established by the notice to the 
appellate authority of the need for an 
extension of time to complete action 
on the appeal. 

§ 701.110 Conditions of disclosure. 
The PA identifies 12 conditions of 

disclosure whereby records contained 
in a system of records may be disclosed 
by any means of communication to any 
person, or to another agency, except 
pursuant to a written request by, or 
with the prior written consent of, the 
individual to whom the record per-
tains. These instances are identified as: 

(a) Official need to know. Records per-
taining to an individual may be dis-
closed without the consent of the indi-
vidual to any DOD official who has 
need for the record in the performance 
of his/her assigned duties. Rank, posi-
tion, or title alone does not authorize 
access to PPI about others. An official 
need must exist before disclosure can 
be made. For the purposes of disclo-
sure, DOD is considered a single agen-
cy. 

NOTE: No disclosure accounting required. 

(b) FOIA. Records must be disclosed 
if their release is required by FOIA. 5 
U.S.C. 552 and SECNAVINST 5720.42F 
require that records be made available 
to the public unless exempted from dis-
closure by one of the nine FOIA exemp-
tions found in the Act. It follows, 
therefore, that if a record is not ex-

empt from disclosure, it must be re-
leased. Note: No disclosure accounting 
required. 

(c) Routine use. Each DON PA system 
of records notice identifies what 
records may be disclosed outside DOD 
without consent of the individual to 
whom the record pertains. 

NOTE: Disclosure accounting is required. 

(1) A routine use shall be compatible 
with and related to the purpose for 
which the record was compiled; iden-
tify the persons or organizations to 
whom the record may be released; iden-
tify specifically the uses to which the 
information may be put by the receiv-
ing agency; and, have been published 
previously in the FEDERAL REGISTER. 

(2) A routine use shall be established 
for each user of the information out-
side the DOD who needs the informa-
tion for an official purpose. 

(3) A routine use may be established, 
discontinued, or amended without the 
consent of the individuals involved. 
However, new or changed routine uses 
must be published in the FEDERAL REG-
ISTER for at least 30 days before actu-
ally disclosing the records. 

(4) In addition to specific routine 
uses, the DOD has identified certain 
‘‘Blanket Routine Uses’’ that apply to 
all systems, unless the systems notice 
states that they do not. (See § 701.112 
regarding Blanket Routine Uses.) 

(d) Bureau of Census. Records may be 
disclosed to the Bureau of Census for 
purposes of planning or carrying out a 
census or survey or related activity 
pursuant to the provisions of Title 13. 

NOTE: Disclosure accounting is required. 

(e) Statistical research and reporting. 
Records may be disclosed for statis-
tical research and reporting without 
the consent of the individual to whom 
they pertain. Before such disclosures, 
the recipient must provide advance 
written assurance that the records will 
be used as statistical research or re-
porting records; only to transferred in 
a form that is not individually identifi-
able; and will not be used, in whole or 
in part, to make any determination 
about rights, benefits, or entitlements 
of specific individuals. 

NOTE: Disclosure accounting is required. 

(f) National Archives and Records Ad-
ministration (NARA). Records may be 
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disclosed to NARA as a record that has 
sufficient historical or other value to 
warrant its continued preservation by 
the U.S. Government, or for evaluation 
by the Archivist of the U.S. or his des-
ignee to determine whether the record 
has such value. 

NOTE: Disclosure accounting is required. 

(1) Records may be disclosed to 
NARA to carry out records manage-
ment inspections required by law. 

(2) Records transferred to a Federal 
Records Center (FRC) operated by 
NARA for storage are not within this 
category. Those records continue to be 
maintained and controlled by the 
transferring DON activity. The FRC is 
considered to be the agency of the DON 
for this purpose. 

(g) Disclosures for law enforcement pur-
poses. Records may be disclosed with-
out the consent of the individual whom 
they pertain to another agency or to an 
instrumentality of any governmental 
jurisdiction within or under the con-
trol of the U.S. for a civil or criminal 
law enforcement activity provided the 
civil or criminal law enforcement ac-
tivity is authorized by law; the head of 
the law enforcement activity or a des-
ignee has made a written request speci-
fying the particular records desired and 
the law enforcement purpose (such as 
criminal investigations, enforcement 
of a civil law, or a similar purpose) for 
which the record is sought; and there is 
no Federal statute that prohibits the 
disclosure of the records to the agency 
which maintains the record specifying 
the particular portion desired and the 
law enforcement activity for which the 
record is sought. 

(1) Disclosure to foreign law enforce-
ment agencies is not governed by the 
provisions of 5 U.S.C. 552a. To enable 
disclosure, a specific routine use must 
be published in the record system no-
tice or another governing authority 
must exist. 

(2) If a DON activity discloses a 
record outside the DOD for law enforce-
ment purposes without the individual’s 
consent and without an adequate writ-
ten request, the disclosure must be 
under an established routine use, such 
as the ‘‘Blanket Routine Use’’ for law 
enforcement. 

(3) Blanket requests from law en-
forcement activities for all records per-

taining to an individual shall not be 
honored. The requesting agency must 
specify each record or portion desired 
and how each relates to the authorized 
law enforcement activity. 

(4) When a record is released to a law 
enforcement activity under this rou-
tine use, DON activities shall maintain 
a disclosure accounting. This disclo-
sure accounting shall not be made 
available to the individual to whom the 
record pertains if the law enforcement 
activity requests that the disclosure 
not be released. 

(5) The Blanket Routine Use for law 
enforcement records applies to all DON 
PA systems of records notices. Only by 
including this routine use can a DON 
activity on its own initiative report in-
dications of violations of law found in 
a system of records to a law enforce-
ment activity without the consent of 
the individual to whom the record per-
tains. 

(h) Emergency disclosures. Records 
may be disclosed without the written 
consent of the individual to whom they 
pertain if disclosure is made under 
compelling circumstances affecting the 
health or safety of any individual. The 
affected individual need not be the sub-
ject of the record disclosed. 

NOTE: Disclosure accounting is required. 

(1) When such a disclosure is made, 
notify the individual who is the subject 
of the record. Notification sent to the 
last known address of the individual re-
flected in the records is sufficient. 

(2) In instances where information is 
requested by telephone, an attempt 
will be made to verify the inquirer’s 
and medical facility’s identities and 
the caller’s telephone number. 

(3) The specific data to be disclosed is 
at the discretion of the releasing au-
thority. Emergency medical informa-
tion may be released by telephone. 

(i) Disclosure to Congress. (1) Records 
may be disclosed without the consent 
of the individual to whom they pertain 
to either house of the Congress or to 
any committee, joint committee or 
subcommittee of Congress if the re-
lease pertains to a matter within the 
jurisdiction of the committee. Note: 
Disclosure accounting is required. 

(2) See § 701.107(g) regarding how to 
process constituent inquiry requests. 
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(j) Government Accountability Office 
(GAO). Records may be disclosed to the 
Comptroller General, or any of his au-
thorized representatives, in the course 
of the performance of the duties of the 
GAO. 

NOTE: Disclosure accounting is required. 

(k) Court orders. Records may be dis-
closed without the consent of the per-
son to whom they pertain under a 
court order signed by a judge of a court 
of competent jurisdiction. Releases 
may also be made under the compul-
sory legal process of Federal and state 
bodies having authority to issue such 
process. 

NOTE: Disclosure accounting is required. 

(1) The court order must bear the sig-
nature of a Federal, state, or local 
judge. Orders signed by court clerks or 
attorneys are not deemed to be orders 
of a court of competent jurisdiction. A 
photocopy of the order will be suffi-
cient evidence of the court’s exercise of 
its authority of the minimal require-
ments of SECNAVINST 5820.8A, ‘‘Re-
lease of Official Information for Litiga-
tion Purposes and Testimony by DON 
Personnel.’’ 

(2) When a record is disclosed under 
this provision and the compulsory legal 
process becomes a matter of public 
record, make reasonable efforts to no-
tify the individual to whom the record 
pertains. Notification sent to the last 
known address of the individual is suf-
ficient. If the order has not yet become 
a matter of public record, seek to be 
advised as to when it will become pub-
lic. Neither the identity nor the party 
to whom the disclosure was made nor 
the purpose of the disclosure shall be 
made available to the record subject 
unless the court order has become a 
matter of public record. 

(l) Disclosures to consumer reporting 
agencies. Certain information may be 
disclosed to a consumer reporting 
agency in accordance with section 
3711(f) of Title 31. 

NOTE: Certain information (e.g., name, ad-
dress, SSN, other information necessary to 
establish the identity of the individual; 
amount, status, and history of the claim; and 
the agency or program under which the 
claim arose, may be disclosed to consumer 
reporting agencies (i.e., credit reference com-
panies as defined by the Federal Claims Col-
lection Act of 1966, 31 U.S.C. 952d). 

NOTE: Disclosure accounting is required. 

§ 701.111 Disclosure accounting. 

Disclosure accounting allows the in-
dividual to determine what agencies or 
persons have been provided informa-
tion from the record, enable DON ac-
tivities to advise prior recipients of the 
record of any subsequent amendments 
or statements of dispute concerning 
the record, and provide an audit trail 
of DON’s compliance with 5 U.S.C. 552a. 
Since the characteristics of various 
records maintained within the DON 
vary widely, no uniform method for 
keeping disclosure accountings is pre-
scribed. The primary criteria are that 
the selected method be one which will 
enable an individual to ascertain what 
persons or agencies have received dis-
closures pertaining to him/her; provide 
a basis for informing recipients of sub-
sequent amendments or statements or 
dispute concerning the record; and, 
provide a means to prove, if necessary, 
that the activity has complied with the 
requirements of 5 U.S.C. 552a, this sub-
part and subpart G of this part. 

(a) Record of disclosures made. DON ac-
tivities must keep an accurate record 
of all disclosures made from a record 
(including those made with the consent 
of the individual) except those made to 
DOD personnel for use in performing 
their official duties and those disclo-
sures made under FOIA. Accordingly, 
each DON activity with respect to each 
system of records under its control 
must keep a record of the date of the 
disclosure, a description of the infor-
mation disclosed, the purpose of the 
disclosure, and the name and address of 
the person or agency to whom the dis-
closure was made. OPNAV Form 5211/9, 
Disclosure Accounting Form, is 
downloadable from http:// 
www.privacy.navy.mil and should be 
used whenever possible to account for 
disclosures. 

NOTE: DON activities do not have to main-
tain a disclosure accounting for disclosures 
made under (b)(1), to those officers and em-
ployees of an agency which maintains the 
record who have a need for the record in the 
performance of their duties or under (b)(2)— 
which is required under FOIA. 

(b) Retention. Disclosure accountings 
must be kept for five years after the 
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disclosure is made or for the life of the 
record, whichever is longer. 

(c) Right of access. The record subject 
has the right of access to the disclosure 
accounting except when the disclosure 
was made at the request of a civil or 
criminal law enforcement agency or 
when the system of records has been 
exempted from the requirement to pro-
vide access to the disclosure account-
ing. 

(d) Correction. A DON activity must 
inform any person or other agency 
about any correction or notation of 
dispute made by the agency in accord-
ance with subsection (d) of 5 U.S.C. 
552a of any record that has been dis-
closed to the person or agency if an ac-
counting of the disclosure was made. 
The exception is for intra-agency ‘‘need 
to know’’ and FOIA disclosures. 

(e) Accurate accounting. A DON activ-
ity that does not keep a running tab-
ulation of every disclosure at the time 
it is made, must be able to reconstruct 
an accurate and complete accounting 
of disclosures to be able to respond to 
requests in a timely fashion. 

§ 701.112 ‘‘Blanket routine uses.’’ 
In the interest of simplicity, econ-

omy, and to avoid redundancy, DOD 
has established ‘‘DOD Blanket Routine 
Uses.’’ These ‘‘blanket routine uses’’ 
are applicable to every PA system of 
records notice maintained within DOD, 
unless specifically stated within a par-
ticular systems notice. ‘‘DOD Blanket 
Routine Uses’’ are downloadable from 
http://www.privacy.navy.mil (Notices) 
and are published at the beginning of 
the Department of the Navy’s FEDERAL 
REGISTER compilation of record sys-
tems notices. 

§ 701.113 PA exemptions. 
(a) Exempt systems of records. 5 U.S.C. 

552a authorizes SECNAV to adopt rules 
designating eligible systems of records 
as exempt from certain requirements 
of the Act. This authorization has been 
delegated to CNO (DNS–36), who will be 
responsible for proposing an exemption 
rule. Exempt systems of records are 
identified at http:// 
www.privacy.navy.mil. 

(b) Exemption rule. No PA exemption 
may be established for a system of 
records until the system itself has been 

established by publishing a notice in 
the FEDERAL REGISTER. This allows in-
terested persons an opportunity to 
comment. 

(c) Access. A PA exemption may not 
be used to deny an individual access to 
information that he/she can obtain 
under 5 U.S.C. 552. 

(d) Exemption status. An exempt sys-
tem of records that is filed in a non-ex-
empt system of records retains its ex-
empt status. 

(e) Types of exemptions. There are two 
types of exemptions permitted by 5 
U.S.C. 552a, general and specific exemp-
tions. 

(1) General exemptions allow a sys-
tem of records to be exempt from all 
but specifically identified provisions of 
5 U.S.C. 552a. They are: 

(i) ‘‘(j)(1)’’—this exemption is only 
available for use by CIA to protect ac-
cess to their records. 

(ii) ‘‘(j)(2)’’—this exemption protects 
criminal law enforcement records 
maintained by the DON. To be eligible, 
the system of records must be main-
tained by a DON activity that per-
forms, as one of its principal functions, 
the enforcement of criminal laws. For 
example, the Naval Criminal Investiga-
tive Service and military police activi-
ties qualify for this exemption. Crimi-
nal law enforcement includes police ef-
forts to detect, prevent, control, or re-
duce crime, or to apprehend criminals 
and the activities of prosecution, 
court, correctional, probation, pardon, 
or parole authorities. 

(A) This exemption applies to infor-
mation compiled for the purpose of 
identifying criminal offenders and al-
leged criminal offenders and identi-
fying data and notations of arrests; the 
nature and disposition of criminal 
charges; and sentencing, confinement, 
release, parole and probation status; 
information compiled for the purpose 
of a criminal investigation, including 
reports of informants and investiga-
tors, and associated with the identifi-
able individual; and reports identifi-
able to an individual, compiled at any 
stage of the enforcement process, from 
arrest, apprehension, indictment, or 
preferral of charges through final re-
lease from the supervision that re-
sulted from the commission of a crime. 
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(B) The exemption does not apply to 
investigative records maintained by a 
DON activity having no criminal law 
enforcement duties as one of its prin-
ciple functions; or investigative 
records compiled by any element con-
cerning an individual’s suitability, eli-
gibility; or, qualification for duty, em-
ployment, or access to classified infor-
mation, regardless of the principle 
functions of the DON activity that 
compiled them. 

(2) Specific exemptions permit cer-
tain categories of records to be ex-
empted from specific provisions of 5 
U.S.C. 552a. They are: 

(i) ‘‘(k)(1)’’: Information which is 
properly classified under E.O. in the in-
terest of national defense or foreign 
policy. 

NOTE: All DOD systems of records that 
contain classified information automatically 
qualify for (k)(1) exemption, without estab-
lishing an exemption rule. 

(ii) ‘‘(k)(2)’’: Investigatory material 
compiled for law enforcement purposes, 
other than material within the scope of 
exemption (j)(2). If an individual is de-
nied any right, privilege, or benefit 
that he would otherwise be eligible, as 
a result of such material, such mate-
rial shall be provided to such indi-
vidual, except to the extent that the 
disclosure would reveal the identity of 
a source who furnished information to 
the Government under an express 
promise that the identity of the source 
would be held in confidence, or, prior 
to 27 September 1975 under an implied 
promise that the identity of the source 
would be held in confidence. 

(iii) ‘‘(k)(3)’’: Information maintained 
in connection with providing protec-
tive services to the President of the 
United States or other individuals pur-
suant to section 3056 of Title 18. 

(iv) ‘‘(k)(4)’’: Information required by 
statute to be maintained and used sole-
ly as statistical records. 

(v) ‘‘(k)(5)’’: Investigatory material 
compiled solely for the purpose of de-
termining suitability, eligibility, or 
qualifications for Federal civilian em-
ployment, military service, Federal 
contracts, or access to classified infor-
mation, but only to the extent that the 
disclosure of such material would re-
veal the identity of a source who fur-
nished information to the Government 
under an express promise that the iden-

tity of the source would be held in con-
fidence, or, prior to September 27, 1975, 
under an implied promise that the 
identity of the source would be held in 
confidence. 

(vi) ‘‘(k)(6)’’: Testing and evaluation 
material used solely to determine indi-
vidual qualifications for appointment 
or promotion in the Federal service the 
disclosure of which would compromise 
the objectivity or fairness of the test-
ing or examination process. 

(vii) ‘‘(k)(7)’’: Evaluation material 
used to determine potential for pro-
motion in the armed services, but only 
to the extent that the disclosure of 
such material would reveal the iden-
tity of the source who furnished infor-
mation to the government under an ex-
press promise that the identity of the 
source would be held in confidence, or, 
prior to September 27, 1975, under an 
implied promise that the identity of 
the source would be held in confidence. 

(f) Detailed analysis of PA exemptions. 
A detailed analysis of each exemption 
can be found in the Department of Jus-
tice’s (DOJ’s) ‘‘Freedom of Information 
Act Guide & Privacy Act Overview’’ 
that appears on http:// 
www.privacy.navy.mil. 

§ 701.114 PA enforcement actions. 

(a) Administrative remedies. Any indi-
vidual who alleges that he/she has been 
affected adversely by a DON activity’s 
violation of 5 U.S.C. 552a and this sub-
part may seek relief from SECNAV 
through administrative channels. It is 
recommended that the individual first 
address the issue through the PA coor-
dinator having cognizance over the rel-
evant records or supervisor (if a Gov-
ernment employee). If the complaint is 
not adequately addressed, the indi-
vidual may contact CNO (DNS–36) or 
CMC (ARSF), for assistance. 

(b) Civil court actions. After exhaust-
ing administrative remedies, an indi-
vidual may file a civil suit in Federal 
court against a DON activity for the 
following acts: 

(1) Denial of an amendment request. 
The activity head, or his/her designee 
wrongfully refuses the individual’s re-
quest for review of the initial denial of 
an amendment or, after review, wrong-
fully refuses to amend the record. 
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(2) Denial of access. The activity 
wrongfully refuses to allow the indi-
vidual to review the record or wrong-
fully denies his/her request for a copy 
of the record. 

(3) Failure to meet recordkeeping stand-
ards. The activity fails to maintain an 
individual’s record with the accuracy, 
relevance, timeliness, and complete-
ness necessary to assure fairness in any 
determination about the individual’s 
rights, benefits, or privileges and, in 
fact, makes an adverse determination 
based on the record. 

(4) Failure to comply with PA. The ac-
tivity fails to comply with any other 
provision of 5 U.S.C. 552a or any rule or 
regulation issued under 5 U.S.C. 552a 
and thereby causes the individual to be 
adversely affected. 

(c) Civil remedies. In addition to spe-
cific remedial actions, 5 U.S.C. 552a 
provides for the payment of damages, 
court costs, and attorney fees in some 
cases. 

(d) Criminal penalties. 5 U.S.C. 552a au-
thorizes criminal penalties against in-
dividuals for violations of its provi-
sions, each punishable by fines up to 
$5,000. 

(1) Wrongful disclosure. Any member 
or employee of DON who, by virtue of 
his/her employment or position, has 
possession of or access to records and 
willfully makes a disclosure knowing 
that disclosure is in violation of 5 
U.S.C. 552a, this subpart or subpart G. 

(2) Maintaining unauthorized records. 
Any member or employee of DON who 
willfully maintains a system of records 
for which a notice has not been ap-
proved and published in the FEDERAL 
REGISTER. 

(3) Wrongful requesting or obtaining 
records. Any person who knowingly and 
willfully requests or obtains any record 
concerning an individual from an agen-
cy under false pretenses. 

(e) Litigation notification. Whenever a 
complaint citing the PA is filed in a 
U.S. District Court against the DON or 
any DON employee, the responsible 
DON activity shall promptly apprise 
CNO (DNS–36)) and provide a copy of 
all relevant documents. CNO (DNS–36) 
will in turn apprise the DPO, who will 
apprise the DOJ. When a court renders 
a formal opinion or judgment, copies of 
the judgment and/or opinion shall be 

promptly provided to CNO (DNS–36). 
CNO (DNS–36) will apprise the DPO. 

§ 701.115 Protected personal informa-
tion (PPI). 

(a) Access/disclosure. Access to and 
disclosure of PPI such as SSN, date of 
birth, home address, home telephone 
number, etc., must be strictly limited 
to individuals with an official need to 
know. It is inappropriate to use PPI in 
group/bulk orders. Activities must take 
action to protect PPI from being wide-
ly disseminated. In particular, PPI 
shall not be posted on electronic bul-
letin boards because the PA strictly 
limits PPI access to those officers and 
employees of the agency with an offi-
cial need to know. 

(b) Transmittal. In those instances 
where transmittal of PPI is necessary, 
the originator must take every step to 
properly mark the correspondence so 
that the receiver of the information is 
apprised of the need to properly protect 
the information. For example, when 
transmitting PPI in a paper document, 
FAX, or E-Mail, it may be appropriate 
to mark it ‘‘FOR OFFICIAL USE 
ONLY (FOUO)—PRIVACY SENSITIVE. 
Any misuse or unauthorized disclosure 
may result in both civil and criminal 
penalties.’’ When sending a message 
that contains PPI, it should be marked 
FOUO. It is also advisable to inform 
the recipient that the message should 
not be posted on a bulletin board. In all 
cases, recipients of message traffic 
that contain PPI, whether marked 
FOUO or not, must review it prior to 
posting it on an electronic bulletin 
board. 

(c) Collection/maintenance. The collec-
tion and maintenance of information 
retrieved by an individual’s name and/ 
or personal identifier should be per-
formed in compliance with the appro-
priate PA systems of record notice (see 
http://www.privacy. navy.mil). If you 
need to collect and maintain informa-
tion retrieved by an individual’s name 
and/or personal identifier, you must 
have an approved PA systems notice to 
cover that collection. If you are unsure 
as to whether a systems notice exists 
or not, contact the undersigned for as-
sistance. 
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(d) Best practices. PA Coordinators 
should work closely with command of-
ficials to conduct training, evaluate 
what PPI can be removed from routine 
message traffic, review Web site post-
ings, review command electronic bul-
letin boards, etc., to ensure appropriate 
processes are in place to minimize the 
misuse and overuse of PPI information 
that could be used to commit identity 
theft. PA Coordinators should also en-
sure that their PA systems of records 
managers have a copy of the appro-
priate PA systems notice and under-
stand PA rules. DON activities shall 
ensure that PPI (e.g., home address, 
date of birth, SSN, credit card or 
charge card account numbers, etc.) per-
taining to a Service member, civilian 
employee (appropriated and non-appro-
priated fund), military retiree, family 
member, or another individual affili-
ated with the activity (i.e., volunteer) 
is protected from unauthorized disclo-
sures. To this end, DON activities 
shall: 

(1) Notify their personnel of this pol-
icy. Address steps necessary to ensure 
that PPI is not compromised. 

(2) Conduct and document privacy 
awareness training for activity per-
sonnel (e.g., military, civilian, con-
tractor, volunteers, NAF employees, 
etc.) Training options include: ‘‘All 
Hands’’ awareness briefing; memo to 
staff; formal training; circulation of 
brief sheet on Best Practices, etc. 

(3) Examine business practices to 
eliminate the unnecessary collection, 
transmittal and posting on internet/ 
intranet of PPI. DON activities shall 
reevaluate the necessity and value of 
including an individual’s SSN and 
other PPI in messages, e-mails, and 
correspondence in order to conduct of-
ficial business. The overuse and misuse 
of SSNs should be discontinued to 
avoid the potential for identity theft. 
For example, there is no need to in-
clude an individual’s SSN in a welcome 
aboard message. Such messages are 
routinely posted on command bulletin 
boards that are viewable by all. If a 
unique identifier is needed, truncate 
the SSN using only the last four digits. 

(4) Mark all documents that contain 
PPI (e.g., letters, memos, emails, mes-
sages, documents FAXed, etc) FOUO. 
Consider using a header/footer that 

reads: ‘‘FOR OFFICIAL USE ONLY— 
PRIVACY SENSITIVE: ANY MISUSE 
OR UNAUTHORIZED DISCLOSURE 
MAY RESULT IN BOTH CIVIL AND 
CRIMINAL PENALTIES.’’ 

(5) Train DON military members/em-
ployees who maintain PPI on their 
laptop computers/BlackBerrys, who 
telecommute, work from home, or take 
work home, etc., to ensure information 
is properly safeguarded against loss/ 
compromise. Should a loss occur, en-
sure they are aware of how, what, and 
where to report the loss. 

(6) Review existing postings on activ-
ity Web sites and public folders to en-
sure that the PPI is removed to pre-
vent identity theft. 

(7) Remove PPI from documents prior 
to posting or circulating information 
to individuals without an ‘‘official need 
to know.’’ 

(8) Evaluate risks for potential com-
promise of PPI held in activity files, 
databases, etc., to ensure proper safe-
guards are in place to prevent unau-
thorized disclosures. Revise protocols 
as necessary. 

(9) Ensure that PPI is not left out in 
the open or circulated to individuals 
not having an official need to know. 

(10) Ensure that PA systems of 
records are properly safeguarded and 
that PPI is properly destroyed (http:// 
www.privacy.navy.mil/noticenumber/ 
noticeindex.asp). 

(11) Organizations that are moving or 
being disestablished need to ensure 
they do not dispose of documents con-
taining PPI in containers that may be 
subject to public access/compromise. 

(12) DON activities shall build a Pri-
vacy Team to identify ways to preclude 
inadvertent releases of PPI. 

(e) Unauthorized disclosure. In the 
event an unauthorized disclosure of 
PPI is made, DON activities shall: 

(1) Take immediate action to pro-
hibit further damage/disclosure. 

(2) Within 10 days, the DON activity 
shall notify all affected individuals by 
letter, including the specific data in-
volved and the circumstances sur-
rounding the incident. If the DON ac-
tivity is unable to readily identify the 
affected individuals, a generalized no-
tice should be sent to the potentially 
affected population. As part of any no-
tification process, individuals shall be 
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informed to visit the Federal Trade 
Commission’s (FTC’s) Web site at 
http://www.consumer.gov/idtheft for guid-
ance on protective actions the indi-
vidual can take. A synopsis of the dis-
closure made, number of individuals af-
fected, actions to be taken, should be e- 
mailed to CNO (DNS–36) with ‘‘Identity 
Theft Notification’’ in the subject line. 

(3) If the DON activity is unable to 
comply with the notification require-
ments set forth in paragraph (e)(2) of 
this section, the activity shall imme-
diately inform CNO (DNS–36) as to the 
reasons why. CNO (DNS–36) will, in 
turn, notify the Secretary of Defense. 

(4) DON activities shall identify ways 
to preclude future incidents. 

§ 701.116 PA systems of records notices 
overview. 

(a) Scope. A ‘‘system of records no-
tice’’ consists of ‘‘records’’ that are 
routinely retrieved by the name, or 
some other personal identifier, of an 
individual and under the control of the 
DON. 

(b) Retrieval practices. How a record is 
retrieved determines whether or not it 
qualifies to be a system of records. For 
example, records must be retrieved by 
a personal identifier (name, SSN, date 
of birth, etc.) to qualify as a system of 
records. Accordingly, a record that 
contains information about an indi-
vidual but IS NOT RETRIEVED by a 
personal identifier does not qualify as a 
system of records under the provisions 
of the PA. (NOTE: The ‘‘ability to re-
trieve’’ is not sufficient to warrant the 
establishment of a PA system of 
records. The requirement is retrieval 
by a name or personal identifier.) 
Should a business practice change, 
DON activities shall immediately con-
tact CNO (DNS–36) to discuss the pend-
ing change, so that the systems notice 
can be changed or deleted as appro-
priate. 

(c) Recordkeeping standards. A record 
maintained in a system of records sub-
ject to this instruction must meet the 
following criteria: 

(1) Be accurate. All information in the 
record must be factually correct. 

(2) Be relevant. All information con-
tained in the record must be related to 
the individual who is the record subject 
and must be related to a lawful purpose 

or mission of the DON activity main-
taining the record. 

(3) Be timely. All information in the 
record must be reviewed periodically to 
ensure that it has not changed due to 
time or later events. 

(4) Be complete. It must be able to 
stand alone in accomplishing the pur-
pose for which it is maintained. 

(5) Be necessary. All information in 
the record must be needed to accom-
plish a mission or purpose established 
by Federal Law or E.0. of the Presi-
dent. 

(d) Approval. CNO (DNS–36) is the ap-
proval authority for Navy PA systems 
of records actions. CMC (ARSF) is the 
approval authority for Marine Corps 
PA systems of records actions. Activi-
ties wishing to create, alter, amend, or 
delete systems should contact CNO 
(DNS–36) or CMC (ARSF), respectively. 
Those officials will assist in electroni-
cally preparing and coordinating the 
documents for DOD/Congressional ap-
proval, as electronic processing is both 
time and cost efficient. 

(e) Publication in the FEDERAL REG-
ISTER. Per DOD 5400.11–R, the DPO has 
responsibility for submitting all rule-
making and changes to PA system of 
records notices for publication in the 
FEDERAL REGISTER and CFR. 

§ 701.117 Changes to PA systems of 
records. 

CNO (DNS–36) is the approval author-
ity for Navy/DON PA systems of 
records actions. CMC (ARSF) is the ap-
proval authority for Marine Corps PA 
systems of records actions. DON activi-
ties wishing to create, alter, amend, or 
delete systems should contact CNO 
(DNS–36) or CMC (ARSF), who will as-
sist in electronically preparing the 
documents for coordination and DOD/ 
Congressional approval. 

(a) Creating a new system of records. (1) 
A new system of records is one for 
which no existing system notice has 
been published in the FEDERAL REG-
ISTER. DON activities wishing to estab-
lish a new PA system of records notice 
shall contact CNO (DNS–36) (regarding 
Navy system of records) or CMC 
(ARSF) (regarding Marine Corps sys-
tem of records.) These officials will as-
sist in the preparation and approval of 
the notice. Once approval is obtained 
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from DOD, the systems notice will be 
published in the FEDERAL REGISTER for 
comment by the public. In the case of 
an exempt system of records, it will 
also be published at 32 CFR part 701. A 
listing of all DON PA systems of 
records notices is available at http:// 
www.privacy.navy.mil. 

(2) A DON activity may not begin 
collecting or maintaining PPI about 
individuals that is retrieved by their 
name and/or personal identifier until a 
PA system of records notice has been 
approved and published in the FEDERAL 
REGISTER. Failure to comply with this 
mandate could result in both criminal 
and civil penalties. 

(3) In those cases where a system of 
records has been cancelled or deleted 
and it is later determined that it 
should be reinstated or reused, a new 
system notice must be prepared. 

(4) DON activities wishing to create a 
new PA system of records must con-
duct a risk analysis of the proposed 
system to consider the sensitivity and 
use of the records; present and pro-
jected threats and vulnerabilities; and 
projected cost effectiveness of safe-
guards. (See § 701.118 regarding PIAs.) 

(b) Altering a system of records notice. 
A systems manager shall contact CNO 
(DNS–36)/CMC (ARSF) to alter a PA 
system of records notice when there 
has been: 

(1) A significant increase or change 
in the number or types of individuals 
about who records are maintained. For 
example, a decision to expand a system 
of records that originally covered per-
sonnel assigned to only one activity to 
cover personnel at several installations 
would constitute an altered system. An 
increase or decrease in the number of 
individuals covered due to normal 
growth or decrease is not an alteration. 

(2) A change that expands the types 
or categories of information main-
tained. 

(3) A change that alters the purpose 
for which the information is used. In 
order to be an alteration, the change 
must be one that is not reasonably in-
ferred from any of the existing pur-
poses. 

(4) A change that adds a new routine 
use. 

(5) A change to equipment configura-
tion (either hardware or software) that 

creates substantially greater use of 
records in the system. For example, 
placing interactive computer terminals 
at regional offices when the system 
was formerly used only at the head-
quarters would be an alteration. 

(6) A change in the manner in which 
records are organized or in the method 
by which records are retrieved. 

(7) A combining of record systems 
due to reorganization. 

(c) Amending a system of records notice. 
DON activities should apprise CNO 
(DNS–36) or CMC (ARSF) respectively 
when a minor change has been made to 
a system of records. 

(d) Deleting a system of records notice. 
When a system of records is discon-
tinued, incorporated into another sys-
tem, or determined to be no longer sub-
ject to this instruction, a deletion no-
tice must be published in the FEDERAL 
REGISTER. The deletion notice shall in-
clude the system identification num-
ber, system name, and the reason for 
deleting it. If a system is deleted 
through incorporation into or merger 
with another system, identify the suc-
cessor system in the deletion notice. 
Systems managers who determine that 
a systems notice is no longer needed 
should contact CNO (DNS–36)/CMC 
(ARSF) who will prepare the deletion 
notice and submit it electronically to 
DOD for publication in the FEDERAL 
REGISTER. 

(e) Numbering a system of records no-
tice. Systems of records notices are 
identified with an ‘‘N’’ for a Navy sys-
tem; ‘‘M’’ for a Marine Corps system; 
or an ‘‘NM’’ to identify a DON-wide 
system, followed by the subject matter 
Standard Subject Identification Code 
(SSIC). 

(f) Detailed information. Detailed in-
formation on how to write, amend, 
alter, or delete a PA system of records 
notice is contained at http:// 
www.privacy.navy.mil. 

§ 701.118 Privacy, IT, and PIAs. 

(a) Development. Privacy must be con-
sidered when requirements are being 
analyzed and decisions are being made 
about data usage and storage design. 
This applies to all of the development 
methodologies and system life cycles 
used in the DON. 
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(b) E-Government Act of 2002. The E- 
Government Act of 2002 (Pub. L. 107– 
347) directs agencies to conduct reviews 
of how privacy issues are considered 
when purchasing or creating new IT 
systems or when initiating new elec-
tronic collections of IIF. See DOD 
Memo of 28 Oct 05, subject ‘‘DOD PIA 
Guidance’’ regarding DOD PIA Guid-
ance. 

(c) Purpose. To ensure IIF is only ac-
quired and maintained when necessary 
and the supporting IT that is being de-
veloped and used protects and pre-
serves the privacy of the American 
public and to provide a means to assure 
compliance with applicable laws and 
regulations governing employee pri-
vacy. A PIA should be prepared before 
developing or procuring a general sup-
port system or major application that 
collects, maintains, or disseminates 
IIF from or about DON civilian or mili-
tary personnel. 

(d) Scope. The PIA incorporates pri-
vacy into the development life cycle so 
that all system development initia-
tives can appropriately consider pri-
vacy issues from the earliest stages of 
design. During the early stages of the 
development of a system, both the sys-
tem owner and system developer shall 
work together to identify, evaluate, 
and resolve any privacy risks. Accord-
ingly, 

(1) System owners must address what 
data is to be used, how the data is to be 
used, and who will use the data. 

(2) System developers must address 
whether the implementation of the 
owner’s requirements presents any 
threats to privacy. 

(e) Requirements. Before developing, 
modifying or establishing an auto-
mated system of records that collects, 
maintains, and/or disseminates IIF, 
DON activities shall conduct a PIA to 
effectively address privacy factors. 
Guidance is provided at http:// 
www.doncio.navy.mil. 

(f) Coverage. E-Government Act of 
2002 (Pub. L. 107–347) mandates the 
preparation of a PIA either before de-
veloping or procuring IT systems that 
collect, maintain, or disseminate IIF 
from or about members of the public or 
initiating a new electronic collection 
of IIF for 10 or more persons of the pub-
lic. (NOTE: The public DOES NOT in-

clude DON civilian or military per-
sonnel, but DOES cover family mem-
bers of such personnel, retirees and 
their family members, and DON con-
tractors.) A PIA should be prepared be-
fore developing, modifying, or pro-
curing IT systems that collect, main-
tain, or disseminate IIF from or about 
members of the public or initiating a 
new electronic collection of IIF for 10 
or more members of the public. A PIA 
shall also be prepared before devel-
oping, modifying or procuring a gen-
eral support system or major applica-
tion that collects, maintains, or dis-
seminates IIF from or about DON civil-
ian and military personnel. 

(g) PIA not required. (1) Legacy sys-
tems do not require completion of a 
PIA. However, DON CIO may request a 
PIA if the automation or upgrading of 
these systems puts the data at risk. 

(2) Current operational systems do 
not require completion of a PIA. How-
ever, if privacy is a concern for a sys-
tem the DON CIO can request that a 
PIA be completed. If a potential prob-
lem is identified concerning a cur-
rently operational system, the DON 
will use all reasonable efforts to rem-
edy the problem. 

§ 701.119 Privacy and the web. 
DON activities shall consult 

SECNAVINST 5720.47B for guidance on 
what may be posted on a Navy Web 
site. 

§ 701.120 Processing requests that cite 
or imply PA, Freedom of Informa-
tion (FOIA), or PA/FOIA. 

Individuals do not always know what 
Act(s) to cite when requesting informa-
tion. Nonetheless, it is DON policy to 
ensure that they receive the maximum 
access to information they are request-
ing. Accordingly, processing guidance 
is as follows: 

(a) Cite/imply PA. (1) Individuals who 
cite to the PA and/or seek access to 
records about themselves that are con-
tained in a PA system of records that 
is retrieved by their name and personal 
identifier, will have their request proc-
essed under the provisions of the PA. 

(2) If there is no ‘‘Exemption Claimed 
for this System,’’ then the record will 
be released to the requester unless: it 
contains classified information ((k)(1) 
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applies); was compiled in anticipation 
of litigation ((d)(5) applies); or contains 
information about another person. Al-
though there is no ‘‘privacy’’ exemp-
tion under the PA, delete any informa-
tion about other persons and explain in 
the response letter that ‘‘information 
not about you’’ was deleted from the 
response. There is no PA exemption to 
claim and no appeal rights to be given. 

(b) Cite/imply FOIA. (1) Individuals 
who cite/imply FOIA when seeking ac-
cess to records about themselves will 
have their request processed under PA, 
if the records they seek are contained 
in a PA system of records that is re-
trieved by their name and personal 
identifier. However, if the system of 
records notice contains an exemption 
rule, the release of information will be 
adjudicated using both PA and FOIA, 
ensuring that the individual receives 
the maximum amount of information 
allowable under the Acts. 

(2) Individuals who cite/imply FOIA 
and seek access to records about them-
selves that are not contained in a PA 
system of records that is retrieved by 
their name and personal identifier will 
have their request processed under 
FOIA. 

(3) Individuals who cite to the FOIA, 
but do not seek access to records about 
themselves, will have their request 
processed under FOIA. 

(c) Cite to PA and FOIA. Individuals 
who cite to both PA and FOIA and seek 
access to records contained in a PA 
system of record retrieved by their 
name and personal identifier, will have 
their request as follows: 

(1) If the system of records does not 
cite to an exemption rule, does not 
contain classified information, or was 
not compiled in anticipation of litiga-
tion, the entire file is considered re-
leasable under the PA. However, if the 
file contains information about an-
other person, that information shall be 
withheld and the requester apprised 
that information about another indi-
vidual has been deleted, since the in-
formation is not about them. Since no 
PA exemption exists for protecting pri-
vacy, no exemption rule can be cited 
and appeal rights do not have to be 
given. 

(2) If the system of records does cite 
to a PA exemption rule, claim the ex-

emption and process the request under 
the provisions of the FOIA, ensuring 
the requester receives the maximum 
release of information allowed under 
the Acts. 

(d) Processing time limits. DON activi-
ties shall normally acknowledge re-
ceipt of PA requests within 10 working 
days and respond within 30 working 
days. 

§ 701.121 Processing ‘‘routine use’’ dis-
closures. 

(a) ‘‘Routine use’’ disclosure. Individ-
uals or organizations may seek a ‘‘rou-
tine use’’ disclosure of information 
from a DON PA system of records if the 
system provides for such a disclosure. 

(1) The request must be in writing 
and state that it is being made under a 
‘‘routine use’’ established by a specific 
PA system of records notice. For exam-
ple: ‘‘Under the ‘‘routine use’’ provi-
sions of PA systems notice N05880–1, 
Security Incident System, that allows 
release of information to individuals 
involved in base incidents, their insur-
ance companies, and/or attorneys for 
the purpose of adjudicating a claim, I 
am seeking access to a copy of my ve-
hicle accident report to submit a claim 
to my insurance company. Information 
needed to locate this record is as fol-
lows * * *.’’ 

(2) The individual is provided infor-
mation needed to adjudicate the claim. 
A release authority may sign the re-
sponse letter since a release of respon-
sive information is being disclosed 
under a ‘‘routine use,’’ there is no ‘‘de-
nial’’ of information (i.e., PA/FOIA ex-
emptions do not apply), and no appeal 
rights cited. 

(3) DON activities shall retain a copy 
of the request and maintain a disclo-
sure accounting of the information re-
leased. (See § 701.111.) 

(b) Failure to cite to a ‘‘routine use.’’ 
Individuals or organizations that seek 
access to information contained in a 
DON PA system of records under PA/ 
FOIA, but who have access under a 
‘‘routine use’’ cited in the systems no-
tice, shall be apprised of the ‘‘routine 
use’’ access and offered the opportunity 
to resubmit a ‘‘routine use’’ request, 
rather than having information denied 
under PA/FOIA. DON activities shall 
not make a ‘‘routine use’’ disclosure 
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without having a ‘‘routine use’’ re-
quest. 

(c) Frequent ‘‘routine use’’ requests. 
DON activities (e.g., security and mili-
tary police offices) that routinely re-
ceive requests for information for 
which a ‘‘routine use’’ has been estab-
lished should offer a ‘‘routine use’’ re-
quest form. This will eliminate the un-
necessary burden of processing re-
quests under PA/FOIA when the lim-
ited information being sought is avail-
able under a ‘‘routine use.’’ 

§ 701.122 Medical records. 
(a) Health Information Portability and 

Accountability Act (HIPAA). (1) DOD Di-
rective 6025.18 establishes policies and 
assigns responsibilities for implemen-
tation of the standards for privacy of 
individually identifiable health infor-
mation established by HIPAA. 

(2) DOD Directive 6025.18–R prescribes 
the uses and disclosures of protected 
health information. 

(3) Detailed guidance on HIPAA com-
pliance is available from the Bureau of 
Medicine and Surgery’s Web site at 
http://navymedicine.med.navy.mil and 
from DOD at http://www.tricare.osd.mil/ 
hipaa/. 

(4) In addition to responsibilities to 
comply with this subpart and subpart 
G of this part, DOD Directive 6025.18 
and DOD 6025.18–R must also be com-
plied with to the extent applicable. Al-
though nothing in this subpart and 
subpart G violates DOD Directive 
6025.18, compliance with this subpart 
and subpart G in connection with pro-
tected health information does not nec-
essarily satisfy all requirements of 
DOD 6025.18–R. 

(b) Disclosure. DON activities shall 
disclose medical records to the indi-
vidual to whom they pertain, even if a 
minor, unless a judgment is made that 
access to such records could have an 
adverse effect on the mental or phys-
ical health of the individual. Normally, 
this determination shall be made in 
consultation with a medical practi-
tioner. 

(1) Deny the individual access to his/ 
her medical and psychological records 
if that access could have an adverse af-
fect on the mental or physical health 
of the individual. This determination 
normally should be made in consulta-

tion with a medical practitioner. If it 
is medically indicated that access 
could have an adverse mental or phys-
ical effect on the individual, provide 
the record to a medical practitioner 
named by the individual, along with an 
explanation of why access without 
medical supervision could be harmful 
to the individual. In any case, do not 
require the named medical practitioner 
to request the record for the indi-
vidual. 

(2) If, however, the individual refuses 
or fails to designate a medical practi-
tioner, access will be refused. The re-
fusal is not considered a denial for re-
porting purposes under the PA. 

(c) Access to a minor’s medical records. 
DON activities may grant access to a 
minor’s medical records to his/her cus-
todial parents or legal guardians, ob-
serving the following procedures: 

(1) In the United States, the laws of 
the State where the records are located 
may afford special protection to cer-
tain medical records (e.g., drug and al-
cohol abuse treatment and psychiatric 
records.) Even if the records are main-
tained by a military medical facility, 
these statutes may apply. 

(2) For installations located outside 
the United States, the custodial parent 
or legal guardian of a minor shall be 
denied access if all of the following 
conditions are met: the minor at the 
time of the treatment or consultation 
was 15, 16, or 17 years old; the treat-
ment or consultation was within a pro-
gram authorized by law or regulation 
to provide confidentiality to the minor; 
the minor indicated a desire that the 
treatment or consultation record be 
handled in confidence and not disclosed 
to a parent or guardian; and the custo-
dial parent or legal guardian does not 
have the written authorization of the 
minor or a valid court order granting 
access. 

(3) All members of the military serv-
ices and all married persons are not 
considered minors regardless of age, 
and the parents of these individuals do 
not have access to their medical 
records without the written consent of 
the individual to whom the record per-
tains. 
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§ 701.123 PA fees. 
The PA fee schedule is only applica-

ble to first party requesters who are 
seeking access to records about them-
selves that are contained in a PA sys-
tem of record. DON activities receiving 
requests under PA, FOIA, or PA/FOIA 
shall only charge fees that are applica-
ble under the Act(s) in which the re-
quest is being processed. 

(a) PA costs. PA fees shall include 
only the direct cost of reproducing the 
requested record. There are no fees for 
search, review, or any administrative 
costs associated with the processing of 
the PA request. The cost for reproduc-
tion of documents/microfiche will be at 
the same rate as that charged under 
the FOIA schedule (see SECNAVINST 
5720.42F). 

(b) Fee waiver. A requester is entitled 
to the first 100 pages of duplication for 
free. 

(1) DON activities shall waive fees 
automatically if the direct cost for re-
production of the remaining pages is 
less than the minimum fee waiver 
threshold addressed under FOIA fees 
(see SECNAVINST 5720.42F). 

(2) However, DON activities should 
not waive fees when it is determined 
that a requester is seeking an exten-
sion or duplication of a previous re-
quest for which he/she was already 
granted a waiver. 

(3) Decisions to waive or reduce fees 
that exceed the minimum fee waiver 
threshold are made on a case-to-case 
basis. 

(c) PA fee deposits. Checks or money 
orders shall be made payable to the 
Treasurer of the United States. DON 
activities will forward any remittances 
to the Treasury Department pursuant 
to the Miscellaneous Receipts Act. 

§ 701.124 PA self assessments/inspec-
tions. 

(a) Self assessments. DON activities 
are encouraged to conduct annual self- 
assessments of their PA program. This 
serves to identify strengths and weak-
nesses and to determine training needs 
of personnel who work with privacy 
records/information. A PA self-assess-
ment evaluation form is provided at 
http://www.privacy.navy.mil (Adminis-
trative Tools) for use in measuring 
compliance with the PA. 

(b) Inspections. During internal in-
spections, DON inspectors shall be 
alert for compliance with this instruc-
tion and for managerial, administra-
tive, and operational problems associ-
ated with the implementation of the 
DON’s PA program. 

(1) DON inspectors shall document 
their findings in official reports fur-
nished to the responsible DON officials. 
These reports, when appropriate, shall 
reflect overall assets of the activity’s 
PA program inspected, or portion 
thereof, identify deficiencies, irregular-
ities, and significant problems. Also 
document remedial actions taken to 
correct problems identified. 

(2) Inspection reports and follow-up 
reports shall be maintained in accord-
ance with established records disposi-
tion standards (see SECNAVINST 
5210.8D). These reports shall be made 
available to PA program officials and 
to CNO (DNS–36)/CMC (ARSF) respec-
tively. 

(c) Retention of reports. Retain staff 
visit reports and follow-up reports per 
established records disposition stand-
ards contained in SECNAVINST 
5210.8D. Retain self-assessment reports 
until the next self-assessment is com-
pleted. Make these reports available, 
upon request, to CNO (DNS–36) or CMC 
(ARSF). 

§ 701.125 Computer matching program. 
The DPO has responsibility for co-

ordinating the approval of DOD’s par-
ticipation in Computer Matching 
agreements with other Federal, state, 
and local agencies. 

(a) Purpose. To establish or verify ini-
tial or continuing eligibility for Fed-
eral benefit programs; verify compli-
ance with the requirements, either 
statutory or regulatory, of such pro-
grams; or recoup payments or delin-
quent debts under such Federal benefit 
programs. 

(b) Record comparison. The record 
comparison must be a computerized 
one between two Federal Agencies or 
one Federal Agency and a state agency. 
Manual comparisons are not covered. 

(c) Types of programs not covered. (1) 
State programs and programs using 
records about subjects who are not 
‘‘individuals’’ as defined in § 701.101(e) 
are not covered. 
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(2) Statistical matches whose purpose 
is solely to produce aggregate data 
stripped of personal identifiers. 

(3) Statistical matches whose purpose 
is in support of any research or statis-
tical project. 

(4) Law enforcement investigative 
matches whose purpose is to gather 
evidence against a named person or 
persons in an existing investigation. 

(5) Tax administration matches. 
(6) Routine administrative matches 

using Federal personnel records. 
(7) Internal matches using only 

records from DOD systems of records. 
(8) Background investigation and for-

eign counterintelligence matches done 
in the course of performing a back-
ground check for security clearances of 
Federal personnel or Federal con-
tractor personnel or foreign counter-
intelligence. 

(d) Categories of individuals covered. 
Applicants for Federal benefit pro-
grams (i.e., individuals initially apply-
ing for benefits); program beneficiaries 
(i.e., individuals currently receiving or 
formerly receiving benefits); and pro-
viders of services to support such pro-
grams (i.e., those deriving income from 
them such as health care providers). 

(e) Features of a computer matching 
program. A computer matching pro-
gram entails not only the actual com-
puterized comparison, but also pre-
paring and executing a written agree-
ment between the participants, secur-
ing approval of the Defense Data Integ-
rity Board, publishing a matching no-
tice in the FEDERAL REGISTER before 
the match begins, ensuring that inves-
tigation and due process are completed, 
and taking ultimate action, if any. 

(f) Approval/denial of agreements. The 
Executive Secretary, Defense Data In-
tegrity Board, receives and processes 
for review all requests for computer 
matching agreements involving DOD 
activities. Members of the Defense 
Data Integrity Board are provided with 
a copy of the proposed computer 
matching agreement that details the 
costs associated with the match, 
length of agreement, and the number of 
computer matches expected, for their 
approval/disapproval. 

(g) Questions. CNO (DNS–36) rep-
resents the DON on the Defense Data 
Integrity Board. Questions from DON 

personnel should be directed to CNO 
(DNS–36). 

Subpart G—Privacy Act 
Exemptions 

SOURCE: 71 FR 27536, May 11, 2006, unless 
otherwise noted. 

§ 701.126 Purpose. 
Subparts F and G of this part contain 

rules promulgated by the Secretary of 
the Navy, pursuant to 5 U.S.C. 552a (j) 
and (k), and subpart F, § 701.113, to ex-
empt certain systems of DON records 
from specified provisions of 5 U.S.C. 
552a. 

§ 701.127 Exemption for classified 
records. 

All systems of records maintained by 
the DON shall be exempt from the re-
quirements of the access provision of 
the Privacy Act (5 U.S.C. 552a(d)) under 
the (k)(1) exemption, to the extent that 
the system contains information prop-
erly classified under E.O. 12,958 and 
that is required by that E.O. to be kept 
secret in the interest of national de-
fense or foreign policy. This exemption 
is applicable to parts of all systems of 
records including those not otherwise 
specifically designated for exemptions 
herein that contain isolated items of 
properly classified information. 

§ 701.128 Exemptions for specific Navy 
record systems. 

(a) System identifier and name: 
(1) N01070–9, White House Support Pro-

gram. 
(2) Exemption: (i) Information specifi-

cally authorized to be classified under 
E.O. 12,958, as implemented by DOD 
5200.1–R, may be exempt pursuant to 5 
U.S.C. 552a(k)(1). 

(ii) Investigatory material compiled 
for law enforcement purposes may be 
exempt pursuant to 5 U.S.C. 552a(k)(2). 
However, if an individual is denied any 
right, privilege, or benefit for which he 
would otherwise be entitled by Federal 
law or for which he would otherwise be 
eligible, as a result of the maintenance 
of such information, the individual will 
be provided access to such information 
except to the extent that disclosure 
would reveal the identity of a confiden-
tial source. 
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(iii) Records maintained in connec-
tion with providing protective services 
to the President and other individuals 
under 18 U.S.C. 3506, may be exempt 
pursuant to 5 U.S.C. 552a(k)(3). 

(iv) Investigatory material compiled 
solely for the purpose of determining 
suitability, eligibility, or qualifica-
tions for federal civilian employment, 
military service, federal contracts, or 
access to classified information may be 
exempt pursuant to 5 U.S.C. 552a(k)(5), 
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source. 

(v) Portions of this system of records 
are exempt from the following sub-
sections of the Privacy Act: (c)(3), (d), 
(e)(1), (e)(4) (G) through (I), and (f). 

(3) Authority: 5 U.S.C. 552a(k)(1), 
(k)(2), (k)(3), and (k)(5). 

(4) Reasons: Exempted portions of 
this system contain information that 
has been properly classified under E.O. 
12,958, and which is required to be kept 
secret in the interest of national de-
fense or foreign policy. Exempted por-
tions of this system may also contain 
information considered relevant and 
necessary to make a determination as 
to qualifications, eligibility, or suit-
ability for access to classified informa-
tion, and which was obtained by pro-
viding an express or implied promise to 
the source that his or her identity 
would not be revealed to the subject of 
the record. Exempted portions of this 
system may also contain information 
collected and maintained in connection 
with providing protective services to 
the President and other individuals 
protected pursuant to 18 U.S.C. 3056. 
Exempted portions of this system may 
also contain investigative records com-
piled for law enforcement purposes, the 
disclosure of which could reveal the 
identity of sources who provide infor-
mation under an express or implied 
promise of confidentiality, compromise 
investigative techniques and proce-
dures, jeopardize the life or physical 
safety of law-enforcement personnel, or 
otherwise interfere with enforcement 
proceedings or adjudications. 

(b) System identifier and name: 
(1) N01131–1, Officer Selection and Ap-

pointment System. 
(2) Exemption: (i) Information specifi-

cally authorized to be classified under 

E.O. 12,958, as implemented by DOD 
5200.1–R, may be exempt pursuant to 5 
U.S.C. 552a(k)(1). 

(ii) Investigatory material compiled 
solely for the purpose of determining 
suitability, eligibility, or qualifica-
tions for federal civilian employment, 
military service, federal contracts, or 
access to classified information may be 
exempt pursuant to 5 U.S.C. 552a(k)(5), 
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source. 

(iii) Testing or examination material 
used solely to determine individual 
qualifications for appointment or pro-
motion in the Federal service may be 
exempt pursuant to 5 U.S.C. 552a(k)(6), 
if the disclosure would compromise the 
objectivity or fairness of the test or ex-
amination process. 

(iv) Evaluation material used to de-
termine potential for promotion in the 
Military Services may be exempt pur-
suant to 5 U.S.C. 552a(k)(7), but only to 
the extent that the disclosure of such 
material would reveal the identity of a 
confidential source. 

(v) Portions of this system of records 
are exempt from the following sub-
sections of the Privacy Act: (c)(3), (d), 
(e)(1), (e)(4)(G) through (I), and (f). 

(3) Authority: 5 U.S.C. 552a(k)(1), 
(k)(5), (k)(6), and (k)(7). 

(4) Reasons: Granting individuals ac-
cess to portions of this system of 
records could result in the disclosure of 
classified material, or the identifica-
tion of sources who provided informa-
tion to the government under an ex-
press or implied promise of confiden-
tiality. Material will be screened to 
permit access to unclassified material 
and to information that does not dis-
close the identity of a confidential 
source. 

(c) System identifier and name: 
(1) N01133–2, Recruiting Enlisted Selec-

tion System. 
(2) Exemption: (i) Information specifi-

cally authorized to be classified under 
E.O. 12,958, as implemented by DOD 
5200.1–R, may be exempt pursuant to 5 
U.S.C. 552a(k)(1). 

(ii) Investigatory material compiled 
solely for the purpose of determining 
suitability, eligibility, or qualifica-
tions for federal civilian employment, 
military service, federal contracts, or 
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access to classified information may be 
exempt pursuant to 5 U.S.C. 552a(k)(5), 
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source. 

(iii) Testing or examination material 
used solely to determine individual 
qualifications for appointment or pro-
motion in the Federal service may be 
exempt pursuant to 5 U.S.C. 552a(k)(6), 
if the disclosure would compromise the 
objectivity or fairness of the test or ex-
amination process. 

(iv) Evaluation material used to de-
termine potential for promotion in the 
Military Services may be exempt pur-
suant to 5 U.S.C. 552a(k)(7), but only to 
the extent that the disclosure of such 
material would reveal the identity of a 
confidential source. 

(v) Portions of this system of records 
are exempt from the following sub-
sections of the Privacy Act: (c)(3), (d), 
(e)(1), (e)(4)(G) through (I), and (f). 

(3) Authority: 5 U.S.C. 552a(k)(1), 
(k)(5), (k)(6), and (k)(7). 

(4) Reasons: Granting individuals ac-
cess to portions of this system of 
records could result in the disclosure of 
classified material, or the identifica-
tion of sources who provided informa-
tion to the government under an ex-
press or implied promise of confiden-
tiality. Material will be screened to 
permit access to unclassified material 
and to information that does not dis-
close the identity of a confidential 
source. 

(d) System identifier and name: 
(1) N01640–1, Individual Correctional 

Records. 
(2) Exemption: (i) Parts of this system 

may be exempt pursuant to 5 U.S.C. 
552a(j)(2) if the information is compiled 
and maintained by a component of the 
agency which performs as its principle 
function any activity pertaining to the 
enforcement of criminal laws. 

(ii) Portions of this system of records 
are exempt from the following sub-
sections of the Privacy Act: (c)(3), 
(c)(4), (d), (e)(2), (e)(3), (e)(4)(G) through 
(I), (e)(5), (e)(8), (f), and (g). 

(3) Authority: 5 U.S.C. 552a(j)(2). 
(4) Reason: (i) Granting individuals 

access to portions of these records per-
taining to or consisting of, but not lim-
ited to, disciplinary reports, criminal 
investigations, and related statements 

of witnesses, and such other related 
matter in conjunction with the en-
forcement of criminal laws, could 
interfere with the orderly investiga-
tions, with the orderly administration 
of justice, and possibly enable suspects 
to avoid detection or apprehension. 
Disclosure of this information could re-
sult in the concealment, destruction, 
or fabrication of evidence, and jeop-
ardize the safety and well-being of in-
formants, witnesses and their families, 
and law enforcement personnel and 
their families. Disclosure of this infor-
mation could also reveal and render in-
effectual investigative techniques, 
sources, and methods used by these 
components and could result in the in-
vasion of the privacy of individuals 
only incidentally related to an inves-
tigation. The exemption of the individ-
ual’s right of access to portions of 
these records, and the reasons there-
fore, necessitate the exemption of this 
system of records from the require-
ment of the other cited provisions. 

(ii) [Reserved] 
(e) System identifier and name: 
(1) N01754–3, Navy Child Development 

Services Program. 
(2) Exemption: (i) Investigatory mate-

rial compiled for law enforcement pur-
poses may be exempt pursuant to 5 
U.S.C. 552a(k)(2). However, if an indi-
vidual is denied any right, privilege, or 
benefit for which he would otherwise be 
entitled by Federal law or for which he 
would otherwise be eligible, as a result 
of the maintenance of such informa-
tion, the individual will be provided ac-
cess to such information except to the 
extent that disclosure would reveal the 
identity of a confidential source. 

(ii) Portions of this system of records 
are exempt from the following sub-
sections of the Privacy Act: (c)(3) and 
(d). 

(3) Authority: 5 U.S.C. 552a(k)(2). 
(4) Reasons: (i) Exemption is needed 

in order to encourage persons having 
knowledge of abusive or neglectful acts 
toward children to report such infor-
mation, and to protect such sources 
from embarrassment or recrimination, 
as well as to protect their right to pri-
vacy. It is essential that the identities 
of all individuals who furnish informa-
tion under an express promise of con-
fidentiality be protected. Additionally, 
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granting individuals access to informa-
tion relating to criminal and civil law 
enforcement, as well as the release of 
certain disclosure accountings, could 
interfere with ongoing investigations 
and the orderly administration of jus-
tice, in that it could result in the con-
cealment, alteration, destruction, or 
fabrication of information; could ham-
per the identification of offenders and 
the disposition of charges; and could 
jeopardize the safety and well being of 
parents and their children. 

(ii) [Reserved] 
(f) System identifier and name: 
(1) N03834–1, Special Intelligence Per-

sonnel Access File. 
(2) Exemption: (i) Information specifi-

cally authorized to be classified under 
E.O. 12,958, as implemented by DOD 
5200.1–R, may be exempt pursuant to 5 
U.S.C. 552a(k)(1). 

(ii) Investigatory material compiled 
solely for the purpose of determining 
suitability, eligibility, or qualifica-
tions for Federal civilian employment, 
military service, Federal contracts, or 
access to classified information may be 
exempt pursuant to 5 U.S.C. 552a(k)(5), 
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source. 

(iii) Portions of this system of 
records are exempt from the following 
subsections of the Privacy Act: (c)(3), 
(d), (e)(1), (e)(4) (G) through (I), and (f). 

(3) Authority: 5 U.S.C. 552a(k)(1) and 
(k)(5). 

(4) Reasons: (i) Exempted portions of 
this system contain information that 
has been properly classified under E.O. 
12356, and that is required to be kept 
secret in the interest of national de-
fense or foreign policy. 

(ii) Exempted portions of this system 
also contain information considered 
relevant and necessary to make a de-
termination as to qualifications, eligi-
bility, or suitability for access to clas-
sified information and was obtained by 
providing an express or implied assur-
ance to the source that his or her iden-
tity would not be revealed to the sub-
ject of the record. 

(g) System identifier and name: 
(1) N04060–1, Navy and Marine Corps 

Exchange Sales and Security Files. 
(2) Exemption: (i) Investigatory mate-

rial compiled for law enforcement pur-

poses may be exempt pursuant to 5 
U.S.C. 552a(k)(2). However, if an indi-
vidual is denied any right, privilege, or 
benefit for which he would otherwise be 
entitled by Federal law or for which he 
would otherwise be eligible, as a result 
of the maintenance of such informa-
tion, the individual will be provided ac-
cess to such information except to the 
extent that disclosure would reveal the 
identity of a confidential source. 

(ii) Portions of this system of records 
are exempt from the following sub-
sections of the Privacy Act: (c)(3), (d), 
(e)(4)(G) through (I), and (f). 

(3) Authority: 5 U.S.C. 552a(k)(2). 
(4) Reasons: Granting individuals ac-

cess to information collected and 
maintained by these activities relating 
to the enforcement of criminal laws 
could interfere with orderly investiga-
tions, with orderly administration of 
justice, and possibly enable suspects to 
avoid detection or apprehension. Dis-
closure of this information could result 
in the concealment, destruction, or 
fabrication of evidence, and could also 
reveal and render ineffectual investiga-
tive techniques, sources, and methods 
used by these activities. 

(h) [Reserved] 
(i) System identifier and name: 
(1) N05041–1, Inspector General (IG) 

Records. 
(2) Exemption: (i) Information specifi-

cally authorized to be classified under 
E.O. 12,958, as implemented by DOD 
5200.1–R, may be exempt pursuant to 5 
U.S.C. 552a(k)(1). 

(ii) Investigatory material compiled 
for law enforcement purposes may be 
exempt pursuant to 5 U.S.C. 552a(k)(2). 
However, if an individual is denied any 
right, privilege, or benefit for which he 
would otherwise be entitled by Federal 
law or for which he would otherwise be 
eligible, as a result of the maintenance 
of such information, the individual will 
be provided access to such information 
except to the extent that disclosure 
would reveal the identity of a confiden-
tial source. 

(iii) Portions of this system of 
records may be exempt from the provi-
sions of 5 U.S.C. 552a(c)(3); (d); (e)(1); 
(e)(4)(G), (H), and (I); and (f). 

(3) Authority: 5 U.S.C. 552a(k)(1) and 
(k)(2). 
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(4) Reasons: (i) From subsection (c)(3) 
because the release of the disclosure 
accounting would permit individuals to 
obtain valuable information con-
cerning the nature of the investigation 
and would present a serious impedi-
ment to the orderly conduct of any in-
vestigative activities. Such accounting 
could result in the release of properly 
classified information which would 
compromise the national defense or 
disrupt foreign policy. 

(ii) From subsections (d) and (f) be-
cause access to the records would in-
form individuals of the existence and 
nature of the investigation; provide in-
formation that might result in the con-
cealment, destruction, or fabrication of 
evidence; possibly jeopardize the safety 
and well-being of informants, witnesses 
and their families; likely reveal and 
render ineffectual investigatory tech-
niques and methods and sources of in-
formation; and possibly result in the 
invasion of the personal privacy of 
third parties. Access could result in the 
release of properly classified informa-
tion which could compromise the na-
tional defense or disrupt foreign policy. 
Amendment of the records would inter-
fere with the ongoing investigation and 
impose an impossible administrative 
burden by requiring investigations to 
be continually reinvestigated. 

(iii) From subsection (e)(1) because in 
the course of the investigation it is not 
always possible, at least in the early 
stages of the inquiry, to determine rel-
evance and or necessity as such deter-
minations may only occur after the in-
formation has been evaluated. Informa-
tion may be obtained concerning the 
actual or potential violation of laws or 
regulations other than those relating 
to the ongoing investigation. Such in-
formation should be retained as it can 
aid in establishing patterns of im-
proper activity and can provide valu-
able leads in the conduct of other in-
vestigations. 

(iv) From subsection (e)(4)(G) and (H) 
because this system of records is ex-
empt from individual access pursuant 
to subsections (k)(1) and (k)(2) of the 
Privacy Act of 1974. 

(v) From subsection (e)(4)(I) because 
it is necessary to protect the confiden-
tiality of sources and to protect the 
privacy and physical safety of wit-

nesses. Although the system is exempt 
from this requirement, the DON has 
published a notice in broad, generic 
terms in the belief that this is all that 
subsection (e)(4)(I) of the Act requires. 

(j) System identifier and name: 
(1) N05300–3, Faculty Professional Files. 
(2) Exemptions: (i) Investigatory ma-

terial compiled solely for the purpose 
of determining suitability, eligibility, 
or qualifications for Federal civilian 
employment, military service, Federal 
contracts, or access to classified infor-
mation may be exempt pursuant to 5 
U.S.C. 552a(k)(5), but only to the extent 
that such material would reveal the 
identity of a confidential source. 

(ii) Portions of this system of records 
are exempt from the following sub-
sections of the Privacy Act: (c)(3), (d), 
(e)(4)(G) and (H), and (f). 

(3) Authority: 5 U.S.C. 552a(k)(5). 
(4) Reasons: Exempted portions of 

this system contain information con-
sidered relevant and necessary to make 
a release determination as to qualifica-
tions, eligibility, or suitability for Fed-
eral employment, and was obtained by 
providing an express or implied prom-
ise to the source that his or her iden-
tity would not be revealed to the sub-
ject of the record. 

(k) System identifier and name: 
(1) N05354–1, Equal Opportunity Infor-

mation Management System. 
(2) Exemptions: (i) Information spe-

cifically authorized to be classified 
under E.O. 12,958, as implemented by 
DOD 5200.1–R, may be exempt pursuant 
to 5 U.S.C. 552a(k)(1). 

(ii) Investigatory material compiled 
solely for the purpose of determining 
suitability, eligibility, or qualifica-
tions for Federal civilian employment, 
military service, Federal contracts, or 
access to classified information may be 
exempt pursuant to 5 U.S.C. 552a(k)(5), 
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source. 

(iii) Portions of this system of 
records are exempt from the following 
subsections of the Privacy Act: (c)(3), 
(d), (e)(4)(G) through (I), and (f). 

(3) Authority: 5 U.S.C. 552a(k)(1) and 
(k)(5). 

(4) Reasons: Granting access to infor-
mation in this system of records could 
result in the disclosure of classified 
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material, or reveal the identity of a 
source who furnished information to 
the Government under an express or 
implied promise of confidentiality. Ma-
terial will be screened to permit access 
to unclassified material and to infor-
mation that will not disclose the iden-
tity of a confidential source. 

(l) System identifier and name: 
(1) N05520–1, Personnel Security Eligi-

bility Information System. 
(2) Exemptions: (i) Information spe-

cifically authorized to be classified 
under E.O. 12,958, as implemented by 
DOD 5200.1–R, may be exempt pursuant 
to 5 U.S.C. 552a(k)(1). 

(ii) Investigatory material compiled 
for law enforcement purposes may be 
exempt pursuant to 5 U.S.C. 552a(k)(2). 
However, if an individual is denied any 
right, privilege, or benefit for which he 
would otherwise be entitled by Federal 
law or for which he would otherwise be 
eligible, as a result of the maintenance 
of such information, the individual will 
be provided access to such information 
except to the extent that disclosure 
would reveal the identity of a confiden-
tial source. 

(iii) Investigatory material compiled 
solely for the purpose of determining 
suitability, eligibility, or qualifica-
tions for Federal civilian employment, 
military service, Federal contracts, or 
access to classified information may be 
exempt pursuant to 5 U.S.C. 552a(k)(5), 
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source. 

(iv) Evaluation material used to de-
termine potential for promotion in the 
Military Services may be exempt pur-
suant to 5 U.S.C. 552a(k)(7), but only to 
the extent that the disclosure of such 
material would reveal the identity of a 
confidential source. 

(v) Portions of this system of records 
are exempt from the following sub-
sections of the Privacy Act: (c)(3), (d), 
(e)(4)(G) and (I), and (f). 

(3) Authority: 5 U.S.C. 552a(k)(1), 
(k)(2), (k)(5), and (k)(7). 

(4) Reasons: Granting individuals ac-
cess to information collected and 
maintained in this system of records 
could interfere with orderly investiga-
tions; result in the disclosure of classi-
fied material; jeopardize the safety of 
informants, witnesses, and their fami-

lies; disclose investigative techniques; 
and result in the invasion of privacy of 
individuals only incidentally related to 
an investigation. Material will be 
screened to permit access to unclassi-
fied information that will not disclose 
the identity of sources who provide the 
information to the Government under 
an express or implied promise of con-
fidentiality. 

(m) System identifier and name: 
(1) N05520–4, NCIS Investigative Files 

System. 
(2) Exemptions: (i) Parts of this sys-

tem may be exempt pursuant to 5 
U.S.C. 552a(j)(2) if the information is 
compiled and maintained by a compo-
nent of the agency which performs as 
its principal function any activity per-
taining to the enforcement of criminal 
laws. 

(ii) Portions of this system of records 
are exempt from the following sub-
sections of the Privacy Act: (c)(3), 
(c)(4), (d), (e)(2), (e)(3), (e)(4)(G) through 
(I), (e)(5), (e)(8), (f), and (g). 

(3) Authority: 5 U.S.C. 552a(j)(2). 
(4) Reasons: (i) Granting individuals 

access to information collected and 
maintained by this activity relating to 
the enforcement of criminal laws could 
interfere with the orderly investiga-
tions, with the orderly administration 
of justice, and possibly enable suspects 
to avoid detection or apprehension. 
Disclosure of this information could re-
sult in the concealment, destruction, 
or fabrication of evidence, and jeop-
ardize the safety and well-being of in-
formants, witnesses and their families, 
and law enforcement personnel and 
their families. Disclosure of this infor-
mation could also reveal and render in-
effectual investigative techniques, 
sources, and methods used by these 
components and could result in the in-
vasion of the privacy of individuals 
only incidentally related to an inves-
tigation. The exemption of the individ-
ual’s right of access to portions of 
these records, and the reasons there-
fore, necessitate the exemption of this 
system of records from the require-
ment of the other cited provisions. 

(ii) [Reserved] 
(5) Exemptions: (i) Information spe-

cifically authorized to be classified 
under E.O. 12,958, as implemented by 
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DOD 5200.1–R, may be exempt pursuant 
to 5 U.S.C. 552a(k)(1). 

(ii) Records maintained in connec-
tion with providing protective services 
to the President and other individuals 
under 18 U.S.C. 3506, may be exempt 
pursuant to 5 U.S.C. 552a(k)(3). 

(iii) Records maintained solely for 
statistical research or program evalua-
tion purposes and which are not used to 
make decisions on the rights, benefits, 
or entitlement of an individual except 
for census records which may be dis-
closed under 13 U.S.C. 8, may be ex-
empt pursuant to 5 U.S.C. 552a(k)(4). 

(iv) Investigatory material compiled 
solely for the purpose of determining 
suitability, eligibility, or qualifica-
tions for Federal civilian employment, 
military service, Federal contracts, or 
access to classified information may be 
exempt pursuant to 5 U.S.C. 552a(k)(5), 
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source. 

(v) Testing or examination material 
used solely to determine individual 
qualifications for appointment or pro-
motion in the Federal service may be 
exempt pursuant to 5 U.S.C. 552a(k)(6), 
if the disclosure would compromise the 
objectivity or fairness of the test or ex-
amination process. 

(vi) Portions of this system of 
records are exempt from the following 
subsections of the Privacy Act: (c)(3), 
(d), (e)(1), (e)(4)(G) through (I), and (f). 

(6) Authority: 5 U.S.C. 552a(k)(1), 
(k)(3), (k)(4), (k)(5) and (k)(6). 

(7) Reasons: (i) The release of disclo-
sure accountings would permit the sub-
ject of an investigation to obtain valu-
able information concerning the nature 
of that investigation, and the informa-
tion contained, or the identity of wit-
nesses or informants, would therefore 
present a serious impediment to law 
enforcement. In addition, disclosure of 
the accounting would amount to notice 
to the individual of the existence of a 
record. 

(ii) Access to the records contained 
in this system would inform the sub-
ject of the existence of material com-
piled for law enforcement purposes, the 
premature release of which could pre-
vent the successful completion of in-
vestigation, and lead to the improper 
influencing of witnesses, the destruc-

tion of records, or the fabrication of 
testimony. Exempt portions of this 
system also contain information that 
has been properly classified under E.O. 
12,958, and that is required to be kept 
secret in the interest of national de-
fense or foreign policy. 

(iii) Exempt portions of this system 
also contain information considered 
relevant and necessary to make a de-
termination as to qualifications, eligi-
bility, or suitability for Federal civil-
ian employment, military service, Fed-
eral contracts, or access to classified 
information, and was obtained by pro-
viding an express or implied assurance 
to the source that his or her identity 
would not be revealed to the subject of 
the record. 

(iv) The notice of this system of 
records published in the FEDERAL REG-
ISTER sets forth the basic statutory or 
related authority for maintenance of 
the system. 

(v) The categories of sources of 
records in this system have been pub-
lished in the FEDERAL REGISTER in 
broad generic terms. The identity of 
specific sources, however, must be 
withheld in order to protect the con-
fidentiality of the source, of criminal 
and other law enforcement informa-
tion. This exemption is further nec-
essary to protect the privacy and phys-
ical safety of witnesses and informants. 

(vi) This system of records is exempt-
ed from procedures for notice to an in-
dividual as to the existence of records 
pertaining to him/her dealing with an 
actual or potential civil or regulatory 
investigation, because such notice to 
an individual would be detrimental to 
the successful conduct and/or comple-
tion of an investigation, pending or fu-
ture. Mere notice of the fact of an in-
vestigation could inform the subject or 
others that their activities are under, 
or may become the subject of, an inves-
tigation. This could enable the subjects 
to avoid detection, to influence wit-
nesses improperly, to destroy records, 
or to fabricate testimony. 

(vii) Exempt portions of this system 
containing screening board reports. 

(viii) Screening board reports set 
forth the results of oral examination of 
applicants for a position as a special 
agent with the Naval Investigation 
Service Command. Disclosure of these 
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records would reveal the areas pursued 
in the course of the examination and 
thus adversely affect the result of the 
selection process. Equally important, 
the records contain the candid views of 
the members composing the board. Re-
lease of the records could affect the 
willingness of the members to provide 
candid opinions and thus diminish the 
effectiveness of a program which is es-
sential to maintaining the high stand-
ards of the Special Agent Corps., i.e., 
those records constituting examination 
material used solely to determine indi-
vidual qualifications for appointment 
in the Federal Service. 

(n) System identifier and name: 
(1) N05520–5, Personnel Security Pro-

gram Management Records System. 
(2) Exemptions: (i) Information spe-

cifically authorized to be classified 
under E.O. 12,958, as implemented by 
DOD 5200.1–R, may be exempt pursuant 
to 5 U.S.C. 552a(k)(1). 

(ii) Investigatory material compiled 
solely for the purpose of determining 
suitability, eligibility, or qualifica-
tions for Federal civilian employment, 
military service, Federal contracts, or 
access to classified information may be 
exempt pursuant to 5 U.S.C. 552a(k)(5), 
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source. 

(iii) Portions of this system of 
records are exempt from the following 
subsections of 5 U.S.C. 552a: (d)(1–5). 

(3) Authority: 5 U.S.C. 552a(k)(1) and 
(k)(5). 

(4) Reasons: (i) Granting individuals 
access to information collected and 
maintained in this system of records 
could result in the disclosure of classi-
fied material; and jeopardize the safety 
of informants, and their families. Fur-
ther, the integrity of the system must 
be ensured so that complete and accu-
rate records of all adjudications are 
maintained. Amendment could cause 
alteration of the record of adjudica-
tion. 

(ii) [Reserved] 
(o) System identifier and name: 
(1) N05580–1, Security Incident System. 
(2) Exemption: (i) Parts of this system 

may be exempt pursuant to 5 U.S.C. 
552a(j)(2) if the information is compiled 
and maintained by a component of the 
agency which performs as its principal 

function any activity pertaining to the 
enforcement of criminal laws. 

(ii) Portions of this system of records 
are exempt from the following sub-
sections of the Privacy Act: (c)(3), 
(c)(4), (d), (e)(2), and (e)(4)(G) through 
(I), (e)(5), (e)(8), (f) and (g). 

(3) Authority: 5 U.S.C. 552a(j)(2). 
(4) Reasons: (i) Granting individuals 

access to information collected and 
maintained by this component relating 
to the enforcement of criminal laws 
could interfere with orderly adminis-
tration of justice, and possibly enable 
suspects to avoid detection or appre-
hension. Disclosure of this information 
could result in concealment, destruc-
tion, or fabrication of evidence, and 
jeopardize the safety and well being of 
informants, witnesses and their fami-
lies, and of law enforcement personnel 
and their families. Disclosure of this 
information could also reveal and 
render ineffectual investigative tech-
niques, sources, and methods used by 
this component, and could result in the 
invasion of privacy of individuals only 
incidentally related to an investiga-
tion. The exemption of the individual’s 
right of access to his or her records, 
and the reason therefore, necessitate 
the exemption of this system of records 
from the requirements of other cited 
provisions. 

(ii) [Reserved] 
(p) [Reserved] 
(q) System identifier and name: 
(1) N05800–1, Legal Office Litigation/ 

Correspondence Files. 
Exemptions: (i) Information specifi-

cally authorized to be classified under 
E.O. 12,958, as implemented by DOD 
5200.1–R, may be exempt pursuant to 5 
U.S.C. 552a(k)(1). 

(ii) Investigatory material compiled 
for law enforcement purposes may be 
exempt pursuant to 5 U.S.C. 552a(k)(2). 
However, if an individual is denied any 
right, privilege, or benefit for which he 
would otherwise be entitled by Federal 
law or for which he would otherwise be 
eligible, as a result of the maintenance 
of such information, the individual will 
be provided access to such information 
except to the extent that disclosure 
would reveal the identity of a confiden-
tial source. 

(iii) Investigatory material compiled 
solely for the purpose of determining 
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suitability, eligibility, or qualifica-
tions for Federal civilian employment, 
military service, Federal contracts, or 
access to classified information may be 
exempt pursuant to 5 U.S.C. 552a(k)(5), 
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source. 

(iv) Testing or examination material 
used solely to determine individual 
qualifications for appointment or pro-
motion in the Federal service may be 
exempt pursuant to 5 U.S.C. 552a(k)(6), 
if the disclosure would compromise the 
objectivity or fairness of the test or ex-
amination process. 

(v) Evaluation material used to de-
termine potential for promotion in the 
Military Services may be exempt pur-
suant to 5 U.S.C. 552a(k)(7), but only to 
the extent that the disclosure of such 
material would reveal the identity of a 
confidential source. 

(vi) Portions of this system of 
records are exempt from the following 
subsections of the Privacy Act: (d), 
(e)(1), and (f)(2), (3), and (4). 

(3) Authority: 5 U.S.C. 552a(k)(1), 
(k)(2), (k)(5), (k)(6), and (k)(7). 

(4) Reasons: (i) Subsection (d) because 
granting individuals access to informa-
tion relating to the preparation and 
conduct of litigation would impair the 
development and implementation of 
legal strategy. Accordingly, such 
records are exempt under the attorney- 
client privilege. Disclosure might also 
compromise on-going investigations 
and reveal confidential informants. Ad-
ditionally, granting access to the 
record subject would seriously impair 
the Navy’s ability to negotiate settle-
ments or pursue other civil remedies. 
Amendment is inappropriate because 
the litigation files contain official 
records including transcripts, court or-
ders, investigatory materials, evi-
dentiary materials such as exhibits, 
decisional memorandum and other 
case-related papers. Administrative 
due process could not be achieved by 
the ‘‘ex parte’’ correction of such mate-
rials. 

(ii) Subsection (e)(1) because it is not 
possible in all instances to determine 
relevancy or necessity of specific infor-
mation in the early stages of case de-
velopment. What appeared relevant and 
necessary when collected, ultimately 

may be deemed unnecessary upon as-
sessment in the context of devising 
legal strategy. Information collected 
during civil litigation investigations 
which is not used during subject case is 
often retained to provide leads in other 
cases or to establish patterns of activ-
ity. 

(iii) Subsections (f)(2), (3), and (4) be-
cause this record system is exempt 
from the individual access provisions 
of subsection (d). 

(r) System identifier and name: 
(1) N01000–5, Naval Clemency and Pa-

role Board Files. 
(2) Exemption: (i) Parts of this system 

may be exempt pursuant to 5 U.S.C. 
552a(j)(2) if the information is compiled 
and maintained by a component of the 
agency which performs as its principal 
function any activity pertaining to the 
enforcement of criminal laws. 

(ii) Portions of this system of records 
are exempt from the following sub-
sections of the Privacy Act: (c)(4), (d), 
(e)(4)(G), and (f). 

(3) Authority: 5 U.S.C. 552a(j)(2). 
(4) Reasons: (i) Granting individuals 

access to records maintained by this 
Board could interfere with internal 
processes by which Board personnel are 
able to formulate decisions and policies 
with regard to clemency and parole in 
cases involving naval prisoners and 
other persons under the jurisdiction of 
the Board. Material will be screened to 
permit access to all material except 
such records or documents as reflecting 
items of opinion, conclusion, or rec-
ommendation expressed by individual 
board members or by the board as a 
whole. 

(ii) The exemption of the individual’s 
right to access to portions of these 
records, and the reasons therefore, ne-
cessitate the partial exemption of this 
system of records from the require-
ments of the other cited provisions. 

(s) System identifier and name: 
(1) N01752–1, Family Advocacy Program 

System. 
(2) Exemptions: (i) Investigatory ma-

terial compiled for law enforcement 
purposes may be exempt pursuant to 5 
U.S.C. 552a(k)(2). However, if an indi-
vidual is denied any right, privilege, or 
benefit for which he would otherwise be 
entitled by Federal law or for which he 
would otherwise be eligible, as a result 
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of the maintenance of such informa-
tion, the individual will be provided ac-
cess to such information except to the 
extent that disclosure would reveal the 
identity of a confidential source. 

(ii) Investigatory material compiled 
solely for the purpose of determining 
suitability, eligibility, or qualifica-
tions for Federal civilian employment, 
military service, Federal contracts, or 
access to classified information may be 
exempt pursuant to 5 U.S.C. 552a(k)(5), 
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source. 

(iii) Portions of this system of 
records are exempt from the following 
subsections of the Privacy Act: (c)(3) 
and (d). 

(3) Authority: 5 U.S.C. 552a(k)(2) and 
(k)(5). 

(4) Reasons: (i) Exemption is needed 
in order to encourage persons having 
knowledge of abusive or neglectful acts 
toward children to report such infor-
mation, and to protect such sources 
from embarrassment or recrimina-
tions, as well as to protect their right 
to privacy. It is essential that the iden-
tities of all individuals who furnish in-
formation under an express promise of 
confidentiality be protected. Addition-
ally, granting individuals access to in-
formation relating to criminal and 
civil law enforcement, as well as the 
release of certain disclosure account-
ing, could interfere with ongoing inves-
tigations and the orderly administra-
tion of justice, in that it could result 
in the concealment, alteration, de-
struction, or fabrication of informa-
tion; could hamper the identification 
of offenders or alleged offenders and 
the disposition of charges; and could 
jeopardize the safety and well being of 
parents and their children. 

(ii) Exempted portions of this system 
also contain information considered 
relevant and necessary to make a de-
termination as to qualifications, eligi-
bility, or suitability for Federal em-
ployment and Federal contracts, and 
that was obtained by providing an ex-
press or implied promise to the source 
that his or her identity would not be 
revealed to the subject of the record. 

(t) System identifier and name: 
(1) N12930–1, Human Resources Group 

Personnel Records. 

(2) Exemptions: (i) Investigatory ma-
terial compiled solely for the purpose 
of determining suitability, eligibility, 
or qualifications for Federal civilian 
employment, military service, Federal 
contracts, or access to classified infor-
mation may be exempt pursuant to 5 
U.S.C. 552a(k)(5), but only to the extent 
that such material would reveal the 
identity of a confidential source. 

(ii) Testing or examination material 
used solely to determine individual 
qualifications for appointment or pro-
motion in the Federal service may be 
exempt pursuant to 5 U.S.C. 552a(k)(6), 
if the disclosure would compromise the 
objectivity or fairness of the test or ex-
amination process. 

(iii) Portions of this system of 
records are exempt from the following 
subsections of the Privacy Act: (d), 
(e)(4)(G) and (H), and (f). 

(3) Authority: 5 U.S.C. 552a(k)(5) and 
(k)(6). 

(4) Reasons: (i) Exempted portions of 
this system contain information con-
sidered relevant and necessary to make 
a determination as to qualifications, 
eligibility, or suitability for Federal 
employment, and was obtained by pro-
viding express or implied promise to 
the source that his or her identity 
would not be revealed to the subject of 
the record. 

(ii) Exempted portions of this system 
also contain test or examination mate-
rial used solely to determine individual 
qualifications for appointment or pro-
motion in the Federal Service, the dis-
closure of which would comprise the 
objectivity or fairness of the testing or 
examination process. 

(u) System identifier and name: 
(1) N05813–4, Trial/Government Counsel 

Files. 
(2) Exemption. Parts of this system 

may be exempt pursuant to 5 U.S.C. 
552a(j)(2) if the information is compiled 
and maintained by a component of the 
agency which performs as its principle 
function any activity pertaining to the 
enforcement of criminal laws. Portions 
of this system of records that may be 
exempt pursuant to subsection 5 U.S.C. 
552a(j)(2) are (c)(3), (c)(4), (d), (e)(1), 
(e)(2), (e)(3), (e)(5), (e)(4)(G), (H), and (I), 
(e)(8), (f), and (g). 

(3) Exemption. Information specifi-
cally authorized to be classified under 

VerDate Mar<15>2010 14:21 Jul 30, 2012 Jkt 226130 PO 00000 Frm 00143 Fmt 8010 Sfmt 8010 Y:\SGML\226130.XXX 226130er
ow

e 
on

 D
S

K
2V

P
T

V
N

1P
R

O
D

 w
ith

 C
F

R



134 

32 CFR Ch. VI (7–1–12 Edition) § 701.128 

E.O. 12,958, as implemented by DOD 
5200.1–R, may be exempt pursuant to 5 
U.S.C. 552a(k)(1). 

(4) Exemption. Investigatory material 
compiled for law enforcement purposes 
may be exempt pursuant to 5 U.S.C. 
552a(k)(2). However, if an individual is 
denied any right, privilege, or benefit 
for which he would otherwise be enti-
tled by Federal law or for which he 
would otherwise be eligible, as a result 
of the maintenance of such informa-
tion, the individual will be provided ac-
cess to such information except to the 
extent that disclosure would reveal the 
identity of a confidential source. Por-
tions of this system of records that 
may be exempt pursuant to subsections 
5 U.S.C. 552a(k)(1) and (k)(2) are (c)(3), 
(d), (e)(1), (e)(4)(G), (H), and (I), and (f). 

(4) Authority: 5 U.S.C. 552a(j)(2), (k)(1), 
and (k)(2). 

(5) Reasons: (i) From subsection (c)(3) 
because release of accounting of disclo-
sure could place the subject of an in-
vestigation on notice that he/she is 
under investigation and provide him/ 
her with significant information con-
cerning the nature of the investigation, 
resulting in a serious impediment to 
law enforcement investigations. 

(ii) From subsections (c)(4), (d), 
(e)(4)(G), and (e)(4)(H) because granting 
individuals access to information col-
lected and maintained for purposes re-
lating to the enforcement of laws could 
interfere with proper investigations 
and orderly administration of justice. 
Granting individuals access to informa-
tion relating to the preparation and 
conduct of criminal prosecution would 
impair the development and implemen-
tation of legal strategy. Amendment is 
inappropriate because the trial/Govern-
ment counsel files contain official 
records including transcripts, court or-
ders, and investigatory materials such 
as exhibits, decisional memorandum 
and other case-related papers. Disclo-
sure of this information could result in 
the concealment, alteration or destruc-
tion of evidence, the identification of 
offenders or alleged offenders, nature 
and disposition of charges; and jeop-
ardize the safety and well-being of in-
formants, witnesses and their families, 
and law enforcement personnel and 
their families. Disclosure of this infor-
mation could also reveal and render in-

effective investigation techniques, 
sources, and methods used by law en-
forcement personnel, and could result 
in the invasion of privacy of individ-
uals only incidentally related to an in-
vestigation. 

(iii) From subsection (e)(1) because it 
is not always possible in all instances 
to determine relevancy or necessity of 
specific information in the early stages 
of case development. Information col-
lected during criminal investigations 
and prosecutions and not used during 
the subject case is often retained to 
provide leads in other cases. 

(iv) From subsection (e)(2) because in 
criminal or other law enforcement in-
vestigations, the requirement that in-
formation be collected to the greatest 
extent practicable from the subject in-
dividual would alert the subject as to 
the nature or existence of an investiga-
tion, presenting a serious impediment 
to law enforcement investigations. 

(v) From subsection (e)(3) because 
compliance would constitute a serious 
impediment to law enforcement in that 
it could compromise the existence of a 
confidential investigation or reveal the 
identity of witnesses or confidential in-
formants. 

(vi) From subsection (e)(4)(I) because 
the identity of specific sources must be 
withheld in order to protect the con-
fidentiality of the sources of criminal 
and other law enforcement informa-
tion. This exemption is further nec-
essary to protect the privacy and phys-
ical safety of witnesses and informants. 

(vii) From subsection (e)(5) because 
in the collection of information for law 
enforcement purposes it is impossible 
to determine in advance what informa-
tion is accurate, relevant, timely, and 
complete. With the passage of time, 
seemingly irrelevant or untimely infor-
mation may acquire new significance 
as further investigation brings new de-
tails to light and the accuracy of such 
information can only be determined in 
a court of law. The restrictions of sub-
section (e)(5) would restrict the ability 
of trained investigators and intel-
ligence analysts to exercise their judg-
ment in reporting on investigations 
and impede the development of intel-
ligence necessary for effective law en-
forcement. 
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(viii) From subsection (e)(8) because 
compliance would provide an impedi-
ment to law enforcement by interfering 
with the ability to issue warrants or 
subpoenas and by revealing investiga-
tive techniques, procedures, or evi-
dence. 

(ix) From subsection (f) and (g) be-
cause this record system is exempt 
from the individual access provisions 
of subsection (d). 

(x) Consistent with the legislative 
purpose of the Privacy Act of 1974, the 
DON will grant access to nonexempt 
material in the records being main-
tained. Disclosure will be governed by 
the DON’s Privacy Regulation, but will 
be limited to the extent that the iden-
tity of confidential sources will not be 
compromised; subjects of an investiga-
tion of an actual or potential criminal 
violation will not be alerted to the in-
vestigation; the physical safety of wit-
nesses, informants and law enforce-
ment personnel will not be endangered, 
the privacy of third parties will not be 
violated; and that the disclosure would 
not otherwise impede effective law en-
forcement. Whenever possible, informa-
tion of the above nature will be deleted 
from the requested documents and the 
balance made available. The control-
ling principle behind this limited ac-
cess is to allow disclosures except 
those indicated above. The decisions to 
release information from these systems 
will be made on a case-by-case basis. 

(v) System identifier and name: 
(1) NM05211–1, Privacy Act Request 

Files and Tracking System. 
(2) Exemption: During the processing 

of a Privacy Act request (which may 
include access requests, amendment re-
quests, and requests for review for ini-
tial denials of such requests), exempt 
materials from other systems of 
records may in turn become part of the 
case record in this system. To the ex-
tent that copies of exempt records from 
those ‘‘other’’ systems of records are 
entered into this system, the DON 
hereby claims the same exemptions for 
the records from those ‘‘other’’ sys-
tems that are entered into this system, 
as claimed for the original primary 
system of which they are a part. 

(3) Authority: 5 U.S.C. 552a(j)(2), (k)(1), 
(k)(2), (k)(3), (k)(4), (k)(5), (k)(6), and 
(k)(7). 

(4) Records are only exempt from per-
tinent provisions of 5 U.S.C. 552a to the 
extent such provisions have been iden-
tified and an exemption claimed for the 
original record and the purposes under-
lying the exemption for the original 
record still pertain to the record which 
is now contained in this system of 
records. In general, the exemptions 
were claimed in order to protect prop-
erly classified information relating to 
national defense and foreign policy, to 
avoid interference during the conduct 
of criminal, civil, or administrative ac-
tions or investigations, to ensure pro-
tective services provided the President 
and others are not compromised, to 
protect the identity of confidential 
sources incident to Federal employ-
ment, military service, contract, and 
security clearance determinations, and 
to preserve the confidentiality and in-
tegrity of Federal evaluation mate-
rials. The exemption rule for the origi-
nal records will identify the specific 
reasons why the records are exempt 
from specific provisions of 5 U.S.C. 
552a. 

(w) System identifier and name: 
(1) NM05720–1, FOIA Request/Appeal 

Files and Tracking System. 
(2) Exemption: During the processing 

of a Freedom of Information Act re-
quest, exempt materials from other 
systems of records may in turn become 
part of the case record in this system. 
To the extent that copies of exempt 
records from those ‘other’ systems of 
records are entered into this system, 
the DON hereby claims the same ex-
emptions for the records from those 
‘other’ systems that are entered into 
this system, as claimed for the original 
primary system of which they are a 
part. 

(3) Authority: 5 U.S.C. 552a(j)(2), (k)(1), 
(k)(2), (k)(3), (k)(4), (k)(5), (k)(6), and 
(k)(7). 

(4) Records are only exempt from per-
tinent provisions of 5 U.S.C. 552a to the 
extent such provisions have been iden-
tified and an exemption claimed for the 
original record and the purposes under-
lying the exemption for the original 
record still pertain to the record which 
is now contained in this system of 
records. In general, the exemptions 
were claimed in order to protect prop-
erly classified information relating to 
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national defense and foreign policy, to 
avoid interference during the conduct 
of criminal, civil, or administrative ac-
tions or investigations, to ensure pro-
tective services provided the President 
and others are not compromised, to 
protect the identity of confidential 
sources incident to Federal employ-
ment, military service, contract, and 
security clearance determinations, and 
to preserve the confidentiality and in-
tegrity of Federal evaluation mate-
rials. The exemption rule for the origi-
nal records will identify the specific 
reasons why the records are exempt 
from specific provisions of 5 U.S.C. 
552a. 

[71 FR 27536, May 11, 2006, as amended at 75 
FR 61619, Oct. 6, 2010; 76 FR 22617, Apr. 22, 
2011] 

§ 701.129 Exemptions for specific Ma-
rine Corps record systems. 

(a) [Reserved] 
(b) System identifier and name: 
(1) MIN00001, Personnel and Security 

Eligibility and Access Information System. 
(2) Exemption: 
(i) Investigatory material compiled 

for law enforcement purposes may be 
exempt pursuant to 5 U.S.C. 552a(k)(2). 
However, if an individual is denied any 
right, privilege, or benefit for which he 
would otherwise be entitled by Federal 
law or for which he would otherwise be 
eligible, as a result of the maintenance 
of such information, the individual will 
be provided access to such information 
except to the extent that disclosure 
would reveal the identity of a confiden-
tial source. 

(ii) Records maintained in connec-
tion with providing protective services 
to the President and other individuals 
under 18 U.S.C. 3506, may be exempt 
pursuant to 5 U.S.C. 552a(k)(3). 

(iii) Investigatory material compiled 
solely for the purpose of determining 
suitability, eligibility, or qualifica-
tions for Federal civilian employment, 
military service, Federal contracts, or 
access to classified information may be 
exempt pursuant to 5 U.S.C. 552a(k)(5), 
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source. 

(iv) Portions of this system of 
records are exempt for the following 

subsections of the Privacy Act: (c)(3), 
(d), (e)(1), (e)(4)(G) through (I), and (f). 

(3) Authority: 5 U.S.C. 552a(k)(2), 
(k)(3), and (k)(5), as applicable. 

(4) Reasons: (i) Exempt portions of 
this system contain information that 
has been properly classified under E.O. 
12,958, and that is required to be kept 
secret in the interest of national de-
fense or foreign policy. 

(ii) Exempt portions of this system 
also contain information considered 
relevant and necessary to make a de-
termination as to qualifications, eligi-
bility, or suitability for Federal civil-
ian employment, military service, Fed-
eral contracts, or access to classified, 
compartmented, or otherwise sensitive 
information, and was obtained by pro-
viding an expressed or implied assur-
ance to the source that his or her iden-
tity would not be revealed to the sub-
ject of the record. 

(iii) Exempt portions of this system 
further contain information that iden-
tifies sources whose confidentiality 
must be protected to ensure that the 
privacy and physical safety of these 
witnesses and informants are pro-
tected. 

[71 FR 27536, May 11, 2006, as amended at 72 
FR 64538, Nov. 16, 2007] 

PART 705—PUBLIC AFFAIRS 
REGULATIONS 

Sec. 
705.1 Purpose. 
705.2 Chief of Information and the Office of 

Information (CHINFO). 
705.3 [Reserved] 
705.4 Communication directly with private 

organizations and individuals. 
705.5 Taking of photos on board naval ships, 

aircraft and installations by members of 
the general public. 

705.6 Releasing public information material 
to the media. 

705.7 Radio and television. 
705.8 Motion pictures. 
705.9 Availability of motion pictures to ex-

ternal audiences. 
705.10 Still photography. 
705.11 Supplying photographs and services 

to other than Navy and Marine Corps. 
705.12 Print media. 
705.13 Commercial advertising. 
705.14 Embarkation of media representa-

tives. 
705.15 Employment of Navy personnel as 

correspondents or staff members of civil-
ian news media. 
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